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Ovidiu Vermesan, SINTEF, Norway

Edge AI trends and engineering principles applied to micro, 
meta, and end-to-end AI system verification, validation, 
and testing
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Edge AI

3

Edge AI combines AI, IoT and edge computing 
technologies and provides real-time collection, 
computing, and analytics, allowing data 
processing and AI algorithm execution to occur 
directly on devices at the network's edge. By 
bringing AI closer to the source of data 
generation, edge AI enables more efficient and 
responsive decision-making in various 
applications.

Edge
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Edge AI Fundamentals – Edge AI Technology Stack
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Edge AI Applications
Edge AI Datasets
AI Models and Algorithms
Edge AI Frameworks and Libraries
Edge AI Operating Systems
Edge AI Software
Edge AI Hardware
Microcontrollers and Microprocessors
AI Accelerators
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Edge Continuum – Intelligent Edge Granularity
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Applications

DSPs, FGPAs, CPUs, GPUs, ASICs 
Network Processing Unit (NPU), 
Intelligent Processing Unit (IPU). 
Tensor Processing Unit (TPU), 
Reduced Instr. Set Computer  RISC-V, 
Neuromorphic.

Computing units (industrial processing, 
panel units, etc.) , network computing 
units (intelligent routers, switches, 
gateways and other communications 
hardware), intelligent controllers (PLCs, 
RTUs, DCS).

Micro and clustered servers to 
handle compute intensive tasks / 
workloads (e.g., high-end CPUs, 
GPUs, FGPAs, etc.), on premises 
edge computing, local edge.

Cloud Infrastructure. 
Local, regional  and 
national data centres. 
Federation of clouds 
and data centres.

OS and Orchestration

Scalability, efficiency, adaptability, 
transparency, Dependability, trustworthiness.
Over-the-air updates/upgrades. 

Multi-access edge 
computing (MEC) 
infrastructure. 
Fog processing 
and platforms

Deep
Edge

Meta
Edge

Data
Centers

Micro
Edge

Distributed Intelligence

Fusion

Continuum-X Continuum-X Continuum-X Continuum-X

HW/SW/AI
Data

HW/SW/AI
Data

HW/SW/AI
Data

HW/SW/AI
Data

Sensors

Actuators

GPU

ASIC

TPU

IPU

Real-time
Processes

Fog
MEC

Micro Deep Meta MEC Cloud

Data Pipeline Data Pipeline Data Pipeline Data Pipeline
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Edge Continuum Processing and Connectivity
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 Processing capabilities, resources, range

❖ Micro-edge latency below 1 ms, range from mm to 15 m

❖ Deep-edge latency below 2-5 ms, range up to 1 km

❖ Meta-edge latency below 10 ms, range up to 50 km

❖ MEC latency 10-5 ms, range up to 75 km

❖ Fog latency 10-20 ms, range up to 100 km

❖ Far-edge latency 20-50 ms, range up to 200 km

❖ Cloud and data centers latency 50-100 ms, range up to 1000 km.

Micro Edge Deep Edge Meta Edge MEC Fog Far Edge Cloud

IaaS, SaaS, PaaS – Cloud Services Embedded - Distributed

Data Centres – Data WarehousesLatency Sensitive ApplicationsEmbedded Applications
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Edge AI Holistic View
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SAMPLE HEADLINE
Hardware

HW platforms.
CPUs, GPUs, TPUs

ASICs, FPGAs
Neuromorphic

SW platforms
Optimisation tools

SDK tools
Software engineering

OSs

AI Models
Methods

Algorithms
Libraries

Frameworks

Data collection
Features extraction

Data sets
Data types

Training data
Test data

Inference data

Edge



Copyright © 2024

Resilience
➢ Ability of the edge AI system to 

transform, renew, resist, 
respond and recover timely from 
damaging effects and states.

Edge AI Dependability - Trustworthiness
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Safety
➢ Ability of the edge AI system to 

operate without harmful states 
and catastrophic failures.

Connectability
➢ Ability of the edge AI system to connect securely, 

anytime, anywhere, to any available network.

Availability
➢ Ability of the edge AI system 

to deliver services  and 
information when requested.

Security
➢ Ability of the edge AI system to 

protect itself and the autonomous 
system information from 
unauthorised actions, deliberate 
and accidental intrusion/attacks.

Reliability
➢ Ability of the edge AI system 

to deliver and accomplish 
services as specified within 
given constrains.

Maintainability
➢ Ability of the edge AI system 

to avoid modifications and 
repairs.

Dependable edge AI systems involve using systems and 
software engineering principles to systematically 
guarantee dependability during the edge AI system's 
construction, verification/validation/testing, and 
operation and consider legal and normative 
requirements directly from the start.

Edge AI systems are developed fundamentally differently 
than traditional software/hardware-based systems. 
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Accountability
➢ Ability of an edge AI system to be 

answerable for its decisions, 
actions and performance to 
users and others with whom the 
edge AI system inter.

Edge AI Dependability – Trustworthiness - Extension
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Controllability
➢ Ability of a human or other 

external agent to intervene in the 
edge AI system’s functioning.

Explainability
➢ Ability of the edge AI system to 

express important factors 
influencing the AI system results or 
to provide details/reasons behind 
its functioning.

Robustness
➢ Ability of the edge AI system to 

maintain its level of performance 
when errors occur during 
execution and to maintain that 
level of performance given 
erroneous inputs and parameters.

Transparency
➢ Ability of the edge AI system to 

describe, inspect and reproduce 
the mechanisms through which AI 
systems make decisions, 
communicating this to relevant 
stakeholders.

Interpretability
➢ The degree to which a human can 

understand the cause of a decision.
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Edge AI system verification, validation, and testing
❖Edge AI system verification, validation, and testing refers to the processes

and methodologies used to ensure that an edge AI system is dependable,
performs as expected, and meets certain standards before it is deployed.

❖These processes are crucial as the edge AI algorithms can work with high-
stakes decision-making, various sizes datasets, learn and evolve over
time. The processes are needed for ensuring that the edge AI systems do
what they are supposed to do, without unintended consequences, biases,
or errors.

10

Verification

Checking whether the edge AI 
system was built correctly 
according to specifications. It's 
about making sure the system is 
error-free in terms of 
implementation.

Validation Testing

Ensuring that the right edge AI 
system has been built — that is, 
the system fulfills its intended 
purpose and meets the needs of 
its users.

The process of executing an edge 
AI system to identify any errors, 
gaps, or missing requirements in 
contrast to the actual 
requirements.
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W-shaped Development Process
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W-Model for HW/SW/AI

HW / SW Design

System Reqs
Technical Safety 

Reqs

Stakeholder Reqs
Functional Safety Reqs

HW / SW Reqs

System Design 
Specs

HW / SW 
Design

System 
Verification

System Validation

HW / SW
Verification

System 
Integration 

Testing

HW / SW
Integration 

Testing

“Reqs” = Requirements 
“Specs” = Specifications 
“HW” = Hardware 
“SW” = Software
"AI" = Artificial Intelligence
"ML" = Machine Learning
"DL" = Deep Learning

Function

System

Feature Definition

Requirements extraction

Functional architecture modelling

Refine and allocate to physical 
architecture

Sensors/actuators
SW/HW components

HW/SW Design and 
generation

MiL/SiL/HiL Verification

Safety case

System validation through scenario 
simulation, virtual validation and testing

System Reqs

Dedicated to AI ML and DL 

Component Management

ML and DL Reqs Verification

Data Management

Learning Process

Management

Model

Training

Model

Implementation

Inference Model 

Verification 

Integration

Learning Process 

Verification

Data and Learning 

Verification

• Unit testing of individual components
• Integration testing of multiple components together
• System testing of the complete edge AI system
• Performance testing to assess the edge AI system under 

various conditions
• Security testing to ensure that the edge AI system is 

protected against attacks or misuse
• Ethical testing to ensure the edge AI system's decisions do 

not result in unfair or biased outcomes
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Verification,  Validation, Testing Edge AI Systems 
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Functional and Non-functional Requirements

Data
Collect, 

Evaluate
Pre-process

Test Data

Validation Data

Algorithms – 
Features

Select, Train, Evaluate, 
Calibrate

Model
Evaluate

KPIs, Measures

ResultsTraining Data

Operational 
Data

Evaluate Requirements, Verify and Validate Data, Models and Results

 Edge AI verification validation and testing require approaches and solutions 
at data, model and system level beyond those for Cloud AI and conventional 
systems. 

 Edge AI life cycle workflow requires to combine the SW/HW engineering 
methods with the data and system level analysis.

 Data quality attributes critical for edge AI - accuracy, timeliness, correctness, 
consistency, usability, security, privacy, accessibility, accountability, scalability, lack of 
bias. The attributes are part of a larger edge AI non-functional requirements set.

B
e

n
c
h

m
a

rk
in

g

Data
AI Models

Design
Methodology

Processes
Workflows

VV&T
Methodology

Non-functional Requirements

Functional Requirements

Quantitative
Validation

Qualitative
Validation

Edge AI HW/SW Architecture

Performance, Accuracy, Energy-efficiency

Algorithms, Training Methods

VV&T
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Edge AI Benchmarking
❖Objectives
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Reputation

V&V

Performance assessment

Norms, regulations and standards

Comparative and competitive analysis 
and evaluation

Edge AI system resource evaluation

Accurate benchmarks maintain the reputation of AI solutions 
and the organizations that develop them. They demonstrate a 
commitment to transparency, honesty, and quality, which is 
essential in building trust with users and stakeholders.

Ensure that the edge AI 
system functions correctly 
and meets specified 
requirements.

Provide KPIs, measures/metrics e.g., speed, 
accuracy, real-time performance and 
efficiency of a given edge AI model or system.

Provide methods, techniques, 
measures/metrics for comparing solutions 
against competing offerings in the market.

Assess the edge AI model’s or component's 
impact on critical system resources including 
battery life, memory usage, speed 
performance, and computational overhead.

Accurate and reliable benchmarks are critical components of edge AI 
regulatory framework, providing the data and evidence needed to assess 
compliance with industry regulations, standards and legal requirements

Benchmarking
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Edge AI Benchmarks
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SAMPLE HEADLINE

Quality, size, and variety 
of data effecting the 
training efficiency and 
generalization capability 
of edge AI models. Focus 
on datasets used in AI 
training and evaluation.

HW benchmarks help 
evaluate the 
performance of CPUs, 
GPUs, TPUs, and other 
accelerators in the 
context of AI tasks. SW 
platforms benchmarking

System performance - 
levels granularity. Micro-
benchmarks focusing on 
the evaluation of 
components or specific 
operations within ML 
process. End-to-end 
benchmarking.

Assess the performance 
of various edge AI 
architectures on 
standardized tasks to 
provide insights into the 
speed, accuracy, and 
resource demands of 
different models.

End-to-end benchmarks focus on 
the computational efficiency of 
the entire pipeline of an edge AI 
system. Includes: data pre-
processing, ML/DL model’s 
performance, post-processing of 
model’s outputs, and components 
like storage and network 
communication.

• Diversity of applications: ML applied in various 
sectors and each sector has specific tasks that may 
not be representative of other fields. 

• Variety and variability in data types and data 
quality. Different tasks require different types of 
data, such as text, images, videos, or numerical 
data and the quality and availability of data can 
vary greatly between tasks.

• Task complexity and difficulty: The complexity of 
tasks varies and require different models and 
techniques..

• Ethical concerns as some tasks may involve 
sensitive or private data and personal information. 
These tasks may have ethical and privacy concerns 
that need to be addressed, which can make them 
less suitable as representative tasks for 
benchmarking.

• Scalability and resource requirements are different 
for different tasks may have different scalability 
and resource requirements.

• Evaluation measures/metrics vary between tasks 
with tasks that lack standardized metrics. 
Generalizability of results from benchmarking on a 
specific task may not be generalizable to other 
tasks.

Challenges in selecting edge AI representative tasks:



Copyright © 2024

Edge AI Benchmark Components
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Reference, standardised  datasets

Consistent datasets on which models are 
trained and evaluated, ensuring a 
reference for comparisons.

Evaluation measures/metrics

HW/SW specifications

Environmental conditions

Measures/metrics to quantify 
performance and offer objective 
references to compare different models 
or systems.

HW/SW configurations, platforms, 
environments in which tests are 
performed.

Control and document all 
evaluation/testing conditions e.g., 
temperature, noise, power source, system 
background processes, etc.

Edge AI pre-defined tasks

Baseline edge AI models

Reproducibility guidelines and rules

Result interpretation

Pre-defined tasks that models aim to achieve, 
which define the problem the edge AI system must 
solve.

Baseline models or reference implementations. 
used as minimum performance reference 
against which new models or techniques can be 
evaluated.

Detailed information, guidelines, protocols, 
covering the setup, hyperparameters definition, 
quantization, etc.

Guidelines, rules and context conditions to 
interpret results, supporting the understanding of  
implications at system and application level.
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Edge AI Benchmark Elements
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3.
 

Resource 
Utilization

Scalability

Training 
Time

Memory
Utilization

Cost

Energy
Consumption

Throughput

Reproducibility

Flexibility

Fault 
Tolerance 

• Energy consumption during the training process become an important consideration wit 
significant carbon footprint.

• Throughput calculated as the number of training samples processed per unit time 
indicate an efficient training process for high throughput. A high throughput ensures that 
the model can process data in a timely manner. Throughput has to be balanced with 
latency.

• Reproducibility is the ability to reproduce the results of the training process for verifying 
the correctness and validity of a model.

• Ease of use and flexibility is characterized by handling different types of data and models..
• Fault tolerance and robustness is the ability of the training process to handle failures or 

errors without crashing or producing incorrect results and recover from failures without 
compromising the integrity of the model.

• Resource utilization of the available computational resources like CPU, GPU, memory, 
and disk I/O. Efficient training processes are characterized by high resource 
utilization..

• Scalability is the capability to handle the increases in data size or model complexity by 
measuring training time, memory usage, and other resource consumption as data 
size or model complexity increases. 

• Training time taken to train a model until it reaches an acceptable performance level 
is a measure of the computational resources required to train a model. The long 
training time is a significant challenge in terms of resource consumption and cost.

• Memory consumption can be a limiting factor for training models or datasets..
• Cost includes the cost of training a model, computational resources, electricity, and 

human resources required for model development.
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Discussion
❖Edge AI system benchmarks allow to optimize speed, efficiency, and scalability.
❖Edge AI model benchmarks used standardized tasks and measures/metrics

❖Data benchmarks focus on data quality, balance and representation.
❖A holistic edge AI benchmarking approach is required by developing and

integrating benchmarking that explores the interplay between edge AI system
benchmarks, HW/SW, edge AI frameworks, model benchmarks and data
benchmarks to improve the edge AI co-design of HW/SW, edge AI frameworks,
algorithms, data, and infrastructure.

❖Developing complex, comprehensive edge AI benchmarks is challenging but
essential for developing edge AI systems that are performant, robust and
trustworthy.

❖Future research and collaboration between industry, research and academia
are critical to develop edge AI benchmarks that are transparent, robust, efficient
and economically beneficial.

❖Benchmarking provides the driving engine to guide the future development of
edge AI. Benchmarking the safety of edge AI systems and generative edge AI is
the next frontier.

17
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Ovidiu.Vermesan@sintef.no

Thank You
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EAI
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Driving Next-Gen Edge AI Technologies Workshop 
Munich, Germany, 17 January 2024

https://www.hipeac.net/2024/munich/#/program/sessions/8129/

The Workshop on Driving Next-Gen Edge AI Technologies is part of the HiPEAC 2024 Conference held in Munich, Germany. 

The workshop is co-organised by large-scale Chips JU EdgeAI, ANDANTE, REBECCA, CLEVER, NEUROKIT2E and Horizon 
Europe dAIEDGE projects to exchange ideas for providing a set of reference comprehensive benchmarking solutions by 
bringing together a diverse community of experts, researchers, and industry leaders to collectively tackle the intricacies of 
benchmarking in edge AI.
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Workshop Objectives
o To address the latest developments in the implementation 

of edge AI technologies and present and discuss the 
advances in intelligent embedded devices across the edge 
AI computing continuum from micro- to deep- and meta-
edge. . 

o To advance the field of smart embedded devices by 
systematically evaluating and comparing technologies for 
edge AI.

o To identify the needs and current issues hampering the 
benchmarking of edge AI systems and develop 
methodologies and tools to enable fair and reliable 
verification, validation, testing and performance 
assessment across various use cases and domains.

o Th event plans to address these challenges head-on, 
bringing together a diverse community of experts, 
researchers, and industry leaders to collectively tackle the 
intricacies of benchmarking in edge AI.
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Projects Involved
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dAIEDGE is the European Network of Excellence for distributed, trustworthy, efficient, and scalable AI at the Edge and 
promotes the application, development, and deployment of Artificial Intelligence (AI) on edge computing platforms. 

NEUROKIT2E (Open source deep learning platform dedicated to Embedded hardware and Europe) proposes a Deep 
Learning Platform for Embedded Hardware around an established European value chain (AI HW/SW). The solutions 
developed support neural network design, optimisation, and implementation on constrained HW. 

NEUROKIT2E

ANDANTE leverages innovative HW solutions to build strong HW/SW platforms for artificial neural networks (ANN) and 
spiking neural networks (SNN) processors for future edge computing products, combining extreme power efficiency with 
robust neuromorphic computing capabilities and demonstrate them in key applications. www.andante-ai.eu 

EdgeAI (Edge AI Technologies for Optimised Performance Embedded Processing) develops new electronic components 
and systems, processing architectures, connectivity, software, algorithms, and middleware through the combination of 
microelectronics, edge AI, embedded systems, and edge computing. www.edge-ai-tech.eu 

REBECCA (Reconfigurable Heterogeneous Highly Parallel Processing Platform for safe and secure AI) aims to democratize 
the development of edge AI systems and create a complete hardware and software stack centered around a RISC-V CPU, 
which offer higher performance, energy efficiency, safety, and security than existing systems. www.rebecca-chip.eu  

CLEVER (Collaborative edge-cLoud continuum and Embedded AI for a Visionary industry of thE futuRe) proposes 
innovations in hardware accelerators, design stack, and middleware software that revolutionize the ability of edge 
computing platforms to operate federated, leveraging sparse resources that are coordinated to create a powerful 
swarm of resources. www.cleverproject.eu   

Chips Joint Undertaking supports research, development, innovation, and future manufacturing capacities in the 
European semiconductor ecosystem. Launched as part of the Chips for Europe Initiative, it confronts 
semiconductor shortages and strengthens Europe's digital autonomy, engaging a significant EU, 
national/regional and private industry funding of nearly €11 billion. www.chips-ju.europa.eu 

http://www.andante-ai.eu/
http://www.edge-ai-tech.eu/
http://www.rebecca-chip.eu/
http://www.cleverproject.eu/
http://www.chips-ju.europa.eu/
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