Driving Next-Gen Edge AI Technologies

Munich, Germany 17 January 2024 Workshop



*
*
*
.
*
*
*
*
*
*
: ]
*
*
o*
llllllllllllllll

Driving Next-Gen Edge AI Technologies Workshop

The road to edge Al system benchmarking from
requirements and robust modelling for verification till

i{i‘i.:i:? :’\system validation and testing.

]?])G]? .. Mario Diaz Nava, STMicroelectronics, France
d d

-----------------
«*

17 January 2024 Munich, Germany

*




“*Introduction

“*Verification, Validation and Test: Agile Approach
“*Modelling Based System Engineering
“*Modelling of an lIoT System

“|C Design Tools

»For verification
»Architecture Exploration of NPU /STM32
»DL models benchmarking

*Conclusions

Copyright © 2024 3



Introduction

«» Verification, validation and test (VVT) are essential
step processes to ensure robust, reliable, secure and
safe systems.

< VVT processes are time-consuming, complex and
require:

» Advanced Methods and Tools
» High level of Modelling Expertise

< Logic verification is expensive and consumes >70%
of tlhe overall design resources of the IC development
cycle.

%+ |C Verification tools :

> Support highly complex systems of multi-billion logic
gate and billions of software cycles.

> Help design teams make “optimal” HW-SW co-design
choices, design closure fasters and accelerate time-to-
market

<+ Al/DL designs for Edge inference components
already use a modelling approach and are supported
by verification tools.

Boeing 737 Max issues
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Verification , Validation and Test: Agile Approach

K/
£ %4

Requirements : Set of features that should be
validated to cope with the system needs

Verification: Set of activities carried out to
ensure that a product is being designed and
developed matching with the product
requirements and detailed specifications.

Validation: Set of activities performed in real
conditions to ensure that the product has been
developed and operates according to the
requirements, performances, stakeholder's
expectations and constraint accomplishment.

Testing: It is a way to execute a set of defined
test vectors to do an evaluation of a given
component, subsystem or system, to verify or
validate if those elements satisfied their
associated requirements and specifications.

Evaluation : It is the process of quantitative
information computing of some key
characteristics (or "objectives”) of a certain
(possibly partial) design and provide a judgment.

Benchmarking: It is the act of measuring the
quality of something by comparing it with
something else of an accepted standard
(Cambridge Dictionary).

Agile approach for Verification, Validation, and Test

Definition and Decomposition

P
<

Concept of Operations
(System Requirements
KPIs of use cases)

System Specifications
and Design
(Technical KPlIs)

Subsystem Specifications
and Design
(Technical KPlIs)

Components Specifications
and Design
(Technical KPlIs)

Develop and
Implementation PoC and Use
______ Cases
Develop and
Implementation
«-—-—-—— - System
Develop and
Implementation
------- Subsystem
Develop and
Implementation
______ Components

Implementation

[
»

Validation
« Acceptance Tests

PRUSEL 5y ctem Testing
Verification .
o Subsystem Testing
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«----> :
Testing
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Methodology : Model Based System Engineering

Three abstraction levels modeling entities representing Brain-loT Modelling and Validation Framework
system, software and hardware components. components*
% System-level models BRAIN-lIoT Modeling Language
o On composability of services provided by the loT R S e R T P
devices/platforms and the overall system behaviors. B | Wodufiug | Sngunge
o Aggregator of blocks that are refined in lower-level models, Procedural Behawor | | W3C Thing Descripson loT gewce model
i.e., the software and devices. RR—
o Deployment, fast prototyping, and human-friendly
monitoring of behaviors at runtime. | i BRMN_'oT’Mode"ng Yool |
% Software-level models loT-ML based Rm—/ Prysical Devcs hnind |
o Formal models of computation with their formal validation Model(s), —_— — Generstor
capabilities, and their runtime to guarantee execution WoT TD, &3"’
conformity to formal specifications, physncac: dle"'ce BRAINAGT Code Generator
o Obtained from the system-level models through the . |
syntactical transformation. SRANN Bolinior Shindes denseor |
% Physical device models l it o
o Simulation models of the loT end devices.
« To fully vahc!ate in advance the software running on Ly S bRl BRAIN-0T Repository
the end device Modebng Bundies

 To integrate the end device into the full IoT system. e, s

*Ref: Xu Tao et all, kModel Based Methodology and Framework for design and Management of Next-Gen IoT Systems
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Exemple MBSE: IOT System Architectures

Connectivity

MCU

Sensor

Gateway

LoRa
Server

MQTT

Middleware

<>
Application
Dashboard
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LoRa security

;‘

OP

End-to-End security
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A Modelling Approach Based on digital twins: BB model

Post data towards middleware

I

A Black-box model
> Service-oriented

» No detail on internal architecture
Black-Box » Embedded firmware is abstracted
model » Measures obtained from a file
> Early availability

» Fast execution

08/04/2019
00:25:21.871;10.11571;2.

AQLAALIOA-O
VO/UR/TZUTT

00:35:21.879:10.11571:2.616884:9.061384 . d he f . I £ th d-devi
08/04/2019 RN _
00:45:21.887:10.11571:2.616821:9.061776 *+*Used as the functional contract of the en evice
08/04/2019 . .
00:55:21.911;10.11571:2.617014;9.060584 SpeCIflcatlon
08/04/2019

01:05:21.920;10.11571:2.618574:9.050
8/04/2019
0111527928, T0TT571,2.618614:9.050712
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A Modelling Approach Based on digital twins : WB

“*End-device white box model includes
> A microcontroller Instruction Accurate model
> A register accurate model of all the peripherals
» Functional models of the sensors
» Functional models of the connectivity components

*Embedded software

Registers » Running on STM32 model
exti | Y3 » Using STM32 HAL

CFG

STM32 F411 » Collects data from.s‘ensor model through I?C bus
» Programs connectivity IP model to issue middleware requests

SCI

08/04/2019
00:25:21.871;10.11571,2.615295;9.07122
6870472619
.3c. . . . \/ M M
00:35:21.870,10.115712.616834:9.061384 “*Generation of HTTP requests to the middleware
00:45:21.887;10.11571;2.616821,9.061776
08/04/2019
00:55:21.911;10.11571;2.617014;9.060584

0810472019 +*Conform to the functional contract of the end device

01:05:21.920;10.11571;2.618574;9.050

8/04/2019 /"\ B
01:15:2T.928,T0.11571,2.618614;9.050712 SYSTEMZC

< 1EEE 1666-2011
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Adding end-to-end security
> Encrypted payload

Black-Box
model

prmm—  Security
SDK

» Middleware | . Enrolment

Security
library

* Device status check

* Authentication and
integrity check

* Decryption

Connectivity
HEN

Emb.
Software MCU

Application
DB Dashboard

EEEEN
Sensor
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Take-aways

“*Overall system validation and end-to-end security are critical challenges

“*A design methodology approach based on digital twins
» Reduce design and validation times
> Increase the quality of design
» Ensure better performances of the overall system
» Facilitate the scale up of the number of end-devices

“*An end-to-end security solution
» Implementation, verification and validation in few weeks.

“*Same approach can be followed to introduce Al/DL feature at the different edge Al
levels (micro-edge, ....) and to find the best trade-off on potential DL distribution.u
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IC Design and Verification Tools

Cadence Verification

Smart Coverage Al-Driven Verification Platform

+» Static and Formal verification

+» Digital and analog Simulators

+¢ Virtual Prototyping

“ Hardware-Emulators e = = = |

< Prototype Platforms for HW-SW validation weonnns il Bl Bl B

+ Integrated Planning and Coverage o 7

< Other tools: DRC, Power, etc. st
Siemens (Mentor)

Leading Edge Verification & Validation Solutions @
SYNOPSYS VERIFICATION FAMILY

Planning & Coverage

Verdi
VC SpyGlass
Virtualizer &
VC Formal

VIP, Transactors, Virtual & Memory Models

Hover for more details

Rich Content
Portfolio

Virtual Platform Emulation Prototyping
Hellum Palladium Protium

Analog FastSPICE Questa Verification Solutions Solido Solutions

Analog FastSPICE Platform Questa Verification Solutions Solido Design Solutions

POWER INTEGRITY ANALYSIS
Veloce Calibre Design Solutions mPower

PHYSICAL VERIFICATION TOOLS

Symphony Mixed-Signal Veloce HW-Assisted Platform
Calibre Design Solutions

Platform
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NPU: Architecture Space Exploration

Architecture Platform : STM32 MCU with Neural Network

FAI S0OC Simplified Organization

ARM Core
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Al Applications of STM32 MCU

ﬂﬂ&idﬁ

boot ROM lb r\i
= .2 _9 Fa al EJ
ol | B 7 F Y B TS
=
Neural networks ARM Core
running on the MCU m N ,
= Ko 5 5[4 4543 43 (50 50 50, 5048 46 46 4, .
MVE (Int+FIt) =us @H “r ﬁunm 1 &L 01 0L 0 0 0)1L 8 L 0 .
Cegw (302 L L % L% L L 2L 311 .
J- o Bl o 1L 0 00 0 0 0 0 0 0 0 0 \l. [
-TE:F—I td. T 1002 % & & 67 & 9001, %1, % 2 .

Final detections
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Neural Network name

Neural Network Models

Numbers of parameters
(MB)

Numbers of activations (MB)

Numbers of
operations (Giga)

emotion_ferplus

tiny_yolov2

0.384 1.753
3.35 3.169
3.16 2.867
3.16 4.05
1.72 0.867

0.562 1.121
3.35 3.632

3.3 3.631
3.92 7.733
3.83 8.189

0.704 0.253

0.945 0.701

0.384 6.977
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Architecture Exploration on Palladium : Main Goals

Bus Parallelism
Optimization

NPU Cache exploration J

{ Early IP assessment Neural Network }

Benchmarking

High Level modeling
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Intensive Benchmarking

« Assess key architecture decision « Monitor progress on NPU compiler
 HW supported and non supported operators * Best options

unmapped Nodes vs total
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Architecture Exploration on Palladium

NPU Cache exploration
Bus Parallelism Optimization

Neural Network

Early IP assessment Benchmarking

High Level modeling
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High Level Model of Camera Pipeline

(0% €
P Model is based on support of ARM AMBA Adaptive Traffic Profiles (ATP) by AXI AVIP

video Other
for‘m:f\t master
config Other _, Memor
. —>
file master y
\ SystemC _, Memor
lue code . y
8 'A\‘/Xl ',A|‘V|P o SoC interconnect
erilog g
Proce.ss ...... I BFM g ] Me;nor
;t;]e;tlng send_atp_nb()
sending ’ I fil
ATP I erine N Me;mr

RTL running on Palladium
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Take away

»>Very useful platform for architecture exploration
= Enable early validation of concepts
» Take better architecture decision
= Continuous performance assessment

»Several users access in parallel

»Customer advanced information
= More than 50 configurations explored not achievable in simulation
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Conclusion

“*Modelling based system engineering is a powerful methodology to:

» Define a system from its functional properties to obtain the expected performances following a
refinement model approach

> A seamless design framework is suitable to facilitate the system description, design refinement,
verification and validation at different abstraction levels.

< Systems Complexity requires powerful tools for architecture space exploration for
optimal HW-SW co-design: simulations are too slow to handle such complexity.

» Hardware emulation and prototyping platforms are common tools available to ensure the design
quality (verification) and sign-off in a timely manner and match time-to-market.

= They can help accelerate and optimise the design of complex Al/DL NPU and accelerators.
They can perform a quick benchmarking to make the best choices in HW-SW co-design.
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EAI

https://www.hipeac.net/2024/munich/#/program/sessions/8129/

The Workshop on Driving Next-Gen Edge Al Technologies is part of the HIPEAC 2024 Conference held in Munich, Germany.

The workshop is co-organised by large-scale Chips JU EdgeAl, ANDANTE, REBECCA, CLEVER, NEUROKIT2E and Horizon
Europe dAIEPGE projects to exchange ideas for providing a set of reference comprehensive benchmarking solutions by

bringing together a diverse community of experts, researchers, and industry leaders to collectively tackle the intricacies of
benchmarking in edge Al.
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Workshop Objectives

o To address the latest developments in the implementation
of edge Al technologies and present and discuss the
advances in intelligent embedded devices across the edge
Al computing continuum from micro- to deep- and meta-
edge. .

oTo advance the field of smart embedded devices by
systematically evaluating and comparing technologies for
edge Al.

o To identify the needs and current issues hampering the
benchmarking of edge Al systems and develop
methodologies and tools to enable fair and reliable
verification, validation, testing and performance
assessment across various use cases and domains.

oTh event plans to address these challenges head-on,
bringing together a diverse community of experts,
researchers, and industry leaders to collectively tackle the
intricacies of benchmarking in edge Al.
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Projects Involved

=i °
Ships;y

@ GeAl
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CLEVER

NEUROKIT2E

dAIEDGE

Chips Joint Undertaking supports research, development, innovation, and future manufacturing capacities in the
European semiconductor ecosystem. Launched as part of the Chips for Europe Initiative, it confronts
semiconductor shortages and strengthens Europe's digital autonomy, engaging a significant EU,
national/regional and private industry funding of nearly €11 billion. www.chips-ju.europa.eu

EdgeAl (Edge Al Technologies for Optimised Performance Embedded Processing) develops new electronic components
and systems, processing architectures, connectivity, software, algorithms, and middleware through the combination of
microelectronics, edge Al, embedded systems, and edge computing. www.edge-ai-tech.eu

ANDANTE leverages innovative HW solutions to build strong HW/SW platforms for artificial neural networks (ANN) and
spiking neural networks (SNN) processors for future edge computing products, combining extreme power efficiency with
robust neuromorphic computing capabilities and demonstrate them in key applications. www.andante-ai.eu

CLEVER (Collaborative edge-cLoud continuum and Embedded Al for a Visionary industry of thE futuRe) proposes
innovations in hardware accelerators, design stack, and middleware software that revolutionize the ability of edge

computing platforms to operate federated, leveraging sparse resources that are coordinated to create a powerful
swarm of resources. www.cleverproject.eu

REBECCA (Reconfigurable Heterogeneous Highly Parallel Processing Platform for safe and secure Al) aims to democratize
the development of edge Al systems and create a complete hardware and software stack centered around a RISC-V CPU,
which offer higher performance, energy efficiency, safety, and security than existing systems. www.rebecca-chip.eu

NEUROKIT2E (Open source deep learning platform dedicated to Embedded hardware and Europe) proposes a Deep
Learning Platform for Embedded Hardware around an established European value chain (Al HW/SW). The solutions
developed support neural network design, optimisation, and implementation on constrained HW.

dAIEDGE is the European Network of Excellence for distributed, trustworthy, efficient, and scalable Al at the Edge and
promotes the application, development, and deployment of Artificial Intelligence (Al) on edge computing platforms.
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