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Introduction

• Increasing cyberattack incidents in recent years

• ML-based malware detection systems require large amounts of
training data

• Privacy and intellectual property restrictions limit data sharing

• Heterogeneous edge systems: Devices with different data availability
and computing power

• Federated Learning (FL) enables the distributed building of detection
models without source data exchange

• FL-based malware detection solution, where a detection model is
developed employing FL in a cross-silo configuration
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Introduction: Malware analysis and detection

5

Drawing from D. Serpanos, P. Michalopoulos, G. Xenos, and V. Ieronymakis, “Sisyfos: A Modular and Extendable Open Malware Analysis Platform,” Applied Sciences, vol. 11, no. 7, p. 2980, Mar. 2021
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Introduction: Federated Learning
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• Multiple clients collaboratively train a 
model under the coordination of a central 
server, without sharing their private 
training data

• A repetitive process with the following 
three steps is performed:
• each client updates the model locally 

using only their own independent data, 
creating different local models

• the central server collects all local 
models and aggregates them into an 
updated global model

• the aggregated model is shared with 
all clients

Drawing from Scaleout: www.scaleoutsystems.com

http://www.scaleoutsystems.com
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Introduction: Federated Learning configurations

• Cross-device: clients are a large number of IoT devices (or
smartphones) with limited computational power and varying device
availability

• Cross-silo: clients are larger organizations (typically 2-100) with large
datasets (named data silos) and computational capabilities and high
availability

• Horizontal FL: different parties hold different samples over the same
set of features

• Vertical FL: different parties hold different features over the same
set of samples
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State-of-the-art

• In cybersecurity, FL is employed in several directions such as attack
detection, privacy, trust management, authentication and other IoT
related tasks

• In malware detection, efforts have focused on developing FL-based
solutions for IoT and Android systems

• Previous works focus mainly in cross-device setups

• Little effort has been spent on FL-based malware detection,
considering cross-silo configurations
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Research Goal

• Federation of Edge or near-Edge devices that are deployed as 
security providers for their organizational networks

• Compare FL-based vs centralized learning for malware detection

• Measure the performance of the proposed system using a 
benchmark dataset

• Evaluate the effectiveness of the system for different deployment 
setups
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Methodology - Implementation

• Cross-silo configuration: Small number of participants with large
datasets

• Training architecture: Widely adopted 3-layer neural network used
for training

• Dataset: EMBER v2
• 2381 features extracted from static analysis of PE files

• 600.000 samples labeled as benign or malicious for training (0 or 1)

• 200.000 samples for testing

• Measurements of accuracy on test set
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Experiments - Results
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Experiments - Results

12



Copyright © 2024

Experiments - Results
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Conclusion

• FL enables distributed building of effective malware detection 
models without training data exchange

• Participants achieve high malware detection accuracy, in cases, 
exceeding the accuracy achieved with the centralized approach

• Importantly, all participants achieve high detection accuracy, which 
would be unattainable if they were limited to training using only 
their own local data

• System scales well to large federations due to low data exchange 
and accommodates devices with limited processing power

• Future research: 
• Further explore and evaluate different deployment setups

• Explore adversarial attacks on the federation
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gxenos@cti.gr

Thank You
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EAI
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Driving Next-Gen Edge AI Technologies Workshop 
Munich, Germany, 17 January 2024

https://www.hipeac.net/2024/munich/#/program/sessions/8129/

The Workshop on Driving Next-Gen Edge AI Technologies is part of the HiPEAC 2024 Conference held in Munich, Germany. 

The workshop is co-organised by large-scale Chips JU EdgeAI, ANDANTE, REBECCA, CLEVER, NEUROKIT2E and Horizon 
Europe dAIEDGE projects to exchange ideas for providing a set of reference comprehensive benchmarking solutions by 
bringing together a diverse community of experts, researchers, and industry leaders to collectively tackle the intricacies of 
benchmarking in edge AI.
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Workshop Objectives
o To address the latest developments in the implementation 

of edge AI technologies and present and discuss the 
advances in intelligent embedded devices across the edge 
AI computing continuum from micro- to deep- and meta-
edge. . 

o To advance the field of smart embedded devices by 
systematically evaluating and comparing technologies for 
edge AI.

o To identify the needs and current issues hampering the 
benchmarking of edge AI systems and develop 
methodologies and tools to enable fair and reliable 
verification, validation, testing and performance 
assessment across various use cases and domains.

o Th event plans to address these challenges head-on, 
bringing together a diverse community of experts, 
researchers, and industry leaders to collectively tackle the 
intricacies of benchmarking in edge AI.
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Projects Involved
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dAIEDGE is the European Network of Excellence for distributed, trustworthy, efficient, and scalable AI at the Edge and 
promotes the application, development, and deployment of Artificial Intelligence (AI) on edge computing platforms. 

NEUROKIT2E (Open source deep learning platform dedicated to Embedded hardware and Europe) proposes a Deep 
Learning Platform for Embedded Hardware around an established European value chain (AI HW/SW). The solutions 
developed support neural network design, optimisation, and implementation on constrained HW. 

NEUROKIT2E

ANDANTE leverages innovative HW solutions to build strong HW/SW platforms for artificial neural networks (ANN) and 
spiking neural networks (SNN) processors for future edge computing products, combining extreme power efficiency with 
robust neuromorphic computing capabilities and demonstrate them in key applications. www.andante-ai.eu 

EdgeAI (Edge AI Technologies for Optimised Performance Embedded Processing) develops new electronic components 
and systems, processing architectures, connectivity, software, algorithms, and middleware through the combination of 
microelectronics, edge AI, embedded systems, and edge computing. www.edge-ai-tech.eu 

REBECCA (Reconfigurable Heterogeneous Highly Parallel Processing Platform for safe and secure AI) aims to democratize 
the development of edge AI systems and create a complete hardware and software stack centered around a RISC-V CPU, 
which offer higher performance, energy efficiency, safety, and security than existing systems. www.rebecca-chip.eu  

CLEVER (Collaborative edge-cLoud continuum and Embedded AI for a Visionary industry of thE futuRe) proposes 
innovations in hardware accelerators, design stack, and middleware software that revolutionize the ability of edge 
computing platforms to operate federated, leveraging sparse resources that are coordinated to create a powerful 
swarm of resources. www.cleverproject.eu   

Chips Joint Undertaking supports research, development, innovation, and future manufacturing capacities in the 
European semiconductor ecosystem. Launched as part of the Chips for Europe Initiative, it confronts 
semiconductor shortages and strengthens Europe's digital autonomy, engaging a significant EU, 
national/regional and private industry funding of nearly €11 billion. www.chips-ju.europa.eu 

http://www.andante-ai.eu/
http://www.edge-ai-tech.eu/
http://www.rebecca-chip.eu/
http://www.cleverproject.eu/
http://www.chips-ju.europa.eu/
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