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Distributed Denial of Service(DDoS)
❖The need for Intelligence in 6G networks management 

and orchestration "collective network intelligence"

❖Self-management and self-protection

❖AI-based methods can cope with different types of malicious 
traffic, DDoS​

❖Traditional methods for threat detection are 
inadequate due to rapidly evolving attack 
patterns and the increasing complexity of future networks

❖Challenges include the need for effective DDoS attack detection 
and the demand for more advanced classifiers to improve 
detection accuracy​​
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State of the Art: Intelligent Threat Detection
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❖AI-driven threat detection systems, are becoming popular due to 
their ability to extract high-level features and adapt to evolving 
threats​

❖The integration of computer vision techniques into network security 
offers autonomous network operations, enabling:​

❖Sophisticated pattern recognition strategies

❖Real-time threat detection at the edge



Copyright © 2024

Concept: Integration in Base Stations
❖RAN-CN enable flexibility in network deployment​

❖Near source real time detection of threat mitigation of significant 
importance for NextG wireless Network

❖One of the most import network functions is Network Data Analytics​ 
Function (NWDAF)

for ​distributed network ​intelligence​:

❖Data collection, preprocessing 

and classification (passes the 

samples to the NN in the CN)
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Figure 1. Architecture of the proposed system
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Concept: From Network Traffic to Images
❖Packet into structured formats, matrices​

❖NN learn pattern recognition with this data format​

❖Maximum Input Matrices size: F (features, time to live, packet 
length,…) x N (Max n of packets for each a time window T)

❖If N packets not collected within T, 

the matrix is padded with 0

❖Each attribute is normalized to [0,1]

❖Similar features have been excluded

(IP, TCP port,…) , as it can hamper the

generalization of the NN model.
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Figure 2. From network traffic to images
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Methodology: Neural Network Architecture
❖State of the art computer models​ has been tested on matrices 

of traffic packets(Residual Network (ResNet), MobileNetV2)​

❖A threat recognition customized CNN was designed and tested.

❖Consists of 3 convolutional layers and 3 fully-connected (FC) layers.

❖FC Layers: 512, 128, and 9 units, respectively.

❖Utilizes ReLU activation for 

all layers; SoftMax for the final

classification layer.
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Figure 3. From network traffic to images
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Methodology: Neural Network Architecture
❖Tailored for precise analysis of traffic 

packet data.

❖Aims to enhance accuracy in network 
packet classification.

❖We can observe a large increase in 
parameters of the customized- CNN

❖Mainly due to the exploitation of FC 
layers at the end on the convolutional 
section of the architecture.​

❖Acknowledging potential increase in 
power and computational resource 
consumption.
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Table 1. Architectures studied in the experiment

Architecture Size(MiB)/Parameters(M)

N=10 N=100

Customized 
CNN

6.56/1.72 141.56/37.1

ResNet 89.77/23.5 89.98/23.6

MobileNet 8.53/2.23 8.66/2.27

EfficientNet 77.01/20.2 77.15/20.2

DenseNet 69.06/18.1 69.06/18.1

Inception 83.38/21.9 83.38/21.9

Xception 79.44/20.8 79.58/20.9
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Implementation: Network Intrusion Detection
❖5G-NIDD, a network intrusion detection dataset generated from a 

5G test network​

❖Data is extracted from two base stations, ​ each connected to an 
attacker node and several benign 5G UEs​

❖We exploited the 5G-NIDD to train

and test the ​proposed

architectures.​
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Category Type

DoS ICMP

UDP Flood

SYN Flood

HTTP Flood

Slowrate DoS

Port
Scans

SYN Scan

TCP Connect Scan

UDP Scan

Table 2. Attack types contained in the 5G-NIDD
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Implementation
❖We developed a script to transform PCAPNG(Packet Capture Next 

Generation) files into suited input matrices​

❖The script lets you set the maximum number of packets for 
each matrix, denoted as N. This feature enables experiments with 
different matrix lengths.​

❖Input resizing with bilinear interpolation of the input matrices has 
been applied to some models​

❖Data normalization and padding is performed after image 
creation to scale values to a predefined uniform range​ and handle 
variations in matrix sizes
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Implementation
❖A 80 − 20% training-test split has been performed,​

❖All models were trained with same parameters​

❖A class weighting technique has been adopted for reducing biases

𝑊𝑗 =
#𝑠𝑎𝑚𝑝𝑙𝑒𝑠

#𝑐𝑙𝑎𝑠𝑠𝑒𝑠 × #𝑠𝑎𝑚𝑝𝑙𝑒𝑠_𝑗
❖Wj: the weight for class j 

❖#samples: the total number of samples in the dataset

❖#classes: the total number of unique classes in the dataset

❖#samples j: the total number of samples belonging to class j.

❖Confusion matrix and F1-score were used to evaluate
experimental results​
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Results
❖Customized CNN 

consistently achieves high F1-
Score and Accuracy.​

❖The proposed lightweight 
CNN-based intrusion detection 
system showcases superior 
performance across different 
packet window sizes in 5G 
networks.​
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Model F1-Score

N=10 N=100

Customized CNN 0. 99593 0. 99895

Resnet 0. 92266 0. 79025

MobileNet 78308 64268

EfficientNet 0.81165 0. 79159

Densnet 0. 88585 0. 76900

Inception 0. 99447 0.69674

Xception 0. 81352 0. 76556

Table 3. F1-score obtained with different architecture
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Results
❖Increasing N improves the 

generalization of the 
customized-CNN but leads to a 
substantial increase in 
prediction time.​

❖For the customized 
CNN architecture, the 
prediction time goes from ≈ 4s 
for N = 10 to ≈ 46s for N = 100​
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Figure 3. Prediction time of the tested architecture
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Findings
❖Our real-time packet-to-image transformation, utilizing 

a customized CNN, demonstrated superior performance.​

❖ The developed CNN consistently outperformed state-of-the-art 
computer vision techniques.​

❖While our CNN showcased unparalleled accuracy, a trade-off with 
scalability was observed. Larger N values led to increased prediction 
time.​
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Future Research
❖Edge computing scenario for intrusion detection benchmarking​

❖Comparing algorithms, platforms, and solutions with respect to 
several KPIs to select the most suitable one​
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KPIs

Solutions Setup Resource Efficiency Performance Scalability Energy Efficiency

Algorithms C-CNN x

MobileNet x x x

DenseNet x x x

Platforms CPU

GPU x x

FPGA x x x x

... … ... ... ... ...

Table 4. Benchmarking edge AI
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Conclusion
❖Our study highlighted the role of edge computing in 

optimizing intrusion detection, emphasizing the need for a judicious 
selection of platforms and algorithms to strike an effective balance 
between accuracy and energy efficiency.​

❖As 6G networks advance, the findings guide the path 
towards adaptive, energy-efficient edge solutions, ensuring robust 
security measures without compromising computational efficiency.​

❖Accurate benchmarking shall be performed to select the 
most suitable solution​
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Driving Next-Gen Edge AI Technologies Workshop 
Munich, Germany, 17 January 2024

https://www.hipeac.net/2024/munich/#/program/sessions/8129/

The Workshop on Driving Next-Gen Edge AI Technologies is part of the HiPEAC 2024 Conference held in Munich, Germany. 

The workshop is co-organised by large-scale Chips JU EdgeAI, ANDANTE, REBECCA, CLEVER, NEUROKIT2E and Horizon 
Europe dAIEDGE projects to exchange ideas for providing a set of reference comprehensive benchmarking solutions by 
bringing together a diverse community of experts, researchers, and industry leaders to collectively tackle the intricacies of 
benchmarking in edge AI.



Copyright © 2024 20

Workshop Objectives
o To address the latest developments in the implementation 

of edge AI technologies and present and discuss the 
advances in intelligent embedded devices across the edge 
AI computing continuum from micro- to deep- and meta-
edge. . 

o To advance the field of smart embedded devices by 
systematically evaluating and comparing technologies for 
edge AI.

o To identify the needs and current issues hampering the 
benchmarking of edge AI systems and develop 
methodologies and tools to enable fair and reliable 
verification, validation, testing and performance 
assessment across various use cases and domains.

o Th event plans to address these challenges head-on, 
bringing together a diverse community of experts, 
researchers, and industry leaders to collectively tackle the 
intricacies of benchmarking in edge AI.
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Projects Involved
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dAIEDGE is the European Network of Excellence for distributed, trustworthy, efficient, and scalable AI at the Edge and 
promotes the application, development, and deployment of Artificial Intelligence (AI) on edge computing platforms. 

NEUROKIT2E (Open source deep learning platform dedicated to Embedded hardware and Europe) proposes a Deep 
Learning Platform for Embedded Hardware around an established European value chain (AI HW/SW). The solutions 
developed support neural network design, optimisation, and implementation on constrained HW. 

NEUROKIT2E

ANDANTE leverages innovative HW solutions to build strong HW/SW platforms for artificial neural networks (ANN) and 
spiking neural networks (SNN) processors for future edge computing products, combining extreme power efficiency with 
robust neuromorphic computing capabilities and demonstrate them in key applications. www.andante-ai.eu 

EdgeAI (Edge AI Technologies for Optimised Performance Embedded Processing) develops new electronic components 
and systems, processing architectures, connectivity, software, algorithms, and middleware through the combination of 
microelectronics, edge AI, embedded systems, and edge computing. www.edge-ai-tech.eu 

REBECCA (Reconfigurable Heterogeneous Highly Parallel Processing Platform for safe and secure AI) aims to democratize 
the development of edge AI systems and create a complete hardware and software stack centered around a RISC-V CPU, 
which offer higher performance, energy efficiency, safety, and security than existing systems. www.rebecca-chip.eu  

CLEVER (Collaborative edge-cLoud continuum and Embedded AI for a Visionary industry of thE futuRe) proposes 
innovations in hardware accelerators, design stack, and middleware software that revolutionize the ability of edge 
computing platforms to operate federated, leveraging sparse resources that are coordinated to create a powerful 
swarm of resources. www.cleverproject.eu   

Chips Joint Undertaking supports research, development, innovation, and future manufacturing capacities in the 
European semiconductor ecosystem. Launched as part of the Chips for Europe Initiative, it confronts 
semiconductor shortages and strengthens Europe's digital autonomy, engaging a significant EU, 
national/regional and private industry funding of nearly €11 billion. www.chips-ju.europa.eu 

http://www.andante-ai.eu/
http://www.edge-ai-tech.eu/
http://www.rebecca-chip.eu/
http://www.cleverproject.eu/
http://www.chips-ju.europa.eu/
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