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Edge Al

“+The convergence of Internet
of Things: (loT), edge
computing and artificial
intelligence (Al) and the
deployment of Al algorithms
and “models on " devices
located at the edge of the
network, close to the data
source that rely and process
data locally on devices such
as |oT devices, gateways
smartphones, industrial
controllers, and autonomous
vehicles.

“*Localised processing allows
for faster decision-making,
improved  privacy, faster
inference  'and ~ reduced
dependence on_ constant
internet connectivity.

Edge Al significance s
embedded in the ability to
address the demand for low-
latency, privacy-preserving,
and cost-effective Al
applications by processing
data locally, enhancing
privacy and security,
reducing the time to derive
insights and take actions,
which is key for applications
autonomous real-time
systems.
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Edge Continuum
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Edge AI Holistic View

Al STACK

* HW platforms.
* CPUs, GPUs, TPUs
* ASICs, FPGAs

* Neuromorphic

HARDWARE

Edge Al

« SW platforms

+ Optimisation tools

+ SDK tools

. Software SOFTWARE C=
engineering

+ OSs

« Al Models
* Methods
* Algorithms

e Libraries

* Frameworks

- Data collection

« Features extraction
+ Data types

* Data sets

« Training data

« Validation data

+ Test data

* Inference data
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Requirements Engineering

A "system" is an integrated assembly of «\‘}2))
elements that collectively deliver the O\ cff
capability necessary to fulfil a specific need.

Elements encompass all hardware, software,
Al, data, equipment, facilities, personnel,
processes, and procedures required to achieve
the desired system-level outcomes.

Systems engineering
systematic,
interdisciplinary
approach to a system's
design, implementation,
technical management,
operation, and eventual

retirement.

-~ The outcomes include system-level qualities,

\Q‘ properties, characteristics, functions,
224V behaviours, and performance metrics.

The unique value of the system, beyond the sum of its

parts and components, is primarily derived from the

interrelationships and interactions among these parts,

emphasising the importance of their integration.

Requirement
Condition or capability that
must be met or possessed by
a system, system component,
product, or service to satisfy
an agreement, standard,
specification, or other
formally imposed

documents.
Copyright © 2024




Edge AI Functional and Non-Functional Requirements

Functional

Functional requirements (FRs)
outline what an edge Al system
should do. Functional requirements
are typically quantifiable.
Statements of services the system
should provide

System reaction to a particular
input

System behavior in a particular
situation

Functional
Vs
Non-Functional
Requirements

Non-Functional

Non-Functional Requirements
(NFRs) define how well the edge Al
system performs, how secure it is,
how scalable it can become etc.

An  NFR in edge Al system
engineering is a requirement that
describes how the edge Al (HW, SW,
Al, data) will do it. NFRs are often
open to interpretation and
subjective  and usually  are
qualitative evaluated. The edge Al
NFRs reflect the quality properties.
Timing constraints

Constraints on the development
process, and by standards
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Edge AI Functional and Non-Functional Requirements

“*No specific standard for Edge Al requirements (functional and non-
functional)

+1SO and IEEE standards (IEEE 29148:2018, IEEE 2874, and ISO/IEC
25010:2011) used as basis for FR

+|SO/IEC 25010:2023 and ISO/IEC 25012:2008 used as basis for NFR

FUNCTIONAL TIME BEHAVIOUR CO-EXISTENCE AFPROPRIATEMNESS | FAULTLESSNESS CONFIDENTIALITY MODULARITY ADAPTABILITY OPERATIONAL

COMPLETEMNESS RECOGNIZABILITY CONSTRAINT
RESOURCE INTEROPERABILITY AVAILABILITY INTEGRITY REUSAEILITY SCALABILITY
FUNCTIONAL UTILIZATION LEARNABILITY RISK
CORRECTNESS FAULT TOLERANCE | NON-REPUDIATION | ANALYSABILITY INSTALLABILITY IDENTIFICATION
CAPACITY OPERABILITY
FUNCTIONAL RECOVERABILITY ACCOUNTABILITY MODIFIABILITY REPLACEABILITY FAIL SAFE
APPROPRIATENESS USER ERROR
PROTECTION AUTHENTICITY TESTABILITY HAZARD WARNING
USER ENGAGEMENT RESISTANCE SAFE INTEGRATION

is025000.com

INCLUSIVITY

USER ASSISTANCE

SELF-
DESCRIPTIVENESS
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Edge AI Functional and Non-Functional Requirements

NFR aspect NFR description

Characteristics: Maintainability

Name . L. .
Sub-Characteristics: Modularity

Definition Management Framework capable of serving Al models and updating them as needed,
as well as scaling up types of supported sensory input.

I To develop an efficient, scalable, and maintainable Edge Al framework adaptable to

Description ,
various forms of sensory feedback.

What is measured: Downtime required for maintenance and updates.

KPI Time required for maintenance and updates.

Methods of collection/
measurement and|Measurement of time during live deployment.
verification/ validation

Maximum downtime [min] required for maintenance and updates (e.g., under 30
minutes of downtime).
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Edge AI Functional and Non-Functional Requirements

FR aspect FR description
Name Improved perception
Definition Perception is the ability of a robot to perceive and understand its environment
Description Increase in perception quality in deployment area measured with relevant metric

What is measured:

Quality of human action classification

KPI Mean average-precision (MAP)
Methods of collection/ Academic benchmark data.
measurement and

verification/ validation

Standard generalization tests on out-of-distribution data.

Target Value

Increase in precision compared to state-of-the-art on edge devices. (e.g., +25 increase
in mloU (mean intersection over union) with respect to state-of-the-art on edge

devices).
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Generative Al Ecology
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Generative Al supports users to generate new

"
. o

e R |

e e s,

) E‘ & content based on various inputs fast. Inputs and
',E kg outputs to the models include images,
*}‘F\\ %R animation, 3D models, text, sounds, animation,
JeEEL O 3D models, or other data.

/RS Neural networks are used by the models to

identify the structures and patterns in data to
generate new and original content as generative
Al models are able to leverage different learning
approaches and models (e.g., diffusion models
or denoising diffusion probabilistic models
(DDPMs), variational autoencoders (VAES),
generative  adversarial networks  (GANS),
transformers).
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Generative Al Ecology

Edge Al integrated generative Al - Edge Al models
are integrated into most edge devices and the
evolution is addressing scalability, performance
energy efficiency. Generative Al models are seeing
significant advancements and limitations to be
integrated in edge devices. Significant advances in
the integration in deep-edge devices (e.g.
smartphones)

Generative Al for Edge Al - used for suporting the
edge Al system development life-cycle.

o O o
o O o
o O o
o O o
o O o
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State-of-Play Edge Al Integrated Generative Al

Challenges

Runing performant LLM models require
around the equivalent computing power
of 100 smartphones to be run in
background without disturbing the

smartphone usage. High performance
models, with better capabilities it could
require up to around 1000
smartphones.

Data availability present challenges for Al on edge devices
as edge devices operate with limited or intermittent
connectivity, which can reduce the ability to access and
process large datasets. FL, which allows models to be
trained across multiple devices without sharing raw data,
can help address these issues by enabling edge devices to
collaborate and learn from each other while maintaining
data privacy and security

Hardware

Edge devices, micro-edge (simple loT
nodes), deep-edge  (smartphones,
gateways, PLCs) are constrained by their
Size, power consumption and battery
autonomy, and heat dissipation

capabilities. Designing efficient,
powerful Al hardware for edge devices
requires significant innovation and
optimisation.  Differences  between
hardware devices and platforms is a
challenge toward adoption.

subs antlal computat|onal resources. To run these models,
they must be optimised for lower power consumption and
computational load. Model quantization, pruning, and the
development of lightweight Al models are used. Models must
be compressed from billions to millions of parameters while
maintaining acceptable levels of accuracy and performance. To
reach  acceptable  computing power  requirements,
architectures must drastically improve.
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Edge AI Systems Development Life-cycle
Al System W-Model

Feature Definition Operational case

Al System Requirements extraction Al system validation through scenario simulation, virtual validation, testing
Functional and Non-functional § Al System Validation

Requirements

Function

Al System

Al System

ML and DL Requirements Verification
Verification

Architecture Al System Requirements

HW/SW/AIl/Data Dedicated to Al ML/DL

Component Management

\

4

—
. Al System
Functional architecture modelling Al System Design < et s [T Inte yration System integration test
Specifications l Data Management Verification g

Testing
Learning Process
Verification
Refine and allocate to physical architecture Al System HW/SW 4 7 Al System HW/SW MiL/SiL/HiL Verification
Reqmrements ML earning Process Inf\(lare'rfi.cel\.llodel ‘ Verification
System Management Ierl ication A
ntegration

<

— 7
) ) L el el HW/SW ) ) )
HW/SW design and generation HW/SW Design I;Ir:,ilr?ineg Integration Unit, model, subsystem integration test

Testing

HW/SW
Implementation Prototyping, coding, engineering model

Sensors/actuators SW/HW components
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Generative Al for Edge Al

Integration into the edge Al systems development life-
cycle as generative Al goes beyond defining FRs, NFRs
and can facilitate efficient non-functional testing and
anomaly detection by creating a continuous feedback
loop that ensures edge Al systems consistently meet
the objectives.

Generative Al-driven tools can monitor edge Al system
performance metrics in real-time, flagging potential
issues before they develop into major issues to
increases system reliability, reduces costs associated
with defect detection and resolution.

Generative Al accelerates the shift toward intelligent
automation where it defines and test NFRs and
optimizes the entire edge Al systems development life-
cycle.

Ambiguity is converted to accuracy, and speculation is
replaced by knowledge-driven decision-making.
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Generative Al for Edge AI - Requirements and Design

« Creation of knowledge-driven NFRs: Generative Al analyses
historical data, industry standards, and best practice for the
purpose and enables the generation of clear, actionable edge Al
NFRs, reducing confusion and aligning requirements with industry
benchmarks.

« Utilization of domain and institutional knowledge: Leverage
generative Al to analyse and refine edge Al NFRs using the existing

knowledge base accumulated from the experience of working with

applications across various technologies and domains.

Validation: Generative Al is synthesizing inputs from multiple
stakeholders and trade-offs conflicting priorities and provides a
cohesive, comprehensive set of NFRs.

Enhanced precision: Generative Al refinements can eliminate
unprecisions, ensuring that NFRs are specificc, measurable,

achievable, robust, and traceable.

Accelerated process: Generative Al can provide NFR definitions
significantly faster than traditional methods.

Reduced risk: Correct defined NFRs can prevent performance or
security issues, improving overall edge Al system performance.
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Generative Al for Edge AI - VV&T

« Generative Al has the capability to create test cases NLP
understanding by interpreting requirements documents, user
cases, and specifications written in natural language. The ability
allows to grasp the nuances of functionality expectations.

« Generative Al considers the context of the software system, provide

context-aware generation, and can infer potential user behaviours,

system states, and edge cases that might not be explicitly stated in
the requirements.

The models are trained on large amounts of data, including code
repositories and testing documentation allowing them to recognize
common testing patterns and apply them to new scenarios.
Combinatorial thinking is enhanced by combining various inputs,
conditions, and scenarios to generate a wide array of test cases,

often identifying combinations that human testers might overlook.
Generative Al can adapt the complexity of generated test cases
based on the edge Al system under test, creating simple cases for
straightforward functions and more intricate scenarios for complex
features.
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Discussion

Generative Ai can be integrated in the whole edge Al
systems development life-cycle.
Advances are seen in defining and monitoring NFRs and
efficient non-functional testing and anomaly detection.
Generative Al-driven tools can monitor edge Al system
performance metrics in real-time,
Generative Al is redefining test case generation, offering
speed, diversity, and comprehensiveness.
Generative Al is accelerating the augmenting of human
creativity and domain expertise.
Generative use cases:
« Recommend requirements and test cases.
« Give suggestions to summarize and elaborate.
« Eliminate human errors with automated quality
checks.
« Convert requirements to use cases, user stories,
and scenarios.
« Paraphrase, reframe, and translate requirements.
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EAI

https://www.hipeac.net/2025/barcelona/#/program/sessions/8190/

The Workshop on Charting the Future of Edge is part of the HIPEAC 2025 Conference held in Barcelona, Spain.

The workshop is co-organised by large-scale Chips JU EdgeAl and Horizon Europe dAEPGE projects to exchange ideas for
providing a set of reference comprehensive benchmarking solutions by bringing together a diverse community of experts,
researchers, and industry leaders to collectively address the future edge Al technologies and applications.
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Workshop Topics

% Edge Al trends and technological advancements.

% Edge Al evolution from perceptive, enhancive to
generative.

% Fundamental aspects of system engineering applied to
edge Al technologies.

% Synergies between edge Al and generative Al.
% Challenges for edge Al technology developments.

% Demystify edge Al functional (FRs) and non-functional
(NFRs) requirements.

% Edge Al FRs and NFRs examples, types, and best
practices.

% Performance, key performance indicators (KPIs) and
measures.

% Future Edge Al technologies and applications trends.
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