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This document provides an overview of the Non-Functional Requirements (NFR) and
Functional Requirements (FR) within the Value Chain 1 (VC1) Digital Industry. Based on the
objectives defined in work package 1, six demonstrators (VCD) are described in task T1.2/
deliverable D1.02: VCD1.1 Smart Semiconductor Manufacturing Assistant (SSMA), VCD1.2
Virtual Metrology, VCD1.3 Depth Computation at the Edge, VCD1.4 Distributed sensing -
Large-scale Object Recognition, VCD1.5 Al-based Quality Control for Woodwork
Production Process, VCD1.6 Al-based Defect Detection in SoM Assembly Process.

The main objective of the deliverable D1.2 is to establish the specification, the functional
and non-functional requirements as well as the key performance indicators (KPI) and
measures in order to monitor the demonstrators over the project cycle. The
measurements are linked to KPI related to software, hardware, algorithms, methods, data
quality characteristics suggested by different ISO standards.

The deliverable D1.02 is organised in the following way. Firstly, the document introduces
the scope. Secondly, the document provides an overview of the value chain Digital
Industry, the respective objectives as well as the structure of the VC1. Thirdly, the overall
description of the 6 demonstrators and the non-functional requirements are presented
and discussed together with related KPIs and measures providing information on HW
accelerators, modules, and platforms, EdgeAl methods and techniques. Furthermore,
detailed information related to training and inference implementation, verification, and
validation in respect to the FR and NFR are provided.

The conclusion provides an overview of the functional requirements used in the different
demonstrators and discuss the commonalities and specificities across the demonstrators.

2 Non-publishable summary

N.A. This document has dissemination level “Public.”

3 Introduction and Scope

3.1 Purpose and target group

This deliverable D1.02 covers the definition and description for six EdgeAl demonstrators
that are being developed as part of the EdgeAl Value Chain 1 (VC1) Digital Industry. The
deliverable work is part of the work in work page WP1, task T1.2 “Report on digital industry
requirements and specification for edge Al" activities which provides an overview of Al
based solutions within VC1. It includes the implementation of the proposed requirements
This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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terminology, and relevant standards.

3.2 Contributions of partners

Table 3.1 briefly explains which partner were involved and their activities in their various

chapters.
Table 3.1: Partner contribution

Chapter | Partner Contribution

All I[FAT IFAT is the lead of VC1 Digital Industry and leads the demonstrator

Chapters VCD1.1. Smart Semiconductor Manufacturing Assistant (SSMA). In T1.2/
D1.2 IFAT developed the demonstrator description on SSMA. Together
with the partners SoftwareCUBE and TU Wien the functional and non-
functional requirements as well as the KPI's with respective measures
for validation were developed and provided.

3.2, 4.4., | SCUBE SCUBE is a partner that contributes to the development of SSMA. In

6.2, 6.3, T1.2/ D1.2, together with the partners IFAT and TU Wien participated in

6.4, 6.5 developing the demonstrator description, functional and non-
functional requirements.
SCUBE contributed to all chapters of 4.4 SSMA

3.2, 4.4, | TU Wien TU Wien is the partner that contributes to the development of SSMA. In

6.2, 6.3, T1.2/ D1.2, together with the partners IFAT and SCUBE, TU Wien

6.4,6.5 participated in developing the demonstrator description, functional
and non-functional requirements, KPIs, verification and validation
methods on SSMA.

3.2, 45., | AMS-AT AMS-AT is leading the virtual Chain Demonstrator D1.2. Together with

6.2, 6.3, our partners we provide functional and non-functional requirements

6.4, 6.5 for VCD 1.2, as well as additional information on datasets, Al algorithms
and implementation.

3.2, 4.5., | AMS-CH AmsOSRAM Switzerland is the lead of VCD 1.3. Sensor computation at

6.2, 6.3, the edge. In the scope of this demonstrator, AmsOSRAM provides the

6.4, 6.5 sensor, the data, and describes the targeted application, and will work
closely with the partner SynSense to port and improve the ML algorithm
close to the edge.

3.2, 45, | SYNS SynSense is a partner, contributing to the development of VCD 1.3,

6.2, 6.3, sensor computation at the edge. Within the scope of this demonstrator,

6.4,6.5 SynSense will provide the SNN inference hardware, and advise and
support AMS-CH on implementation of the use case to required
accuracy

3.2, 4.7., | COGNI COGNI is the lead of VCD1.4 and contributed towards T1.2/D1.2 by

6.2, 6.3, designing demonstrator functional and non-functional requirements

6.4, 6.5 with corresponding KPIs, as well as demonstration scenarios
showcasing the planned technologies.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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3.2, 4.7, | INTRA As part of VCD1.4 and T1.2/D1.2, INTRA has planned the development

6.2, 6.3, of a data fusion mechanism for inference data exchange.

6.4,6.5

3.2, 47, | GNT GNT collaborated with the VCD1.4 partners in defining the solution

6.2, 6.3, design and associated FRs and NFRs, with a particular focus on cyber-

6.4, 6.5 security aspects. The contributions of GNT have been documented in
sections 2.4 and 4.

3.2, 4.8., | SCM SCM defined the requirements for the demonstrator; SCM collaborated

6.2, 6.3, with the D1.5 partners, in order to define an Edge Al-based hardware

6.4, 6.5 and software solution.

3.2, 4.8., | UNICA UNICA has cooperated with the other partners involved in the VCD 1.5

49, 6.2, and VCD 1.6 to perform a detailed analysis of the problem, identify

6.3, 6.4, possible solutions at the state of the art and proposing possible

6.5 improvements deriving by the adoption of at-the-edge Al on the use-
cases at hand. Such input has been used to define requirements, KPIs
and validation methodology.

3.2, 4.9, | HTS HTS is the leads of the Demonstrator VCD 1.6 Al-based Defect Detection

6.2, 6.3, in SoM Assembly Process. In T1.6/ D1.2 HTS developed the

6.4, 6.5 demonstrator description of: Al-based Defect Detection in SoM
Assembly Process. Together with the partners DEEPS, STM, UNBO,
UNICA, UMIL, XTE, have been developed the functional and non-
functional requirements as well as the KPI's with respective measures
for validation were developed and provided.

3.3 Relation to other activities in the project

Deliverable D1.2 is based on the work done in task T1.2. and addresses an analysis of
requirements and specification for EdgeAl in the domain of the digital industry (VC1)
based on the common factors elaborated in task T1.1. An analysis of typical edge Al

applications is conducted before requirements and specifications (KPIs and measures) for

the demonstrators are defined on application level. Finally, the implications of these

requirements on the required technical developments are presented. The requirements
and specifications defined in D1.2 are the basis for further developments of all VC1
demonstrators and continue with Architecture and System Design in WP2, Al-Based

Circuits and Modules Design in WP3 and Framework Development in WP4. The

Verification and Integration of the developed demonstrators will be performed in WP5
and finally validated and tested in WP6.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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4.1 Value chain overview

The digital industry sector is covered by value chain VC1 in the project. Digitised control
systems with advanced sensing, automated defect classification, virtual metrology and
the implementation of a Digital Tacit Knowledge platform are the clear vision of VC1 for
semi- autonomous Al supported production environment for a sustainable and resilient
European Digital Industry.

4.2 Value chain objectives
The VC1 objectives are to:

e Implementation of Al-based sensor/image data monitoring, processing, analysing,
and controlling capabilities into industrial production, deployed as distributed Al
on the edge-computing continuum.

e Development and assessment of optimised HW/ SW solution for efficient
execution of Al algorithms at the edge, complying with emerging algorithm
patterns and computer architecture styles.

e Development and assessment of decentralised or distributed edge intelligent.

e Advancement/improvement of the autonomous feature engineering process for
energy data forecasting.

e Monitoring systems for production quality control in real- time, enabling
continuous refinement and transfer learning.

e Development and assessment of target- and application-aware optimisation
methodologies for Al algorithms, considering the whole design flow, from the
early-stage Neural Architecture Search to the eventual deployment phase.

e Implementation of a human-centric Al-based analysis system, considering human-
Al interaction at all stages of the design flow, by means of continuous assessment
of the usability of the Al instrument.

The VC1 is focused on research topics delivering demonstrators in the field of digital
industry and six demonstrators are aligned with VC1 and its objectives.
4.3 Value chain structure and demonstrators

The VC1 structure and the list of demonstrators are presented in Table 4.1.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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VC1 Digital Industry

Al and edge processing technologies

Al Technologies: Al-based modules, algorithms, middleware, federated learning, emergent Al
technologies

Al Frameworks and Libraries: TensorFlow Lite, TensorFlow Lite Micro, PyTorch, Keras, Prophet
Toolchains: NanoEdge Al Studio, Edge Impulse Studio, AutoML, Cube.Al

Edge Processing: Micro (Smart Meter, lloT devices), Deep (Energy Gateway), Meta (On-premises
Server - Energy Management System)

HWY/SW Platforms: STM 32, NXP, Neuromorphic Modules
Data: Time series energy and different parameter sensors data.

Smart Semiconductor Manufacturing

1 Assistant (SSMA)

IFAT, SCUBE, TUWIEN

1.2 |Virtual Metrology AMS-AT, SCUBE
1.3 |Depth Computation at the Edge AMS-CH, SYNS
14 Distributed sensing - Large-scale COGNI, INTRA, GNT

Object Recognition
Al-based Quality Control for| SCM, DEEPS, STM, UNIBO,

15 Woodwork Production Process UNICA, UMIL, XTE
16 Al-based Defect Detection in SoM| HTS, DEEPS, STM, UNIBO,
"~ |Assembly Process UNICA, UMIL, XTE

4.4 Smart Semiconductor Manufacturing Assistant (SSMA) (VCD1.1)

The ever-increasing complexity of semiconductor production is reflected in many high-
end products with highly complex production processes. The production of these
products requires several hundred individual process steps as well as a holistic knowledge
of various technical experts. The high yield requirements constitute an extended demand
for advancements in manufacturing control systems and Quality Management (QM)
processes that allow for more expeditious reaction to deviations and more
comprehensive prediction of possible risks.

4.41 Demonstrator description

The demonstrator VCD1.1 aims to develop a Smart Semiconductor Manufacturing
Assistant) SSMA to enable rapid identification, prediction, and ranking potential
semiconductor manufacturing process risk for the wafer production line. This advanced
digital tool will enable instant qualitative and quantitative analysis of abnormalities
occurred in production chain and their root causes. The analysis will be applied at
observed manufacturing parameters’ deviation.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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In order to control and guarantee high product quality, a wide range of different
production data such as measurements of layer thicknesses, distances, electrical
parameters and process as well as equipment-specific parameters are recorded and
archived in a complex and distributed data and information landscape which include
various sources such as APC, SPC; human expert knowledge is available in numerous
documents such as failure mode and effects analyses (FMEA), 8D reports, technical
diagrams like flow chart in internal presentations/ documentations and failure analyses
(FA). Another important source of data is the Design of Experiments (DoE) with numerous
diagrams.

Report/
DoE
-\ Extraction

Production /
Equipment
Data

HOLISTIC LOT CHECK

equipment status
*  equipment logfiles

custome *  Statistical process ¢ advanced process
[ control (SPC) control parameter
*  internal deviation *  Process control *  equipment controis
documentation monitor (PCM) e olc

*  Final electrical testing
. metrology/ inspection
. eflc

Figure 4.1: System level architecture of demonstrator VCD1.1 SSMA including
holistic lot check.

The SSMA, see Figure 4.1, it will support domain experts in their analysis by prioritising
possible deviation root cases. It will be based on:

e Digitalised and Al enhanced human expert knowledge extracted from FMEA
documents that is now available in FMEA Assistant system as part of METIS
(knowledge representation). This assistant was developed in the EU funded project
Al4DI. [1]

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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e Production data acquired by metrology integrated in the production line including
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historical data and equipment data generated during operation and idle time.

e Digitize internal presentation and documents with textual and graphical
information such as 8D reports.

e Integrating novel state of the art methods for causal discovery and causal
inference in the data analytics phase of both types of data (FMEA documents and
the production/ equipment data)

e Develop new decision support system to further enable domain experts to
mitigate the risks and minimize the costs.

The demonstrator consists out of 3 Use Cases:

e Use Case 1 - Holistic lot check.
o software framework to support domain experts in making informed decisions
quickly while ensuring consistent levels of data detail in the collection phase.
o in case of deviations at any position on production chain searching for
explanations/ data to explain the deviation and explain the effect on the
production material.
e Use Case 2 - Root Cause Analysis.
o using data from holistic lot check (UseCase1) = all reported deviation from a
production batch.
o separate relevant/ non relevant deviation based on knowledge representation
(including DoE data/ knowledge, diverse report files).
o mapping for data extraction of different processes based on context
information (lot number, product, list of deviation, which kind of deviation
(e.g., electrical parameter/ failure description) provided by METIS.
e Use Case 3 - Risk Assessment.
o finding the effect of a deviation to be expected such as functional failures
caused by an event in production chain (process flow) in at least one unit
process step.

4.4.2 Demonstrator objectives and KPIs

The overall EdgeAl project objectives addressed in VCD1.1 are presented in the following
table:

Table 4.2: VCD1.1 Objectives and KPIs

Demonstrator Objectives KPI Target Value

Create digital tacit knowledge out|Availability of digital
of implicit and explicit expert|tacit knowledge
knowledge. {O1} demonstrator.

75% accuracy and trustworthiness in
one work centre.
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Combine document knowledge
(METIS) with real-time equipment
data. {06}

One connected work
centre (equipment data
and document
knowledge).

>80% connected data.

Extract qualitative causal links out
of Design of Experiment (DokE)
graphs. {02}

Availability of a diagram
algorithm  for  DoE
graphs.

>75% accuracy and trustworthiness
in one work centre.

4.4.3 Demonstrator system level architecture and edge Al design workflow

The initial concept of the demonstrator is illustrated in Figure 4.2.

Holistic lit check (HLC)
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Figure 4.2: Initial concept - System level architecture of demonstrator VCD1.1

SSMA

After further evaluation, the system architecture can be categorized into the 3 sub-
systems Applications, API Gateway and data sources as shown in Figure 4.3:
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Figure 4.3: Concept after evaluation- System level architecture of demonstrator
VCD1.1 SSMA

4.4.4 Edge Al Hardware accelerators, modules, and platforms

As of right now no new platforms are required during the development of the
demonstrator VCD1.1 SSMA. Infineon uses already existing Hardware/ Software platforms
and server farms. All platforms are hosted by Infineon IT department.

4.4.5 Software building blocks, modules, and edge Al-based algorithms

The development of the Al middleware for necessitates a robust and modular software
architecture. This architecture is composed of several key building blocks and modules,
each designed to fulfil specific roles within the system.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
15



& KDT JU

These components work in tandem to support the deployment, management, training,
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and inference of edge Al models, including deep-edge, micro-edge, and meta-edge
models.

Core Building Blocks

e Data Management Module:
o Responsible for handling data ingestion, preprocessing, and storage.
o Interfaces with the defined data sources
o Integrates with the ETL processes to ensure data is correctly formatted for
model training and inference.
e Model Management Module:
o Manages the lifecycle of Al models, including versioning, deployment, and
monitoring (as example DVC https://dvc.org).
o Supports a variety of frameworks like TensorFlow and PyTorch, Keras
e Inference Engine:
o Optimized for running Al models at the edge.
o Capable of handling real-time data streams for applications like anomaly
detection and risk assessment.
o Ensures low latency and high throughput, particularly important for edge
computing environments.
e Security and Compliance Layer:
o Ensures data privacy and security, especially when handling sensitive
production data.
o Implements standards and practices in line with the company’s policies and
regulatory requirements.
o API Gateway:
o Serves as the interface for external communications.
o Facilitates the integration of the middleware with other enterprise systems
and services.
e User endpoint:
o Serves as the interface for to the end user for interacting with the other
modules.
o Uses functionality of the API Gateway to show interpretable model prediction
output.
o Provides detail information on model, running.

Edge Al-Based Algorithms

The focus on edge Al-based algorithms includes:

e Anomaly Detection Algorithms:

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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o Designed to identify unusual patterns or outliers in data streams from
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manufacturing equipment.
o Utilizes machine learning techniques to adapt to changing data patterns over
time.
e C(lassification and Recognition Algorithms:
o Used for identifying and categorizing data inputs, which is crucial for tasks like
quality control and process optimization.
o Employs advanced machine learning models to maintain high accuracy.
e Prediction and Forecasting Models:
o Aimed at predicting future trends and potential issues in the manufacturing
process.
o Supports risk assessment by providing foresight into possible production
anomalies.

Integration with Edge Devices

The middleware is designed to integrate seamlessly with edge devices, with two primary
approaches:

e Deep-Edge Al Models:

o Involves deploying compact, efficient Al models directly onto the
manufacturing tools or edge devices and addresses the challenge of limited
hardware resources and the need for data security.

e Meta-Edge Computing:

o Involves deploying Al models on nearby servers that are closely connected to
the edge devices as well as offers a balance between computational power and
proximity to data sources.

As a part of this project an existing system will be enhanced with new functionality which
will be used in the middleware as data source.

Extracting Information from 8D Reports

e Process Overview: Each slide containing an 8D report is converted into an image,
say through a snapshot. This image is then fed into an Al system for analysis.

e Figures Reference: Figure 4.4 demonstrates an example of an 8D report, and Figure
4.5 outlines the workflow of the Al tool used for analysis.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Figure 4.5: Workflow pipeline

Al Analysis Pipeline

e Initial Stages: The Al system first processes the image using several modules:

o Object Detection Module: Identifies semantic units in the image, such as boxes
containing text, representing key concepts in the report.

o OCR (Optical Character Recognition) Module: Detects and reads the text within
each semantic unit.

o Line & Arrow Detection Module: Recognizes graphical connections, like lines
or arrows, linking different semantic units, crucial for understanding causal
relationships.

e Advanced Computer Vision Techniques: These modules address classic computer
vision challenges, employing techniques ranging from basic image processing to
convolutional neural networks (CNN) and Vision Transformers.
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Synthesizing Analysis
e Semantic Interpretation Module:
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o Analyses the relationships among detected elements.
o Outputs a machine-readable data structure that explains the causal relations
in the image.
o Employs two approaches:
= Symbolic Al Approach: Sets rules to analyse element relationships.
» Graph Neural Network (GNN) Approach: Represents causal links as
directed graphs for analysis.

Considering of GPT Technology integration

e Vision Transformer Training: Initially trains a vision transformer, focusing on
learning the semantics in the input images.
e GPT Decoder:
o Receives outputs from the vision transformer.
o Responsible for producing the analyzed results in a machine-readable format.
e Quality Enhancement with RLHF:
o Utilizes Reinforcement Learning from Human Feedback (RLHF) technique.
Involves a critic neural network to score outputs and an actor neural network
to produce high-quality language outputs.

4.4.6 Edge Al framework, methods, and techniques

Following the planned frameworks and tools to be used in the demonstrator VCD1.1. are
as following:

¢ Information extraction and refinement: Python, Tensorflow, GPUs for training
acceleration using Cuda, Machine learning library, OpenShift (IFX intern platform)

¢ Information extraction from Production/ Equipment data is under elaboration.

e Training and inference: Pytorch (main), timm (for image models), huggingface (for
transformer)

4.4.7 Edge Al training implementation and datasets

The training of Edge Al models for the VCD1.1 demonstrator SSMA encompasses a series
of strategic steps and considerations, tailored to accommodate the unique constraints
and requirements of edge computing.

e Training Environment:
o A hybrid training environment that combines both cloud and edge resources
is employed. This approach leverages the computational power of the cloud
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for heavy-duty training tasks and fine-tunes models on edge devices with local
data.
e Data Streamlining and Preprocessing:

o Data used for training is pre- processed to ensure compatibility with the
constraints of edge devices. Techniques such as dimensionality reduction and
feature selection are utilized to optimize data for edge processing.

e Model Selection and Design:
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o Emphasis is placed on selecting and designing models that are inherently
efficient and suitable for edge deployment. This includes exploring models
with smaller architectures that are less resource intensive.

e Incremental and Online Learning:

o Giventhe dynamic nature of edge environments, models are designed to learn
incrementally, adapting to new data in real-time. Online learning techniques
are used to continuously update models without the need for retraining from
scratch.

Datasets for Edge Al Training

e Synthetic Data Generation:

o To overcome the limitations of real-world data availability, synthetic data
generation techniques are employed. This approach helps in creating diverse
training scenarios that might not be captured through actual data.

e Anonymized Production Data:

o Data from production environments is anonymized and used for training,
ensuring compliance with privacy standards. This data provides real-world
context, enhancing the model's practical applicability.

o Data Augmentation:

o Data augmentation techniques are employed to increase the diversity of the
training dataset. This is particularly useful for improving model robustness and
reducing the risk of overfitting.

Training Techniques and Optimization

e Distributed Training:

o Distributed training strategies are adopted to expedite the training process,
distributing workloads across multiple nodes. This method is efficient in
handling large-scale datasets and complex model architectures.

e Hyperparameter Optimization:

o Automated hyperparameter optimization tools are used to find the most
effective model configurations. This process is crucial for achieving optimal
performance from the models.

e Model Compression and Optimization:
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o Post-training, models undergo compression and optimization to fit the
resource constraints of edge devices. Techniques such as pruning,
quantization, and knowledge distillation are key to this process.

4.4.8 Edge Al inference implementation

The Al inference refers to the process of running pre-trained Al models directly on edge
devices to make real-time decisions or predictions based on incoming data. This approach
is crucial for scenarios requiring immediate processing, such as in manufacturing, where
latency can significantly impact operations. It will be implemented as part of the SSMA
system.

4.4.9 Non-functional requirements

In the Table 4.3, Table 4.4 and Table 4.5 the non- functional requirements, KPI's and
measures of the SSMA are documented.

Table 4.3: NFRs, KPIs and Measures for VCD1.1 - Co-existence

NFR-1 Co-existence
ID EdgeAl_VC1_D1_NFR-1
Characteristic: Compatibility
Name Sub- characteristics: Co-existence of SSMA and existing equipment

methods (ISO/IEC 25100)

Co- existence of developed methods with other existing methods
consume the same HW and data source — degree to which a product
Definition can perform its required functions efficiently while sharing a common
environment and resources with other products, without detrimental
impact on any other product.

Co- existence of developed methods with other existing methods
consume the same HW and data source.

— understanding of computational resources
— finding out limitations and opportunities

Description

RAM on the computational resource, connection latency on other

What i : -
atis measured existing methods, usage of CPU

KPI Utilization of resources

Method of collection and|Tracking of existing computational resources
measurement Via existing dashboard

Avg. utilization increase less than 50% of the available resources
Target Value depending on inference or training. Identifying the possible use cases
and models that can be run on the edge

L Verification: deployment on test environment
Verification and

validation method Validation: Comparison of resources w/o running and w/ running

inference/ training
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Table 4.4: NFRs, KPIs and Measures for VCD1.1 - Interoperability

NFR-2 Interoperability

ID EdgeAl_VC1_D1_NFR-2
Characteristic: Compatibility

Name Sub- characteristics: Interoperability of the SSMA - method(s) (ISO/IEC
25100)

Definition What are the constrains where all systems competing for, internally and
externally
Degree to which two or more decision making systems, products or

Description components can exchange information/knowledge and use the

information/knowledge that has been exchanged

What is measured:

Number of downstream systems that leverage the results of these
models.

e Response time for inference on downstream system
e Generalization of the model results

flexibility of the deployment environment
frameworks - keras, tensa flow, etc.)

(example different

KPI

Response time
number of use cases which the model results can be used for

number of different deployment environment which the model can be
host in

Method of collection and
measurement

Develop testing framework to measure inference response time on
downstream tasks and test different deployment env. that mimics the
actual production line.

Count use cases per model

Target Value

Response time

Verification and

validation method

Verification: deployment on test environment

Table 4.5: NFRs, KPIs and Measures for VCD1.1 - Functional appropriateness

NFR-3 Functional appropriateness

ID EdgeAl_VC1_D1_NFR-3
Characteristic: Functional Suitability

Name Sub- characteristics: Functional appropriateness of the SSMA (ISO/IEC
25100)

N Degree to which the functions facilitate the accomplishment of specified

Definition o
tasks and objectives

Description System should support the Problem-solving activities in SemiCond

What is measured:

Problem solving Time, Resources

KPI

Problem solving Time.

Resources of Human experts

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Method of collection and
measurement

textual and visual data:
define Design of experiment in line and assess manually by expert.
assessment of textual and visual data by SSMA

compare both approaches in regards of used time for analysis and
calculate needed consumed time a manpower for root cause finding

Target Value

consumed resources: 25% Improvement in Problem solving Time.

reduction of time to solution: 25% Improvement of Resources of
Human experts

quality of results

Verification and
validation method

analysis of both approaches in regards of used time for analysis and

calculate needed consumed time a manpower for root cause finding

4.4.10 Functional requirements

In the Table 4.6, Table 4.7 and Table 4.8 the functional requirements, KPI's and measures
of the SSMA are documented.

Table 4.6: FRs, KPIs and Measures for VCD1.1 - SSMA Knowledge Center

FR-1

SSMA Knowledge Center

EdgeAl_VC1_D1_FR-1

Name

SSMA Knowledge Center > Relation to objective: Create digital tacit
knowledge out of implicit and explicit expert knowledge.

Definition

A web-based application collecting and displaying knowledge and data
from defined sources.

It is mainly the user interface. This application shall run on meta- edge.

Description

Based on Lot ID number and Failure Mode the related knowledge
(METIS) and equipment data, APC and SPC data will be displayed. This
also includes equipment data as processed equipment data (log files
from EAF (equipment automation framework), EDC (equipment data
collection)).

What is measured:

response time, collection data

KPI

KPI 1 Availability of digital tacit knowledge demonstrator

The minimum requirement is a list of parameters, list of potential root
causes of deviation description retrieved by METIS for specific lot. This
will be retrieved by holistic lot check, web lot tracer)

KPI 2 Response time

This is the justification to shift operations closer to the edge by
combining meta-edge (i.e., cloud) and deep edge

Method of collection and
measurement

KPI 1 acceptance: user feedback
— layout of display, wrong data displayed.

Accuracy and trustworthiness in one work center, the SSMA Knowledge
Center.

— right data is displayed.
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KPI 2 Measure response time

This is the justification to shift operations closer to the edge by
combining meta-edge (i.e., cloud) and deep edge. This is related to Use
Case 1 Holistic lot check and Use Case 2 Root cause Finding. Both are
described in D1.2 Chapter 4.4 Smart Semiconductor Manufacturing
Assistant (SSMA) (VCD1.1)

— too much data: calculation by EdgeAl

— anomalized data done on the edge:

Target Value

75% of defined test cases for both KPI's

Verification
validation method

and

KPI 1 Availability of digital tacit knowledge demonstrator.
Verification: Get data from defined data sources

Test Case: The test case describes the comparison of the result of
manual analysis of historical data (golden sample) from deviation (>10
deviating lots) done by a human evaluator and the automated output
of the SSMA.

KPI 2 response time
Compare actual and future response time.

— compare time latency of full data transmission and doing calculation
on machine (key values)

— comparable results of computation on meta and deep edge without

losing accuracy

Table 4.7: FRs, KPIs and Measures for VCD1.1 - Edge Knowledge

FR-2

Edge Knowledge

ID

EdgeAl_VC1_D1_FR-2

Name

Edge Knowledge --> Combine document knowledge (METIS) with real-
time equipment data.

Definition

One connected work center (equipment data and document
knowledge).

Description

Define and create distributed node based decentral system at the edge
which can communicate with SSMA Knowledge Center. It can provide
answers to requests from SSMA Knowledge Center.

As diverse types of FMEA feed into METIS, equipment data can be
related to Process-, Unit Process- and Machine-FMEAs. The lot number
and the deviation description are the prerequisite:

— retrieve information form METIS and holistic lot check (model on
cloud). The probability cause and effect on tool is the first outcome of
application (w/o equipment data)

— finding predictive effect which correspond to equipment and
respective APC parameter names.

The GOAL is an online detection of the root cause continuing in risk
assessment of the deviation.

What is measured:

Measuring level of connected data from METIS information and data

related to nodes.
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KPI

Connected Data

Method of collection and
measurement

metrics are evaluated by the experts.

Target Value

Accuracy of >80% of connected effects and causes compared to human
assessment based on available data and not on human knowledge only.

coverage of >80% of connected tools related to specified technology

Verification and

validation method

Accuracy in comparison to annotation by defined user groups
coverage for defined equipment list

Table 4.8: FRs, KPIs and Measures for VCD1.1 - Multi-modal extraction and analysis

FR-3 Multi-modal extraction and analysis
ID EdgeAl_VC1_D1_FR-3
Name Multi-modal extraction and analysis
N Extract causal links out of multi-modal resources (e.g., technical

Definition . . . .
diagrams in presentation slides, DoE data)
1. Technical diagrams like flow chart in Infineon’s internal documents,
such as presentation slides, contain rich information in causal links for
production.
-> In order to integrate these causal links into METIS, an Al tool
combining visual-textual analysis is needed to transform the input
media into a machine-readable intermediate structure for further

Description analysis and integration.

2. Information contained in DoE quantifies the causal-effect links.

-> Different regression techniques can be applied to analyse the
parametric dependences from the DoE data. Such functional
relations will quantitatively contribute to building the casual-effect
links for METIS.

What is measured:

Fidelity of the analysis results, compatibility to METIS.

KPI

1. Accuracy, 2. compatibility

Method of collection and
measurement

Objective metrics can be evaluated against the labels from ground
truth.

Subjective metrics are evaluated by the experts.

Target Value

1. The analyses from technical diagrams and DoE data achieve > 75% of
accuracy.

2.>75% of the analysis results are usable for MEITS.

Verification and

validation method

Verification is done by evaluating the analysis results from testing cases.
Human assessment is also needed to verify subjective metrics.
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4.4.11 Verification, validation and testing initial plan
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Verification, validation, and testing are critical components in the development of reliable
and effective edge Al systems. This initial plan outlines the strategies and methodologies
to ensure the integrity, accuracy, and performance of our edge Al middleware and its
components.

The non-functional requirements (NFR) and the functional requirements (FR) in
accordance with the ISO standard ISO/IEC 25100 form the basis for the verification and
validation of the demonstrator's functionality and are task- specific.

NFR, listed in chapter 4.4.9:

e Co- existence of SSMA and existing equipment methods
e Interoperability of the SSMA - method(s)
e Functional appropriateness of the SSMA

Test cases by comparing the result of manual analysis of historical data and automated
SSMA output, comprehending a number of queries, will be used for validation/verification
of the SSMA (as a system). The tests will be performed at different stages of the
development process to assess the progress.

ER, listed in chapter 4.4.10:
e SSMA Knowledge Center
e Edge Knowledge
e Multi-modal extraction and analysis

For each FR a set of tasks and implemented method specific tests will be applied multiple
times during the development to assess the progress.
4.4.12 Edge Al explainability and interpretability

Explainability and interpretability in Edge Al in the developed SSMA, are crucial for
building trust and understanding in Al-driven systems, especially when these systems
make critical decisions. This section outlines our approach to enhancing the transparency
and comprehensibility of the SSMA Edge Al models.

Explainability in Edge Al

e Model Transparency:
o Prioritizing the use of interpretable model architectures where possible.
o Incorporating explainability at the model design phase, ensuring that model
decisions can be understood and rationalized.
e Explanation Methods:
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Implementing post-hoc explanation methods, such as LIME (Local
Interpretable Model-agnostic Explanations) and SHAP (SHapley Additive
exPlanations), to elucidate model decisions.

Providing visualizations of model outputs and decision paths to make the Al's
reasoning more accessible.

e User-Centric Explanations:

O

O

Designing explanations to be user-friendly, catering to the level of technical
expertise of the end-user.

Ensuring that explanations are meaningful and relevant to the specific use-
case and context.

Interpretability in Data and Models

e Feature Importance and Selection:

@)

O

Analysing and presenting the importance of different features in model
decision-making.

Employing techniques to identify and highlight critical features that drive
model predictions.

e Data Representation:

@)

Utilizing data representation methods that maintain the natural
interpretability of data.

Ensuring that the transformation of data for model consumption does not
obscure its original meaning and context.

e Model Simplicity:

O

O

Striving for the simplest model that effectively solves the problem.
Balancing model complexity with the need for accuracy and the ability to
provide clear explanations.

Interpretability in Edge Environments

e Resource Constraints:

O

O

Addressing the challenges of implementing complex explainability methods in
resource-constrained edge environments.

Exploring lightweight explainability methods that are feasible for deployment
on edge devices.

e Real-time Interpretability:

O

Ensuring that explanations are generated in real-time, in line with the
operational tempo of edge Al applications.

This is crucial for scenarios where immediate understanding of Al decisions is
necessary.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
27



& KDT JU

Evaluation and Improvement
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e Continuous Evaluation of Explainability:
o Regularly assessing the effectiveness of explainability methods.
o Gathering feedback from users to improve the clarity and utility of
explanations.
e |Iterative Enhancement:
o Continuously refining explainability and interpretability approaches based on
new research and user feedback.
o Adapting to evolving standards and expectations in Al transparency.

4.4.13 Al based standards relevant for the demonstrator

In developing the Al-driven VCD1.1 demonstrator, adherence to established Al standards
is imperative for ensuring quality, reliability, and ethical alignment. This section highlights
key Al standards, focusing on their applicability and importance in guiding the
development process. Standards for Al Ethics and Governance such as ethical Al Principles
and Data Governance Standards are important. ISO/IEC standards related to Al and
machine learning, such as ISO/IEC JTC 1/SC 42 cover aspects like quality, robustness, and
performance metrics of Al systems ISO 25010 (System and Software Quality Models).
Adhering to IEEE standards for Al, particularly those focusing on ethics and safety in Al
design, such as the IEEE P7000 series provide guidelines for ensuring Al systems are
developed with ethical considerations and user safety in mind. Furthermore, 1ISO 25012
(Data Quality model) and ISO 25100 (System and Software Quality Models) were identified
as the relevant data and system quality standard which ensure the data used for training
and inference is reliable, unbiased, and representative. This is crucial for the accuracy and
fairness of Al models.

4.4.14 Demonstrator milestones
The milestones related to VCD1.1 are aligned with the overall project timeline.
Milestone 1 (1°* project year): Requirement Analysis and Documentation
e detailed analysis of technical and business requirements.
Milestone 2 (15% 2" project year): Design and Development

e System Architecture Design with finalization of the system architecture for the Al
demonstrator and incorporation of edge Al components and data flow designs.

e Development of Core Modules with development of key modules, including data
management, model training, and inference engines.

Milestone 3 (2" project year): Model Training and Optimization
This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
28



& KDT JU

e Al Model Development with completion of initial Al models tailored for edge

Co-funded by
the European Union

computing and implementation of model optimization techniques for efficient
edge deployment.

e Model Training and Validation with t raining of Al models with selected datasets
and validation of model performance against predefined metrics.

Milestone 4 (2" 3" project year): System Integration and Testing

e Integration of Components with integration of all developed modules into a
cohesive system and ensuring interoperability and data consistency across the
system.

¢ Comprehensive System Testing with execution of extensive testing protocols,
including unit, integration, and system testing as well as addressing any issues
identified during testing.

Milestone 5 (3" project year): User Acceptance and Pilot Deployment

e User Acceptance Testing (UAT) with conducting UAT with stakeholders to ensure
the system meets user requirements, collecting and implementing feedback for
system refinement.

e Pilot Deployment with deployment of the Al demonstrator in a controlled, real-
world environment, monitoring system performance and gathering user feedback.

Milestone 6 (3" project year): Final Deployment and Evaluation

e Full-Scale Deployment with rolling out the Al demonstrator across the intended
operational environment, ensuring seamless integration with existing systems and
workflows.

e Post-Deployment Review and Maintenance Plan with conducting a post-
deployment review to evaluate project success and gather lessons learned and
establish a maintenance and update schedule for the SSMA system.

4.5 Virtual Metrology (VCD1.2)

4.5.1 Demonstrator description

The VCD1.2 demonstrator aims to develop Virtual Metrology as an efficient process
control and quality monitoring tool.

The goals are to quickly identify deviations from standard production results (1), to
decrease production cost and time by reducing the physical steps during the production
flow (2) and to support the continuous improvement of new process steps (3). To this end,
real-time sensor data provided by the production equipment will be used to predict the
process outcome.
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Figure 4.6: Overview of the Virtual Metrology (VCD1.2) demonstrator

4.5.2 Demonstrator objectives and KPIs
The overall EdgeAl project objectives addressed in VCD1.2 are presented in:

Table 4.9: VCD 1.2 Objectives and KPIs

Demonstrator Objectives KPI Target Value

Use multiple types of
Use real-time sensor data to|sensors (temperature,
predict outcome of processing|pressure, gas flow,
step. {05} power) depending on
the processing steps.

Use of at least 5 different parameters
for prediction.

Validate and test at least 2 HW/SW
Optimise the ML models, thelML model accuracy|platforms to be used at the edge for
prediction time in the production{compared with|heterogenous energy networks to
line. {04} process variation. demonstrate that the ML accuracy is
better than process variation.

Improve the use of data and
optimise sensor data usability
(availability/quality). {O5}

Reliability and the

i 0,
stability of the data. Uptime >85%.

4.5.3 Demonstrator system level architecture and edge Al design workflow

The overall concept of the demonstrator is illustrated in Figure 4.2. Multiple data sources
are pushed from life system to the consolidated Data Handling Layer. From there, data
can be pulled to serve as input data for the Al model, both for model training and for the
prediction. In the latter case, the prediction result is then fed back into the Data Handling
Layer, where it is available for the end-system.
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Figure 4.7: System level architecture of VCD 1.2

4.5.4 Edge Al Hardware accelerators, modules, and platforms

No new hardware is required for VCD1.2 for two reasons: Firstly, tabular data is used for
training and predictions, requiring low computing power compared to image or video
data. Secondly, VCD1.2 is situated at the meta-edge and can therefore make use of
powerful hardware. As a result, VCD1.2 relies on already existing internal hardware, such
as virtual machines and on-site servers.

4.5.5 Software building blocks, modules, and edge Al-based algorithms
Three possible algorithms are currently evaluated.

e Gradient Boosting Trees: Gradient Boosting Trees are an ensemble learning
method, which is attractive due to its handling of missing data, its resistance to
overfitting and its suitability for large tabular datasets.

e Random Forest: Random Forest constitutes another ensemble learning method
using that uses prediction trees to make predictions. It efficiently handles large

tabular datasets with high dimensionality.
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e Self-Attention and Inter-row Attention Network (SAINT): A neural network
approach tailored to tabular data employing the attention mechanism, which is
heavily used in modern deep learning models. Its benefits include the enhanced
data representation that addresses the traditional challenges of neural networks
on structured data, and the possibility to merge this representation with other

sorts of inputs, for example images.

Python will be used to analyse and train the model, and the Al model will also be
encapsulated and distributed as Python modules. This modular approach allows for easy
integration and updates as research advances.

4.5.6 Edge Al framework, methods, and

techniques

Two frameworks are currently under evaluation, based on the algorithm used in the
model: SciKit lean provides broad and state-of-the-art functionality for tree-based
algorithms and can be easily expanded by further modules. PyTorch contains instruments
for neural networks and deep learning, while eventually PyTorch mobile could be used to
better meet the specific requirements of computation at the edge.

4.5.7 Edge Al training implementation and datasets

The dataset for training and prediction will combine data from several sources (MES,
sensor data) into one table, see Table 4.10 for an overview.

Table 4.10: VCD1.2 Dataset overview

Lot ID

Partname

Part Identifiers

Process

Process Family

Stage

Procedure

Recipe

Processing Step

Location

Identifiers

Timestamp

Production Tool

Subtool

Topography Information

Sensor Capture Timestamp

Sensor Parameter

Sensor Readout Value

Sensor Data Quality

INPUT DATA
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Measurement Tool

Measurement Timestamp

Measured Parameter(s)

Measured Wafer

Measurement Position

Training Data /
Measurement Value Prediction
Value

The data is comprised of three main categories:

e Attributive information, which allows us to clearly identify the part, such as lot ID,
and the processing step, such production stage, tool, or time.

e Sensor data such as sensor parameter and readout value. These values are
gathered from temperature, pressure, gas flow and other sensors depending on
the process step and are already pre-processed to yield the mean, minimum or
maximum parameters, for example, instead of a time-series.

e Measurement information including the measurement parameter(s), tool and,
most importantly, the measurement value.

The measurement value is to be predicted by the Al model, while all other data serves as
potential inputs for the training. These inputs are incomplete due to limited system
availability or flawed setup of the data pipeline, which could deteriorate the quality of the
Al model. Consequently, dataset completeness is also reflected in the FRs, see chapter
4.5.10.

4.5.8 Edge Al inference implementation

Based on the envisioned technological readiness level (TRL), the Al inference will be first
implemented in a demonstrator environment where the inference will be triggered in
fixed time intervals. Ultimately, the goal is to fully embed the Al inference in the
production flow and to trigger the inference in real-time.

4.5.9 Non-functional requirements

We have defined three non-functional requirements (NFRs) based on ISO/IEC 25010, see
following tables.
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Table 4.11: NFRs, KPIs and Measures for VCD1.2 - Availability
NFR-1 Availability
ID EdgeAl_VC1_D2_NFR-1
Characteristics: Reliability, Sub-Characteristics: Availability (ISO/IEC
Name
25010)
- Degree to which a system, product or component is operational and
Definition . .
accessible when required for use.
High reliability is key for eventual use in productive environment:
Description Ideally, each measurement in the production line should correspond to

a prediction,

What is measured:

Number of measurements in the production line, number of

predictions done

KPI Ratio of predicted lots to measured lots
Method of collection and|Semi-automated comparison of equipment tracking data and
measurement prediction output

Target Value

75%

Verification and

validation method

Data analysis

Table 4.12: NFRs, KPIs and Measures for VCD1.2 - Reusability
NFR-2 Reusability

ID EdgeAl_VC1_D2_NFR-2

Name Characteristics: Maintainability, Sub-Characteristics: Reusability
(ISO/IEC 25010)

o Degree to which an asset can be used in more than one system, or in

Definition S
building other assets.
The architecture should not only support the current, but also future

Description use-cases. Therefore, the main architectural building blocks (scripts,

hardware, training methodology, ...) should be reusable.

What is measured:

How many building blocks can be reused for future use-cases

validation method

KPI Ratio of re-used building blocks to total building blocks
Meth f collecti
ethod of collection and Analysis of system architecture
measurement
Target Value 60%
Verification and

Data analysis
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Table 4.13: NFRs, KPIs and Measures for VCD1.2 - User Error Protection

NFR-3 User Error Protection
ID EdgeAl_VC1_D2_NFR-3
Name Characteristics: Usability, Sub-Characteristics: User Error Protection
(ISO/IEC 25010)
Definition Degree to which a system protects users against making errors.
The end-user should not be required to provide a manual input to
Description obtain a prediction result, which eliminates the possibility of user

errors.

What is measured:

Number of manual inputs required by the end user.

KPI

End-user manual inputs

Method of collection and
measurement

Analysis of system architecture

Target Value

0

Verification and

validation method

Testing by end-users

4.5.10 Functional requirements

We have defined three functional requirements (FRs), see following tables.

Table 4.14: FRs, KPIs and Measures for VCD1.2 - Accuracy

FR-1 Accuracy
ID EdgeAl_VC1_D2_FR-1
Name Accuracy
Definition Degree to which the predicted value matches the measured value
Hreseridon To serve as an efficient process and quality monitoring tool, the

prediction accuracy must be lower than the natural process variation.

What is measured:

Ratio of mean total error to process variation (six sigma)

KPI

Prediction accuracy

Method of collection and
measurement

Data analysis

Target Value

80%

Verification and

validation method

Data analysis
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Table 4.15: FRs, KPIs and Measures for VCD1.2 - Breadth of Input Parameters

FR-2 Breadth of Input Parameters

ID EdgeAl_VC1_D2_FR-2

Name Breadth of Input Parameters

Definition Degree to which the model can make use of multiple types of sensor
data
Depending on the processing step, various temperature, pressure, gas

_ flow etc. sensor data is available. The Data Handling Layer should

Description ) ;
contain as many of these sensor parameters as possible to serve as
input parameters for modelling.

What is measured: Number of sensor data available in the Data Handling Layer.

KPI Number of Input parameters

Method of collection and

Data analysis
measurement

Target Value 5

Verification and

L Data analysis
validation method y

Table 4.16: FRs, KPIs and Measures for VCD1.2 - Data completeness

FR-3 Data Completeness
ID EdgeAl_VC1_D2_FR-3
Name Data completeness
Definition Degree to which the data in the Data Handling Layer is complete.

Limited availability of data sources, as well as flaws in the setup of the
Description data pipeline could lead to missing data entries in the Data Handling
Layer. This could, in turn, negatively impact prediction accuracy.

What is measured: Percentage of empty/nan value in the Data Handling Layer.

KPI Data completeness

Method of collection and

Data analysis
measurement

Target Value 85%

Verification and

. Data analysis
validation method y

4.5.11 Verification, validation and testing initial plan

The verification/validation phase will be carried out iteratively with the domain experts
(process engineers) to validate that the outputs provided by the demonstrator satisfy their
needs and specifications. In this phase, we will perform various tests and validations to
assess the performance, accuracy, and reliability of the machine learning models. We will
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the system's behaviour under different scenarios.

Testing is a fundamental part of ensuring the quality and robustness of our software
demonstrator. We will adopt a comprehensive testing strategy, including unit, integration,
and system testing. Unit tests will focus on individual components and functions, ensuring
they produce the expected outputs. Integration testing will verify the interaction between
different modules and components, while system testing will evaluate the entire software.
We will leverage from the CI/CD (Continuous Integration / Continuous Development) tools
available at AMS-CH to automatically perform unit and integration testing. System testing
will be carried out jointly with the domain experts.

By following this Verification, Validation, and Testing Initial Plan, we aim to develop a
reliable and high-quality machine learning-based software demonstrator that not only
aligns with the project's objectives but also delivers valuable user experience.

4.5.12 Edge Al explainability and interpretability

Machine Learning models often resemble a "black box" in terms of their decision-making
processes. This presents a challenge when one needs to understand why an arbitrary
model made a particular prediction. Explainability and interpretability are essential for
developing trust in those systems. While "explainability" aims at providing a clear
narrative for human understanding, "interpretability" refers to the degree to which a
model's behaviour can be predicted and consistently understood.

In the case of Virtual Metrology, the data is structured in tabular datasets (pressures,
temperatures, gas flows, etc.); for these inputs, tools like SHAP (SHapley Additive
exPlanations) and LIME (Local Interpretable Model-agnostic Explanations) ensure Al
interpretability.

Based on cooperative game theory, SHAP values allocate each feature (pressures,
temperatures, and gas flows) an importance value for a particular prediction. This value
distribution helps in understanding how each feature influences a final prediction.

On the other hand, LIME synthetically perturbs the input data and approximates an
arbitrary black-box model with a simpler, interpretable model around a local region of
interest. This helps to reveal intricate patterns and interactions in the data that the
Machine Learning model might leverage.

Incorporating these tools into the software demonstrator will significantly make the
Machine Learning model more transparent for the process engineers. Observing the
Machine Learning predictions and interpretation outputs, by either using SHAP or LIME,
will give them the necessary elements to decide whether a real measurement needs to
be done or not.
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The standards I1SO 25010 (System and Software Quality Models) and ISO 25012 (Data
Quality model) were consulted to define the non-functional requirements.

4.5.14 Demonstrator milestones

We have defined the following milestones for VCD1.2:

Evaluate possible data sources - finished 09/2023
Set up initial Data Handling Layer
Train initial model

N =

Develop strategy for long-term stability of the model.
4.6 Depth Computation at the Edge (VCD1.3)

4.6.1 Demonstrator description

The VCD1.3 demonstrator developed jointly by ams OSRAM Switzerland and SynSense
(AMS-CH, SYNS) is aimed at proving the possibility to perform Machine Learning on sensor
signals at the edge. The goal is to prove that traditional handcrafted algorithms used in
sensor firmware's can be replaced with Machine Learning, enabling better generalization,
especially in hard conditions setup including, but not limited to, heavy ambient light, low
reflectivity targets or other noises. The use of Machine Learning at the edge can also
prevent the loss of the information that is present in raw signals and that may be valuable
for the targeted applications.

The use of Spiking Neural Network (SNN) processor chip is considered in this
demonstrator in order to enable low power consumption while keeping real-time
processing and limiting sensor-host bandwidth issues.

We will also, within this demonstrator, have interests in the study of end-to-end training
and Hardware/Software co-design.

Sensor Host

Raw signal from ML-based Extracted ML-based High quality

sensor processing features post-processing event detection

Figure 4.8: Overview of the Depth Computation at the Edge (VCD1.3) demonstrator
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The overall EdgeAl project objectives addressed in VCD1.3 are presented in Table 4.17:
Table 4.17: VCD1.3 Objectives and KPIs

Demonstrator Objectives KPI Target Value
Show that raw signal
Develop an Al-based solution for|processing with
end-to-end ML from sensor raw|Machine Learning|At least 20% relative improvement in
signal to application task, including|performs better than|MAE compared to handcrafted
new architectures for low-power Allhandcrafted algorithms.
circuits. {O1} algorithms to detect
events.

Develop a solution for algorithms|The processing time
upgradability and better|and the power|Frame rate over 20 frame per second
generalization of fully learned|consumption at thejand power consumption below 50
approaches in difficult real-worldjedge should remainjmw.

environment {O5} constrained.

Hardware/Software
co-design to limit
performance  drops|At least 10% relative improvement in
when porting part of| MAE compared to base algorithm.
the algorithm at the
edge.

Use Al hardware/software co-
design, and Al algorithms tailored
to the edge {04}

Main objectives are to set up a system including the extraction of learned features from
raw sensor signal directly at the edge, with a neuromorphic chip using a Spiking Neural
Network, alongside an end-to-end Machine Learning algorithm from raw data to task
application. We aim at demonstrating with this system a better generalization of fully
learned approaches in difficult real-world environments.

We also aim at showing computational capabilities of the proposed system which should
show low-power processing at the edge and enable real time processing.

Finally, we address efficient co-learning between sensor-based and host-based parts of
the algorithm.

4.6.3 Demonstrator system level architecture and edge Al design workflow

The overall concept of the demonstrator is illustrated in Figure 4.9. A sensor from ams
Osram is used to capture raw signals from the scene with the events to be detected. The
data is sent to a neuromorphic chip from SynSense to efficiently process the raw data with
ML and output event predictions. Finally, a host collects, post process (possibly with
Machine Learning algorithms), and show the event predictions coming from the chip at
the edge.
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Figure 4.9: VCD1.3 demonstrator concept

4.6.4 Edge Al Hardware accelerators, modules, and platforms

The Xylo SNN neuromorphic chip from SynSense will be used to compute data as close as
possible to the edge. The host hardware specificities are still to be defined.

4.6.5 Software building blocks, modules, and edge Al-based algorithms

The Rockpool library from SynSense will be used for SNN related computations. Classical
Neural network libraries (TensorFlow and PyTorch) will be used for host-based ML,
wrapping and comparison.

4.6.6 Edge Al framework, methods, and techniques

Common Neural network methods and techniques, including gradient backpropagation
will be used to train the algorithms. In extension, methods specific to spiking neural
network, including simulations and event creation will be used to empower the
neuromorphic chip provided by the demonstrator partner SynSense.

4.6.7 Edge Al training implementation and datasets

Raw sensor data, either synthetic or real will be captured and distributed to the
demonstrator partners by ams OSRAM. 1000 signal events of early-stage sensor have
already been recorded and labelled, enabling the start of ML training activities.

Subsequent data will be released in the future to include more mature sensor data and
more diverse events and capture conditions.
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4.6.8 Edge Al inference implementation

To be defined later in the project.

4.6.9 Non-functional

requirements

Power consumption and frame rate are the Non-functional requirements of this
demonstrator, as described in the tables below. They have to be tested and measured in

real life conditions.

Table 4.18: NFRs, KPIs and Measures for VCD1.3 - power consumption

NFR-1 Power consumption
ID EdgeAl_VC1_D3_NFR-1
Name Characteristics:  Performance  efficiency, Sub-Characteristics:
Resource Utilization (ISO/IEC 25010)
Definition System power consumption
Description Power consumption

What is measured:

How much the edge SNN chip consume power while used on raw sensor
data

KPI

Power consumption

Method of collection and

Inference in real-use conditions

measurement
Target Value 50 mw
Verification and . .
s Power measurement on various scenes and conditions
validation method
Table 4.19: NFRs, KPIs and Measures for VCD1.3 - Frame Rate
NFR-2 Frame Rate
ID EdgeAl_VC1_D3_NFR-2
Name Characteristics: Performance efficiency, Sub-Characteristics: Time-
behaviour (ISO/IEC 25010)
Definition System frame rate
Description Frame rate
What is measured: How many predictions the system can perform per unit of time.
KPI Frame rate
Method of collection and , .
Inference in real-use conditions
measurement
Target Value 20 frames per second
Verification and . .
e Frame rate measurement on various scenes and conditions
validation method

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.

41



(9 KDT JU

* *
* *
* *
* g *
Co-funded by
the European Union

Table 4.20: NFRs, KPIs and Measures for VCD1.3 - Memory Consumption

NFR-3 Memory consumption
ID EdgeAl_VC1_D3_NFR-3
Name Characteristics: Performance efficiency, Sub-Characteristics:
Resource Utilization (ISO/IEC 25010)
Definition System memory consumption
Description Memory consumption

What is measured:

How much memory is required by the edge SNN chip-based system,
and the related ML model.

KPI

Memory

Method of collection
and measurement

Occupied memory measurement

Target Value

<2 MB

Verification and

validation method

Memory measurement

4.6.10 Functional requirements

The functional requirements of this demonstrator are the quality of the event detection
on the one hand and to prove the benefits of hardware/software co-design on the other

hand as illustrated on the tables below.

Table 4.21: FRs, KPIs and Measures for VCD1.3 - Accuracy

FR-1 Accuracy
ID EdgeAl_VC1_D3_FR-1
Name Accuracy
Definition Event detection accuracy
Seseriden Event detection on difficult data lead to failures in detections. We aim

at maximizing the amount of correct predictions.

What is measured:

The accuracy of the events detection and classification.

KPI

Accuracy

Method of collection and
measurement

Inference in real-use conditions and careful labelling

Target Value

80 % accuracy

Verification and

validation method

Accuracy measurement on various scenes and conditions
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KPIs and Measures for VCD1.3 - Robustness to noises

FR-2 Robustness to noises
ID EdgeAl_VC1_D3_FR-2
Name Robustness to noises
Definition Dependence of accuracy to noises
Event detection on difficult data lead to failures in detections. We aim
Description at maximizing the amount of correct predictions, in such difficult

cases.

What is measured:

The accuracy of the events detection and classification in the presence
of noises.

KPI

Accuracy

Method of collection
and measurement

Inference in difficult real-use conditions and careful labelling

Target Value

70 % accuracy

Verification and

validation method

Accuracy measurement on various scenes and conditions

Table 4.23: FRs, KPIs and Measures for VCD1.3 - HW/SW co-design

FR-3 HW/SW co-design
ID EdgeAl_VC1_D3_FR-3
Name Hardware/Software co-design
Definition Accuracy gain due to Hardware/Software co-design
Hreseridon Design hardware and software jointly to increase their mutual

adaptability.

What is measured:

The accuracy of the events detection and classification after HW/SW co-
design

KPI Accuracy

Method of collection and . " ,
Inference in real-use conditions and careful labelling

measurement

Target Value

10% relative improvement

Verification and

validation method

Accuracy measurement on various scenes and conditions

4.6.11 Verification, validation and testing initial plan

Validation and testing will be performed on a broad range of event detection in real life

scenarios. To be detaile

d and extended in the next phases of the project.
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Comparison with baseline, non-edge Al, algorithm will be performed for result
interpretability. No research activities toward model explainability are planned so far.

4.6.13 Al based standards relevant for the demonstrator

The standards I1SO 25010 (System and Software Quality Models) and ISO 25012 (Data
Quality model) were consulted to define the functional and non-functional requirements.

4.6.14 Demonstrator milestones
We have defined the following milestones for VCD 1.3:

First sensor data collected and labelled (finished 08/2023)

Reference non-edge Neural network model for comparison.

Offline processing on the SNN chip.

Establish communication and data transfer between the sensor and the SNN chip.
End to end processing in place.

Enhancement of algorithms, include HW/SW co-design.

No Uy s~ wh =

Final demonstrator.
4.7 Distributed sensing - Large-scale Object Recognition (VCD1.4)

4.7.1 Demonstrator description

The aim of VCD1.4 is to digitalize the field of Maintenance, Repair, and Operations (MRO)
and decrease maintenance costs and down-time, through the adoption of Edge-Al based
technologies with their inherent advantages, such as reduced latency, improved data
privacy, and capability of independent functioning. As part of this, VCD1.4 develops a set
of independent recognition nodes, deployed with a configurable set of sensors, to be used
for recognition of assembly line machine components. Additionally, the nodes must be
able to communicate and share newly acquired knowledge between themselves, with
minimal downtime for maintenance and data transfer.

4.7.2 Demonstrator objectives and KPIs

The overall EdgeAl project objectives addressed in VCD1.4 are presented in Table 4.24:
VCD 1.2 Objectives and KPIs:

Table 4.24: VCD 1.2 Objectives and KPIs

Demonstrator Objectives KPI Target Value

Develop an efficient, scalable, and Possibility to deploy updates and
maintainable Edge-Al Framework i ~“|maintain SW at the edge with minimal
. architecture with . i .
adaptable to various forms of|" ) down-time of service (under 30 mins
. minimal maintenance )
sensory inputs. {01} of down-time per update).
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down-time
requirements.

Transfer Al capabilities from a
cloud-based architecture towards
the edge without compromising
accuracy. {O5}

Edge Performance to
rival Cloud-based
alternatives

Object Recognition Accuracy should at
least match the Cloud counterpart.

Enable real-time use and dynamic
learning by minimising time and|Real-time use of the
resource requirements of edge-|developed system.

based Al Applications. {06}

Solution latency and response time
should allow real-time use (under 2
seconds/inference)

4.7.3 Demonstrator system level architecture and edge Al design workflow

The overall concept of the demonstrator is illustrated in Figure 4.10.

Model ¥

Serw_ng Featu_re
Service Extraction

Madel
Library

Recognition Database Block

Results

Learning
Pipeline

Application Output

Figure 4.10: High Level Overview of VCD1.4 Workflow

4.7.4 Edge Al Hardware accelerators, modules, and platforms

VCD1.4 aims to develop a set of devices referred to as recognition nodes. Each recognition
node can have various configurations, starting from a pre-defined set of hardware:

e CPU: Intel®Core™ i3-N305
e Al accelerators: Hailo-8TM M.2 Al Acceleration Module
e Sensors: 2xRealSense D435; 1xBasler a2A 4504 5gcPRO

This list will be expanded during the project.
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4.7.5 Software building blocks, modules, and edge Al-based algorithms
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Based on the high-level overview of the VCD1.4 workflow, several building blocks can be
distinguished:

e Feature extraction block - responsible for processing sensory data and extracting
relevant feature vectors.

e Object Identification block - searches latent space for matches.

¢ Model Zoo and Serving block - responsible for automating the processes of model
deployment, maintenance, and storage.

e Database block - contains feature representations of all known objects; able to be
sync-ed between devices.

¢ Communications block - responsible for managing communications between
recognition nodes, as well as between the nodes and the managing server.

e Encryption block - extension of the communications block, securing the data
transfers.

4.7.6 Edge Al framework, methods, and techniques
The current list of frameworks and tools planned to be used within VCD1.4 are:

e Database Management: ArangoDB

e Training Management: PyTorch, Raytune

e Model Optimisation and Serving: ONNX, mIFlow
e Communication management: Apache Kafka

4.7.7 Edge Al training implementation and datasets

The main use-case of the node developed within VCD1.4 revolves around the recognition
of assembly line machine components. A Proof-of-Concept dataset of images of such
components has been already assembled at this stage. The dataset is to be expanded
with more images, more component types, as well as additional types of information, such
as 3D point-clouds, and weight measurements. The dataset is to be acquired simulating
real-life challenges, such as the need to distinguish between many components with
similar dimensions and visual appearance. The training phase involves development of a
feature extractor capable of extracting relevant information from a measurement, and
the development of an object recognizer capable of comparing extracted features and
identification of individual objects.

4.7.8 Edge Al inference implementation

The inference process of VCD1.4 involves the recognition node acquiring measurements
(defined as compilations of sensory information: images, point-clouds, weights) of the
object to be recognized, extracting the relevant features, and producing a set of
This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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candidates based on an internal database. An overview of the process is presented in
Figure 4.11.
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Figure 4.11: VCD1.4 Inference pipeline

The requirements for the inference pipeline include low latency, customizable entities,
dockerized environments, and high scalability. Towards achieving these goals an Apache
Kafka-based messaging system will be used, with all the data transfers secured through
an encryption module.

4.7.9 Non-functional requirements

Table 4.25: NFRs, KPIs and Measures for VCD1.4 - Edge MLOps Framework
Maintainability

NFR-1 Edge MLOps Framework Maintainability

ID EdgeAl_VC1_D4_NFR-1
Name Edge MLOps Framework Maintainability

o Management Framework capable of serving Al models and updating
Definition . .

them as needed, as well as scaling up types of supported sensory input
Descriotion To develop an efficient, scalable, and maintainable Edge Al framework
P adaptable to various forms of sensory feedback

What is measured: Downtime required for maintenance and updates
KPI Time required for maintenance and updates

Method of collection and

Measurement of time during live deployment
measurement

Target Value Under 30 mins of downtime

Verification and

I Measurement of time during live deployment
validation method u : uring live aeploy

Table 4.26: NFRs, KPIs and Measures for VCD1.4 - Data Integrity
NFR-2 Data Integrity
ID EdgeAl_VC1_D4_NFR-2
Name Data Integrity
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Degree to which a system protects data so other systems and sub-

Definition
systems can access and use the data
Data synchronization and transfer mechanisms must guarantee the
_ integrity in terms of protecting exchanged data from being corrupted,
Description gy P & & & P

and handle cases when a device has not had internet access for a period
of time.

What is measured:

Number of faults in a series of messages.
Number of packets without encryption

KPI Number of failed requests in Apache Kafka Broker
Method of collection and|, . .

Live demonstration
measurement

Target Value

Failed decrypted msgs < 2/connection

Verification and

validation method

Live Demonstration

Table 4.27: NFRs, KPIs and Measures for VCD1.4 - System Independency

NFR-3 System Independency
ID EdgeAl_VC1_D4_NFR-3
Name System Independency
- The developed system is needed to be able to run locally without cloud
Definition ) .
dependency (referring to external cloud providers)
Description The developed system must be structured as a standalone product

What is measured:

Number of external components required for the operation of the
overall system

KPI

Number of other components located in the cloud required for the
operation of the overall system

Method of collection and
measurement

Live Demonstration, Service Architecture Showcase

Target Value

at most two

Verification and

validation method

Live Demonstration, Service Architecture Showcase

4.7.10 Functional requirements

Table 4.28: FRs,

KPIs and Measures for VCD1.4 - Real Time Functioning

FR-1

Real Time Functioning

ID EdgeAl_VC1_D4_FR-1
Name Real Time Functioning
Definition To enable real-time use and dynamic learning by minimising time and

resource requirements
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Description

Near real-time operation is important for overall user experience and
usability of the integrated system

What is measured:

Inference time, end-to-end latency of the system

KPI System Latency
Method of collection and|, . .

Live Demonstration
measurement

Target Value

Dependant on each functionality (2-60 sec)

Verification and

validation method

Live Demonstration

Table 4.29: FRs, KPIs and Measures for VCD1.4 - Inference accuracy

FR-2 Inference accuracy
ID EdgeAl_VC1_D4_FR-2
Name Inference accuracy
Definition The accuracy measured as the percentage of correctly identified objects
from a test set simulating real-life scenarios
_ Transfer Al capabilities from a cloud-based architecture to the edge
Description

without compromising accuracy

What is measured:

Edge inference accuracy vs cloud-based architecture accuracy

KPI Recognition Accuracy
Method of collection and|, . .

Live Demonstration
measurement

Target Value

Edge-architecture accuracy must not be below Cloud-architecture
accuracy

Verification and

validation method

Live Demonstration

Table 4.30: FRs, KPIs and Measures for VCD1.4 - System reconfigurability

FR-3 System reconfigurability
ID EdgeAl_VC1_D4_FR-3
Name System reconfigurability
N Degree of efficiency with which a system, product or component can be
Definition .
transferred from one hardware/software/environment to another
Description The developed software components must rely on container technology

What is measured:

Number of components ran inside containers for increased portability
and greater efficiency

KPI Number of developed components adopting containerisation
Method of collection and|, . . ) .

Live Demonstration, Service Architecture Showcase
measurement
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Verification and

o Live Demonstration, Service Architecture Showcase
validation method

4.7.11 Verification, validation and testing initial plan

The demonstrator contains several functionalities that are to be showcased. These
include live inference based on a realistic use-case, active learning pipeline showcasing
the process of adding new knowledge to the system, and device updating/maintenance,
showcasing the secured communication and data transfer between devices and between
the device and a central node.

4.7.12 Edge Al explainability and interpretability

Al explainability and interpretability represents some of the main pre-requisites for
certifiable Al. Towards this, VCD1.4 aims to enforce a clear data policy outlining the
datasets used for training, validation, and testing for each model. Additionally, emphasis
is to be made on designing a reproducible training and validation pipeline for neural
network development.Al based standards relevant for the demonstrator.

4.7.13 Al based standards relevant for the demonstrator

Below is presented a list of standards relevant for VCD1.4, considered within T1.2:
e Advanced Encryption Standard (AES) [2]
e Public-Key Cryptography Standards (PKCS) [3]

4.7.14 Demonstrator milestones

Upcoming VCD1.4 milestones:

1. Designing of demonstration scenarios, showcasing functionalities including:
inference, active learning, device synchronisation.

2. Production of device prototype, to be used for the development of the software
component.

4.8 Al-based Quality Control for Woodwork Production Process (VCD1.5)

4.8.1 Demonstrator description

One of the main challenges that SCM is facing in the last years is to efficiently enable a
“mass customization”, to properly manage the consumer demands, and to improve the
existing production lines and machines, which at present need to be more and more to
be flexible for handling the several variations.
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In the past, the production was serial, characterized by the same piece, contrary to the
“customised” market we are facing now. As the machines are more and more complex,
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today the need is to ensure the maximum degree of furniture personalisation while
keeping costs and time to market at the level of mass production. In a nutshell, the main
problem originates from the change in the production approach that has been taking
place in recent years, since a purely serial production is switching to a production which
is personalized and customized.

All this requires a totally different approach from the furniture manufacturer in the
production management of the plants: indeed, the size of the production batches is
decreasing, and the number of modules (such as panels) is increasing considerably. This,
of course, requires a change in the operating machines, to be able to effectively manage
the needs of this new work configuration.

The change of setup of the machines involves a different way to conceive the machine’s
components, to properly check the quality of the output. In fact, this process requires to
be improved also to proceed with safety to the production of the batch, without
generating waste. If the quality control is done manually, it reduces the productivity of the
machine (in fact, the machine requires to being stopped, to carry out the checks and the
setup changes) and it is also submitted to the subjective evaluation of the defect by the
operator.

The present project aims to get an automatic real time quality control system, which can
identify defects in real time, and at the same time, which can give feedback to the machine
to adjust the setup and therefore to consequently cancel the defects. The objective of this
project is the creation of an Al system capable of identifying and recognise the type of
defects, starting from images (and eventually via 3D scan) of the panel going through the
woodworking machine.

The role of Al is to “instruct” a system regarding a sample of data (in our case, the data
related to the pictures of the panels edges); in this way, this just mentioned “instructed”
system would be able to acquire, over time, through Al, a kind of "experience". At later
stage, this system would be able in the future also to “generalize” new kinds of pictures
(and therefore, of defects). The final goal of this approach with Al is to allow the system to
achieve a human-like identification and resolution performance on the production tasks.

The know-how that will be transmitted to the machine concerns the classification and
recognition of types of defects in case they are present on the edges of the panels. The Al
system will be able to process hundreds of photos of compliant and non-compliant
panels; also, in this way, by collecting photos of new panels, it would be possible over time
to specialize the model, in order to recognize new defects.
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identification of defects in furniture production processes, to be integrated in SCM's
machines.
The algorithm will be trained to:

e Analyse panels to identify manufacturing defects.

e Provide feedback for defect management, in the form of waste handling or

machinery parameter adjustment, towards the upstream production process.

Input data will be a composition of HD images, data acquired by laser-based profilometers
and other sensors reporting about the status of the machinery.

The trained Al algorithm will be executed on an optimized processing infrastructure,
deployed over the edge-computing continuum. Low-power low-cost |oT microcontrollers
will be used to acquire and pre-treat the sampled signal, reducing workload and
bandwidth requirements, and to identify relevant events and patterns as power- and
performance-efficient input features. A main near-line edge-processing system will be
implemented, exploiting more high-performance accelerator-endowed computing
architectures, provided by the silicon vendors inside the consortium or custom-designed.
Alternatives exploiting neuromorphic computing will also be considered, when possible.
Adequate interaction between at-the-edge analysis and the gateway/server will be used
to enable continuous collection of training data (e.g., deriving from user supervision) and
adequate continuous learning/refinement.

Deployment on hardware will involve target-aware optimization, including Neural
Architecture Search, training and post-training workload reduction, deployment, and
setup for runtime management.

In this context, the project will focus on a specific SCM machine, the saw beam machine.

The objective is to improve the development of a quality control system, which is directly
integrated into the machine. As already explained, in this way it will be possible to reduce
the time related to the quality control process of the panels which come out from the
sawing procedure. Currently, quality control is conducted by sectioning a sample panel,
while production is stopped; as already mentioned, this panel is taken out of the machine
and subsequently controlled by an operator. This process requires quite 2 minutes, and
it is done for every new production batch. This project aims to develop a separate way of
controlling the panels (whether singular, or in "package" - up to 160 mm thickness), and
more specifically, the possibility of directly conducting the quality control in the machine
is being considered. Of course, the solution developed must do not affect the machine's
productivity, and not slow down the panels to be controlled.

The main purpose is to identify on time (and therefore, to correct) a potential deviation of
the machine; in this way, it will be possible to reduce the corrective (and subjective)
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interventions from the operator and thus the times related to the machine downtime.
The sawing is always the first phase of the production processing of the panel, and it is
the cutting method through which customized panels are obtained from big-sized
commercial panels. Later, this phase will be followed by the edging and drilling. At the end
of these production processes, it will be possible to get the single elements which will
constitute the final furniture product (some examples: office furniture, modular kitchens,
ready-to-assemble furniture, etc.).

From a sawing center, it is necessary to produce pieces which will result as suitable for
the following working phases. Precisely for this reason, the squaring, the finishing, and
the dimensions of the selected pieces are very important.

As already mentioned, the saw beam machines can work on single panels or also on
panels "packages" (a stack of panels). Figure 4.12: Saw beam machine - overview.shows a
model of sizing machine.

Figure 4.12: Saw beam machine - overview.
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Figure 4.13: Saw beam machine - overview parameter.
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Figure 4.13: Saw beam machine - overview parameter.shows a cutting scheme used by
the sizing machine. The image shows how starting from a huge area panels the machines
produces several smaller panels.

In the sawing phase, the principal blade will be the tool used to make the cut, while the
engraver will be used to engrave the material for about 1-1,5 mm of the bottom coating
of the first panel; otherwise, this coating would be chipped from the principal blade in the
moment this comes out of the material. The engraver is almost never used for raw
materials (which are the materials without ennobled).

The direction of rotation of the principal blade corresponds to the direction of advancing,
while the engraver rotates in the opposite direction. This process is due to the fact that
the force generated from the cutting edges of each tool must be supported by the
material itself (in other terms, the “tooth” of the tool has to engrave the material from the
outside in.

Figure 4.14: Engraver with a principal blade
It is very important to properly regulate the engraver both vertically (height) and
horizontally (alignment).
The following picture shows the possible cases which may occur:

A B C D

M6 LR || |

Immagine 10: difetti dovuti all'incisore

Figure 4.15: Defects due to the engraver
Every defect from the sawing process is detectable by the observation of the panel
section; also, the defects which arise from the external surface of the first/last panel of
the batch are included. Every “package” of panels must be inspected on both sides since
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some defects often are asymmetrical. The imperfections which can occur on the borders

of the panels can be classified in this way:

Table 4.31: overview of possible imperfections

surface

DEFECTS DESCRIPTION EXPECTED VALUE (*) POSSIBILITY OF
IDENTIFICATION
Chipping Chippings on the The panel is The chipping is
superior/inferior regarded as good if recognizable only in
borders of the panels' the chipping is proportion to its chromatic
ennobled surfaces <0,1T mm distance (considering the
reference colour)
Ripple Ripples on the panel's | Ripple is tolerated if | The ripple is recognizable

<0,1Tmm

only in proportion to the
linearity of panel's edge

Serration of
panel’s edge

Visible serrations at
regular distances

Serration is tolerated
if <0,1 mm

Serration is recognizable
only in proportion to its
chromatic distance
(considering the reference
colour)

Compression
of some
surface’s
sections

Some sections on the
surface are
compressed due to
the excessive pression
of the presser on the
material (cracks on the
ennobled surface)

Cracks are
acceptable
if <0,1 mm

The compression is
recognizable only in
proportion to the linearity
of panel's edge

Inclusion of
interposed
material

Presence of
interposed material
between the panels
due to poor cleaning

Debris are
acceptable
if <0,1 mm

The interposed material is
recognizable only in
proportion to its chromatic
distance (considering the
reference colour)

4.8.2 Demonstrator objectives and KPIs

The overall EdgeAl project objectives addressed in VCD1.5 are presented in Table 4.32:

Table 4.32: VCD1.5 Objectives and KPIs

Demonstrator Objectives

KPI

Target Value

Develop

solution for

hardware/software edge platform
quality control in
woodwork production. {01}

Al-based

At-the-edge execution

Enable advanced sensor usage in a
connected light network with low
bandwidth. Integrate at least 2 new
sensors in the nodes and interfaced
with the Al-based edge processing.
Demonstrate that the
processing with ML performs better
than handcrafted algorithms.

raw signal
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Training of a custom Al algorithm

Capability of identifying 95% of the

woodwork production on
embedded hardware. {04}

I’eSpOI’]SiVEHESS

for quality control in woodwork|Accurac . . .
guatty y defects without user intervention.

production. {04}

Deployment of a custom Al . L . .
P .y . . . Algorithm execution in real-time with

algorithm for quality control in|Real-time

throughput higher than 1,5 executions
per second.

Deployment of a distributed
learning mechanism for
continuous training and transfer
learning. {06}

Adaptability

Availability of transfer learning routine
for adaptation to new products.

4.8.3 Demonstrator system level architecture and edge Al design workflow

The overall concept of the demonstrator is illustrated in Figure 4.16:
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Figure 4.16: Demonstrator VCD1.5

A first stage solution nearby the blades captures signals and do a preprocessing of

acquired data.

The first stage samples image like data using embedded hardware. The hardware used

can be FPGA, microcontrollers, a

nd CPU.

After sampling and preprocessing the first stage sends data to a central unit.

Based on pre-processed data the central unit does final algorithm computation. Central
unit is an Al dedicated hardware for deep learning: GPU, FPGA based HW accelerator,
NVIDIA boards, CPU, or microcontroller with embedded Al accelerator.
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The demonstrator uses different types of hardware available to test the performance on
different solution. The best solution is the one which achieve best accuracy with less
power consumption. For this reason, the algorithm will be tested first on high
performance hardware like desktop CPU, GPU, Al dedicated accelerator and
microcontrollers.

More information from partners

4.8.5 Software building blocks, modules, and edge Al-based algorithms

Tiny-YOLO will be evaluated as algorithm for defects classification.

Al DNN such as CNN, Visual Transformer, GAN (for data augmentation) will be evaluated.
The algorithm could just do a binary classification of presence/absence of defects or a
more complex defects recognition and classification, with data segmentation.

4.8.6 Edge Al framework, methods, and techniques

Popular Al framework and tools will be used for training: Python, Keras, Tensorflow and
Tensorflow lite, Xilinx VitisAl, CubeAl and dedicated libraries for convert Al model to
hardware specific accelerators.

4.8.7 Edge Al training implementation and datasets

Training will be done on dedicated hardware with no particular constraints. GPU, cloud,
or CPU will be used for training and prepare the model for the optimization process.

Dataset will be a mixture of real data, open-source dataset, if possible, for dataset
augmentation and GAN data augmentation algorithm will be evaluated.

Real dataset will be manually labelled by an expert domain operator. The labelling is first
a binary classification of presence/absence of defects and then labelling for defects
recognition and segmentation will be evaluated.

4.8.8 Edge Al inference implementation

Inference on edge Al dedicated hardware. The algorithm will be optimized in order to fit
the constrained hardware.

Techniques such as pruning, quantization, knowledge distillation, transfer learning will be
used to optimise the model.
4.8.9 Non-functional requirements

The Use case will be based on the following non-functional requirements.
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Table 4.33: NFRs, KPIs and Measures for VCD1.5 - Real time solution

NFR-1 Real time solution
ID EdgeAl_VC1_D5_NFR-1
Name Real time solution
The inspection has to be done during the normal machine operation
Definition which means that the Al algorithm has to predict defects while the saw
is cutting.
Description The quality check solution must be on the real time

What is measured:

The inference speed, latency

KPI

Algorithm throughput, frame analysed per seconds. For example,
acquiring 100mm per frame and based on the maximum speed of
40m/min the KPl is 6.67 frame computed per seconds.

Method of collection and
measurement

Test on the machine

Target Value

The machine should continue to work at its max speed of 40 m/min

Verification and

validation method

Test on the machine

Table 4.34: NFRs, KPIs and Measures for VCD1.5 - Dust immunity

NFR-2 Dust immunity
ID EdgeAl_VC1_D5_NFR-2
Name Dust immunity
Definition The quality control has to be immune to the dust produced by the sizing
process.
Description The dust must not affect the accuracy of the solution.

What is measured:

The Al algorithm accuracy

KPI The Al algorithm accuracy in normal operation condition
Method of collection and :

Test on the machine
measurement

Target Value

The Al algorithm accuracy has to be > 90% in normal operation
condition

Verification and

validation method

Test on the machine

Table 4.35: NFRs, KPIs and Measures for VCD1.5 - Vibration immunity

NFR-3

Vibration immunity

EdgeAl_VC1_D5_NFR-3

Name

Vibration immunity
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Definition

The quality control has to be immune to the normal operation vibration
condition.

Description

The vibration during the cut must not affect the accuracy of the solution.

What is measured:

The Al algorithm accuracy

KPI The Al algorithm accuracy in normal operation vibration condition
Method of collection and .

Test on the machine
measurement

Target Value

The Al algorithm accuracy has to be > 90% in normal operation vibration
condition

Verification and

validation method

Test on the machine

4.8.10 Functional requirements

The demonstrator VCD1.5 will be based on the following functional requirements.

Table 4.36: FRs, KPIs and Measures for VCD1.5 - Stack Panels Max Height

FR-1 Stack Panels Max Height
ID EdgeAl_VC1_D5_FR-1
Name Stack Panels Max Height
Definition The maximum height of the stacked wood panels.
Hreserzido The maximum height of the stacked wood panels which the Al system

has to analyse.

What is measured:

The capacity of the Al system to detect defects on the stack of maximum
height.

KPI Target accuracy with the maximum height of stack
Method of collection and .

Test on the machine or on a prototype
measurement

Target Value

Target accuracy with the maximum height of stack > 95%

Verification and

validation method

Test on the machine or on a prototype

Table 4.37: FRs, KPIs and Measures for VCD1.5 - Maximum cut length

FR-2 Maximum cut length

ID EdgeAl_VC1_D5_FR-2

Name Maximum cut length

Definition Maximum length of the cut made by the machine blade

e The Al quality control has to predict defects along the entire cutted

Description
panel.

What is measured: The capacity of the edge Al system to detect defects across all the length
of the wood panel.
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KPI

Target accuracy across all the panel length

Method of collection and
measurement

Test on the machine or on a prototype

Target Value

Target accuracy across all the panel length > 90%

Verification and

validation method

Test on the machine or on a prototype

Table 4.38: FRs, KPIs and Measures for VCD1.5 - Maximum feeding speed

FR-3 Maximum feeding speed
ID EdgeAl_VC1_D5_FR-3
Name Maximum feeding speed
o The maximum feeding speed sets a constrain on the computation
Definition
speed.
Description Maximum feeding speed must not affect the Al performance.

What is measured:

The capacity of the edge Al system to detect defects at the maximum
feeding speed of the working blade.

KPI

Algorithm performance prediction at maximum speed

Method of collection and
measurement

Test on the machine or on a prototype

Target Value

The edge Al system must detect defects at the maximum feeding speed
of the working blade.

Verification and

validation method

Test on the machine or on a prototype

Table 4.39: FRs, KPIs and Measures for VCD1.5 - Laminate colours

FR-4 Laminate colours
ID EdgeAl_VC1_D5_FR-4
Name Laminate colours
N The variability of laminate colours must not affect the Al algorithm
Definition
accuracy.
Description The Al solution must detect defects with any laminate colours

What is measured:

The capacity of the edge Al system to detect defects with any colours
of the laminates

KPI

Algorithm performance prediction with various panels laminates
colours

Method of collection
and measurement

Test on the machine or on a prototype

Target Value

The edge Al system must detect defects with any colours of the

laminates and satisfy accuracy > 90%
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Verification and

validation method

Test on the machine or on a prototype

Table 4.40: FRs, KPIs and Measures for VCD1.5 - Wood cover thickness

FR-5 Wood cover thickness
ID EdgeAl_VC1_D5_FR-5
Name Wood cover thickness
— The variability of wood cover thickness must not affect the Al
Definition :
algorithm accuracy.
o The Al solution must detect defects with any wood panel cover
Description

thickness

What is measured:

The capacity of the edge Al system to detect defects with any wood
panel cover thickness

KPI

Algorithm performance prediction with various panels cover
thickness

Method of collection
and measurement

Test on the machine or on a prototype

Target Value

The edge Al system must detect defects with various panels cover
thickness and satisfy accuracy > 90%

Verification and

validation method

Test on the machine or on a prototype

Table 4.41: FRs, KPIs and Measures for VCD1.5 - Maximum defect size

FR-6 Maximum defect size
ID EdgeAl_VC1_D5_FR-6
Name Maximum defect size
Definition Maximum defect size has to be detected by Al solution
Description The Al solution must detect defects with a dimension major than

0.Tmm

What is measured:

Defects dimension

KPI

Final accuracy for different defects dimension

Method of collection
and measurement

Test on the machine or on a prototype

Target Value

Final accuracy >90% for different defects dimension

Verification and

validation method

Test on the machine or on a prototype
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4.8.11 Verification, validation and testing initial plan
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The contribution of domain experts is of fundamental importance for verification and
validation. The defects categorization made by domain experts is the entry point for the
dataset creation. The dataset is used first for model training and then for model
validation. The whole dataset will be split in training and validation to avoid overfitting
and make a general model. First, the model will be tested on a limited dataset to choose
a particular Al model architecture. An iterated training process, real data acquisition and
labelling, data augmentation, and offline and online testing will be done to achieve the
target requirements.

4.8.12 Edge Al explainability and interpretability

The advent of EdgeAl systems has transformed the landscape of real-time, localized
decision-making. As these systems become more autonomous, the ability for users to
understand and trust Al's decisions is paramount. Explainability and interpretability are
two pillars that can bridge the gap between Al decision-making and human
understanding. In the context of EdgeAl, explainability refers to the clarity with which an
Al system can outline the process and reasoning behind its decisions. Interpretability goes
a step further to provide meaning to these explanations in a way that is comprehensible
to humans, enabling them to ascertain the reliability and fairness of the Al's decisions.

EdgeAl systems are increasingly deployed in critical applications such as healthcare,
autonomous vehicles, and industrial automation. Here, decisions made by Al can have
significant implications, making the understanding of Al processes not just a technical
requirement but a societal one. Black-box models, which offer little insight into their
decision-making process, pose risks such as bias, error propagation, and lack of
accountability. Moreover, regulations like the GDPR in Europe have introduced the right
to explanation for individuals, mandating that automated decisions be interpretable to
some degree.

Edge devices often operate under stringent resource constraints, making the deployment
of complex, yet transparent, Al models challenging. The trade-off between model
complexity and interpretability is a key hurdle. Additionally, explaining Al decisions
without compromising sensitive data is crucial yet difficult, as explanations can
sometimes reveal too much about the underlying data used for training.

There are several approaches to enhancing the explainability of EdgeAl:

¢ Intrinsic methods: Using simpler models that are inherently more interpretable,
such as decision trees or rule-based systems.
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e Post-hoc explanations: Techniques like Local Interpretable Model-agnostic
Explanations (LIME) or SHapley Additive exPlanations (SHAP) offer insights after
model training.

¢ Model-agnostic methods: These methods provide explanations regardless of the
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underlying model, facilitating their use in diverse EdgeAl applications.

Case studies, such as those in predictive maintenance in industrial settings, demonstrate
how explainable Al can be integrated into EdgeAl systems. Best practices include involving
domain experts in the development process to ensure explanations are relevant and
actionable, and using visualization tools to make abstract concepts more tangible.

There is a growing ecosystem of tools, such as Al Explainability 360 from IBM or
TensorFlow Explainability (TFX), that provide frameworks for integrating explainability into
EdgeAl. Additionally, the development of standardization around explainability metrics is
essential to evaluate and compare different approaches objectively.

Research in explainable Al is rapidly evolving, with emerging directions that include causal
inference and explainability in reinforcement learning. The advancements in these areas
are expected to enhance the trust and adoption of EdgeAl across various sectors
significantly.

As EdgeAl continues to permeate through various layers of society, the imperatives for
explainability and interpretability become increasingly critical. Stakeholders in the EdgeAl
ecosystem must prioritize these concepts to foster trust, ensure compliance with
regulations, and ultimately harness the full potential of EdgeAl technologies. The future
of EdgeAl, one that is both powerful and comprehensible, hinges on the strides we make
in explainability and interpretability.

4.8.13 Al based standards relevant for the demonstrator

The standards I1SO 25010 (System and Software Quality Models) and ISO 25012 (Data
Quality model) were consulted to define the functional and non-functional requirements.

4.8.14 Demonstrator milestones

1. Real process dataset validation. A first dataset will be labelled and will be used for first
analysis.

Target hardware definition based on requirement.

Collection of datasets (open source and from field) for training and data augmentation
Data augmentation

Algorithm training offline

Algorithm (optimised) run on targets hardware for testing.

No vk wWwhN

Algorithm run online on field nearby the real scenario.
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4.9 Al-based Defect Detection in SoM Assembly Process (VCD1.6)
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4.9.1 Demonstrator description

VCD1.6 is a demonstrator for “Al-based Defect Detection in SoM Assembly Process”.

The demonstrator, as outlined in Figure 4.17, will consist of a set of cameras equipped
with testing board. The detected images are sent to an edge board for on line testing and
to a multi GPU server to update the pre-trained model. The server periodically sends the
updated model to the edge testing boards.

cloud

Jetwa Boseds /_\\ \
d Malei GFL
Server

Figure 4.17: How the demonstrator is expected to work to detect PCBA defects on
line

4.9.2 Demonstrator objectives and KPIs

The Demonstrator aims to prove the feasibility of an Al-based software implemented at
the edge to discover PCBA defects and to perform relevant metrology operations under
the condition that such SW should guarantee Zero-defect productions at a low cost
featured by KPIs like the ones of the suitable AOI systems on the market. The KPIs
proposed in the following table were chosen considering the recommendations proposed
in [4]. The interested reader may find a deep discussion on the proposed KPIs respectively
in [5], [6] and [7].

Table 4.42: Overview of proposed KPI's

Demonstrator Objectives KPI Target Value
High precision. MAPqs >99%
High throughput. Throughput yield |> 20 FPS classified
Better support for customer orders. Takt time Smaller than the traditional AOI
Better support for just in time production. |Lead time Smaller than the traditional AOI

The overall EdgeAl project objectives addressed in VCD 1.6 are presented in Table 4.43:
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Table 4.43: VCD1.6 Objectives and KPIs

Demonstrator Objectives

KPI

Target Value

Develop an Al-based hardware/
software edge platform solution
for quality control in SoM
production. {O1}

At-the-edge execution

Availability of a custom application
executable on the target embedded
hardware, after refinement and
workload optimization.

Training of a custom Al algorithm

Capability of identifying 90% of the

continuous training. {06}

f li [ M|A . . .
or qga 'ty control in  SoMjAccuracy defects without user intervention.
production. {04}
Depl f Al
°p gyment © . ) custo.m Algorithm execution in real-time with
algorithm for quality control in SoM . . .
. Execution time throughput higher than 1,5 executions
production on embedded or second
hardware. {04} P :
Depl f istri
°p Qyment or a . distributed User feedback|Availability of continuous
learning mechanism for|. . .
integration improvement based on user feedback

4.9.3 Demonstrator system level architecture and edge Al design workflow

The overall concept of the demonstrator is illustrated in Figure 4.18:

MULTI GPU server

> NVIDIA
Jetson TX2

Dash
board
for user
info and
alert

Distant
Small
Factory

[RGR—-

Basler Ace2

CnanOm vT L1 e

B

) ]

OMRON VT-RNS-S

Learning
model for
PCBA defect
discovery,
metrology and
for explaining
defect causes

VT $1080

Figure 4.18 Demonstrator platform
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The Al workflow consists of the following operations:
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e Adataset from different sources is built to train a neural network implemented on
a multi-GPU server to find SoM defects.

e The trained model for defect discovery is obtained using Al algorithms running on
a multi-GPU server and it is deployed on the edge board for testing (i.e., Jetson TX2)

e The images taken by the Basler cameras are sent to the Edge board to test the
PCBAs in real-time and to the dataset for online continual learning.

e Analert system will inform operators about the defective PCBAs and defect causes
avoiding false positives as envisaged in [8]

e The server updates periodically the testing model. Small factories may use only
cameras and testing board for EdgeAl AQOI at distance.

Comparison will be done between the KPIs achieved by the edge AI-AOI approach to
finding SoM defects and relevant alternatives on the market, such as OMRON VT S1080.

4.9.4 Edge Al Hardware accelerators, modules, and platforms

A data acquisition system from different sources is built to train a neural network
implemented on a multi-GPU server to find SoM defects. The trained model for defect
discovery is deployed on the edge board for testing. Comparison is done between the
KPIs achieved by the edge Al-AOI approach to find SoM defects and relevant alternatives
on the market, such as OMROM VT S1080. The images taken by the cameras are sent to
the edge board to test the PCBAs in real-time (and to the dataset for online learning too).
An alert system will inform operators about the defective PCBAs and defect causes.

4.9.5 Software building blocks, modules, and edge Al-based algorithms

From March to October 2023 a study was carried out to point out the main features of the
relevant software blocks to be implemented in the demonstrators 1.5 and 1.6, as
presented below:

e Some experiments were carried out on a Multi GPU server for evaluating Deep
learning algorithms able to discover PCBAPCB and wooden products defects so
that the ones that will be implemented in the demonstrators will satisfy accuracy
and processing speed.

e First results illustrated in [9] and [10] of the experimented training models for
defect discovery inspired by the ones available in the literature shown that specific
improvement should be carried out to achieve the desired KPIs using edge boards
such as NVIDIA TX2, Raspberry P14/PI5, NVIDIA ORIN and STM32.

e A study was carried out to evaluate how to better deploy the training algorithms
on the NVIDIA board to manage and test the PCB/PCBA images taken by suitable
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Basler cameras and to store them on a network attached system (NAS), for
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continual learning.

e The Al AOI system VT S1080 by OMRON was studied so that it may be used to verify
that the proposed AOI EdgeAl solution meets the KPIs achieved by the best AOI
system powered by Al available on the market for PCB/PCBA defect discovery.

49.6 Edge Al framework, methods, and techniques

Al framework is inspired by the Machine Learning workflow and edge ML Tool on the
literature. Indeed, the neural networks used in the learning model are trained by means
of well-known deep learning frameworks:

e Pytorch

e TensorFlow and Keras

Both frameworks allow us to deploy the trained neural network on the edge platforms
able to host the following frameworks:

e TensorFlowlLite
e ONNXrun time.

4.9.7 Edge Al training implementation and datasets
If the edge platform is an NVIDIA board, we follow this conversion chain:

e Pytorch — ONNX using torch library in Python
e ONNX — Pytorch using onnx2torch in Python
e TensorFlow — ONNX using tf2onnx in Python
e ONNX — Tensorflow using onnx_tf in Python

If the edge platform is Raspberry, Arduino board or Android mobile we follow these
chains:

e TensorFlow — TFLite straightforward
e TFLIte — TensorFlow straightforward
e PyTorch -> Onnx -> Tensorflow 2 -> TFLite
e TFLite -> TensorFlow -> ONNX -> Pytorch

Initial training implementation deals with discovering typical PCBA defects using relevant
datasets available in the literature. It is under construction a dataset containing images of
PCBA to allow partners to develop and test their Al algorithms using real data.

4.9.8 Edge Al inference implementation

A dedicated library of Al algorithms, in particular Deep Learning-based YOLO algorithms,
is being built to discover typical PCBA defects and perform useful metrological operations.
Currently, the Al testing software for discovering PCBA defects at the edge is implemented
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on an NVIDIA TX2 board as suggested in [11]. The implementation of the Al inference SW
is under development not only on the recent ORIN NVIDIA and Raspberry PI5 boards but
also on STM chips.
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An AOI inference implementation developed recently by ST that differs from YOLO
implementations available in the literature, e.g., [12], is under evaluation, as well as we
plan to evaluate advanced AI-AOI algorithms proposed by partner universities to achieve
the expected KPIs, possibly outperforming the ones proposed in the literature [13], [12]
and [14].

4.9.9 Non-functional requirements

Table 4.44 to

Table 4.46 report three NFRs inspired by the AOI scientific literature and by the farmer
experience that should be satisfied for decreasing PCBA production costs and increase
product quality.

Table 4.44: NFRs, KPIs and Measures for VCD1.6 - WTS

NFR-1 WTS
ID EdgeAl_VC1_D6_NFR-1
Name WTS
Definition Working Time Saving due to automation
Description Enabling efficient use of worker’s time through automation

By measuring the time required to produce a lot of PCBs requested by

Whatiis measured: the customer divided by the number of PCBs

KPI Takt Time

Method of collection and|By measuring the time required to produce a lot of PCBs requested by
measurement the customer divided by the number of PCBs

Target Value Improvement of 10%

Verification and

‘At Measuring the production time improvement
validation method uring the production time improv

Table 4.45: NFRs, KPIs and Measures for VCD1.6 - DF

NFR-2 DF
ID EdgeAl_VC1_D6_NFR-2
Name DF
Definition Working Time Saving due to Data Feedback
Description Improve control capability trough real time data feedback
What is measured: False calls
KPI Takt and Lead time
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Method of collection and
measurement

By measuring the time required to produce a lot of PCBs requested by
the customer divided by the number of PCBs

Target Value

5% of improvement

Verification and

validation method

Measuring the production and the delivery time improvement

Table 4.46: NFRs, KPIs and Measures for VCD1.6 - EXP

NFR-3 EXP
ID EdgeAl_VC1_D6_NFR-3
Name EXP
Definition Product optimization due to defect explanation
Description Explaining the defects at least locating the defects found on the PCBA

What is measured:

Percentage of explained defects

KPI Accuracy
Method of collection and|Number of defects explained with respect the ones discovered by the
measurement binary detection defect algorithm

Target Value

Percentage of explained defects greater than 50%

Verification and

validation method

Measuring the improvement of the production accuracy

4.9.10 Functional requirements

Functional requirements (FRs) are mandatory requirements, i.e., if the solution does not

satisfy the chosen FRs it
FRs that edge Al AOI

does not work correctly. Table 4.47 to Table 4.49 show the chosen
solutions should satisfy in order to be considered properly

functioning.
Table 4.47: FRs, KPIs and Measures for VCD1.6 - mAP0,5
FR-1 mAPO,5
ID EdgeAl_VC1_D6_FR-1
Name mAPOQ,5
Definition Mean of the average precisions for the Intersection of Union=0,5
It should h high mAP suitabl h ili
Sz t should have a high mAP suitable to support the process capability

required by the industrial sector of interest, i.e.Cpk=1,33

What is measured:

The mAP of the discovery process of the PCBA defects

KPI mAP
Meth f collecti

ethod of collection and By ad hoc SW
measurement

Target Value

>90% in the selected time unit

Verification and

validation method

Comparing the result with one of the relevant AOI, e.g. the OMRON
S1080
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Table 4.48: FRs, KPIs and Measures for VCD1.6 - Throughput Yield

FR-2 Throughput Yield
ID EdgeAl_VC1_D6_FR-2
Name Throughput Yield
Definition Frequency of the classification system
Description It should be able to detect PCBA defects in real time
What is measured: FPS of the classified PCBA
KPI Throughput Yield
e oy ad o
Target Value >20 FPS of the classified PCBA
Verification and|Comparing the result with one of the relevant AOI, e.g. the OMRON
validation method S1080

Table 4.49: FRs, KPIs and Measures for VCD1.6 - On Line Learning

FR-3 On Line Learning
ID EdgeAl_VC1_D6_FR-3
Name On Line Learning
Definition Optimize the learning model from experimental data
Description It should have a suitable storage system in which to store data to

discover new defects using on line learning

. The increase of mAPO,5 in time or the increasing in discovery new
What is measured: & y

defects

KPI Delta mAPO,5/DeltaTime
Method of collecti d

ethod of collection an By ad hoc SW
measurement
Target Value >0,1% in the selected time unit
Verification and|Comparing the result with one of the relevant AOI, e.g., the OMRON
validation method S1080

4.9.11 Verification, validation and testing initial plan

Validation of the EdgeAl solution will be obtained by proving that the KPIs achieved by this
solution to find PCBA defects are similar to the ones of relevant AOl machines on the
market, such as the OMRON VT S1080 [15] currently installed at HTS.

Also, an accuracy evaluation will be carried out to prove that the EdgeAl solution is able
to meet the quality required in the semiconductor field, i.e., that the coefficient Cpk
related to the production process is greater than 1,33 as indicated in [16].
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Furthermore, the processing speed will be considered such that the productivity of the
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PCBAs processed at the output of the Al-AOI system will be able to reach the typical values
reported in the literature for mass production, for example, 4000 PCBAs processed at
hour [6], and that the AOI cycle time is less than the takt time required to fulfil customer
batches ordered per unit of time, for example per month, using available production
resources, possibly using more than one solution AOI EdgeAl in parallel. The last
parameter is very important for factories producing small production batches
characterized by high technology for new product introduction (NPI).

4.9.12 Edge Al explainability and interpretability

This study is under development. First algorithms [9] and [10] have proved that the
sequence of two Al algorithms could be useful to explain and interpret defects: the first
should be specialized to find if the PCBA is affected or not by defects, whereas the second
should aim at finding the type of defect affecting the PCBAs and where the defect it is
located.

4.9.13 Al based standards relevant for the demonstrator

In the demonstrator we are using reference Al technologies in the target field, i.e. the Al
techniques mentioned in sections 4.9.6 and 4.9.7, de facto standard technologies
mentioned in different subsections such as GPU computing, Cloud computing and
Neuromorphic computing, and well known edge boards such as Jetson and ORIN NIVIDIA
boards, emerging computing intensive boards produced by Hailo [17], and STM32 chips.
This will facilitate the implementation and reuse of the proposed EdgeAl solution.

4.9.14 Demonstrator milestones
The following milestones were planned:

1. Implementing the VCD1.6 platform able to collect both online and offline data, store
them on a Network Attached Storage system available for Al processing on a multi-
GPU machine, and detect PCBA defects in real time using edge testing boards.

2. Checking the platform functioning using initial Deep learning algorithms for
discovering PCBA defects implemented on edge boards (i.e., NVIDIA TX2 and ORIN)

3. Implementing a dataset of images to allow partners to develop advanced and highly
performant Deep Learning algorithms to discover different types of PCBA defects, to
compare the performance with respect to the same dataset as recommended in [18]
and to explain defect causes and compute relevant metrology.

4. Developing the above Deep Learning algorithms, deploying them on the edge boards
and carrying out their testing online using the demonstration platform.
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5. Comparing the KPIs obtainable by the EdgeAl AOI approach with the ones of the
relevant inspecting machines on the market, such as AI-AOl OMRON VT S1080 and
verifying that the inference system allows producers to meet the quality required in
the semiconductor field.
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6. Carrying out experiments in the target environment to provide PCBA producers with
reliable and convenient AOI Al EdgeAl solutions either if they are mass production
farmers or if they produce small manufacturing lots featuring high technology for
New Product Introduction (NPI). Also, we aim at showing that EdgeAl AOI opens the
possibility to allow small factories to check their digital boards by using only the
needed cameras and a testing board whereas the trained model and its optimization
is carried out by a multi-GPU server on the cloud.

As shown in the following timetable, Milestones 1 and 2 were achieved from January to
October 2023. The other two Milestones will be hopefully achieved within October 2024
so that the results supporting the EdgeAl solutions will be presented at the 2024 EdgeAl
plenary meeting. Milestones 5 and 6 will be achieved within the end of the project, i.e.,
October 2025.

Jan-June July-Dec. Jan-June July-Dec.2 Jan-June July-Dec.
2023 2023 2024 024 2025 2025
October October October

M 01 - Implementing the
VCD1.6 platform

M 02 - Implementing first
Al algorithms for PCBA
defect detection on
NVIDIA boards

M 03 - Implementing
datasets to learn
typical PCBA defects

M 04 - Implementing
advanced Al algorithms for
PCBA defect detection on TX2,
ORIN and STM chips

M 5 - Comparing the KPIs
obtainable by the EdgeAl AOI
approach with the ones of relevant
inspecting machines

M 6 - Carrying out experiments in the target
environment to provide PCBA producers with
reliable and convenient AOI Al EdgeAl solutions ||

Figure 4.19: Milestones VCD1.6

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
72



& KDT JU

5 Synergies with other value chains and demonstrators
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The requirements and specifications defined for all demonstrators in VC1 form the basis
for further developments in work package 2 of HW/SW EdgeAl Platform Architecture and
System Design to work package 6 in evaluating, benchmarking, validating, and testing the
developed demonstrators.

All Demonstrators in the Semiconductor VC1 are addressing quality management and
quality improvement in the manufacturing. All partners focus on optimization and control
of industrial processes: with new tools, new methods, new approaches, new algorithms.

All demonstrators in the VC achieve an improvement in their production chain by
improving data quality and data management, through the implementation of tool sensor
data with machine learning algorithms, processing of data sets, automated process
control and by providing real-time feedback to domain experts for fast identification of
potential risks and fast decision making to ensure high quality production.

6 Conclusion

6.1 Contribution to overall picture

Requirements play a significant part in the Al-based systems development life cycle. The
NFRs and FRs are both likewise significant in the development of these systems.

FRs are relate to hardware, software, models, algorithms, or a combination of these. They
define what the demonstrator must do and what its features and functions are. and
describe system behaviour under specific conditions related to hardware, software,
models, algorithms. The analysis shows that the FRs are very diverse, subjective, and
challenging in defining the respective measures.

NFR describes the system’s operation capabilities and constraints that enhance its
functionality. These may be resilience, maintainability, security, reliability, speed, etc. as
defines e.g., in ISO 25100, 1ISO25010 standard.

Both, FRs and NFRs are documented respective tables per demonstrator. It includes the
features description, KPI's, the measures as well as the verification and validation
methods.

6.2 Relation to the state-of-the-art and progress beyond it

Table 6.1: State-of-the-art and beyond

Partner/Topic Description

IFAT With the Smart Semiconductor Manufacturing Assistant (SSMA) the holistic lot
check, root cause analysis and risk assessment will be automated by using Al-
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SCUBE based methods. The demonstrator is focused on the semiconductor industry,
and it is, according to our knowledge, the first of its kind. At IFAT novel
approaches will be introduced to extract, complete and refine information from
different knowledge sources as knowledge representation METIS (FMEA
Assistant, developed in funded project Al4DI), production- and equipment
related data sources as well as textual and graphical data information out of
diverse power point documents (e.g., 8D reports).

TU Wien For extraction and analysis of document information, there are two possible
approaches in the state of art. The first is to design a pipeline workflow that
respectively detects or recognise interesting graphical elements (e.g., boxes,
lines, texts), and then put all the detected results together in the semantical
integration module. The second is to adopt an end-to-end approach by using the
large model (e.g., vision transformer, GPT) to directly get the analysed results.
For regression analysis on data, the state of art is to apply time-series analysis
methods like spline, or to use deep-learning based model like RNN/transformer,
if there are enough training data available.

AMS-AT Virtual Metrology leverages machine learning to predict the process outcome
from real-time sensor data and production metadata. This will result in a
powerful new process and quality control tool, predicting the process outcome
for every single wafer. This will reduce the physical (measurement) steps
necessary during the production flow.

AMS-CH The VCD1.3 demonstrators aims at demonstrating the ability to perform edge Al
SYNS computation of sensor signals as close as possible from the sensors, enabling
low-power processing.

COGNI COGNI aims to digitalise the field of Maintenance, Repair and Operations
through the development of a recognition node capable of processing various
forms of sensory inputs and assisting with the recognition of machine
components associated with factory assembly lines.

INTRA INTRA's data fusion system offers a high-quality, scalable, and performant
solution for data aggregation and processing while being versatile and
adjustable.

GNT loT communications are associated with cybersecurity risks due to the

interconnected nature of devices, the potential exposure of sensitive data, the
multiple actors involved, including services that produce or consume data, host
infrastructure devices and users. Therefore, there is a high risk of unauthorised
actors to infiltrate in such communications. Furthermore, communication over
unencrypted channels allows potential unauthorised access to transmitted
information. GNT intends to contribute in mitigating such risks by bringing an
end-to-end framework that can provide authentication and authorisation of
services in IoT communications, based on certificates and TLS/AES encryption.
Special provisioning will be made for securing transfers of Al trained models
between edge and cloud nodes in the context of Federated Learning.

SCM The quality control of the sizing machine is made by an operator; therefore, there
is the possibility that human mistakes can occur. Also, the inspection done by
operator depends on his knowledge, which can be subjective. SCM, with its
partners, will produce an automated quality control that will standardize the
inspection of the mistakes, and speed up the process.
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DEEPS Deployment of very accurate defect discovery algorithms on line using NVIDIA
boards and STM chips, and contribution to develop metrology algorithms
powered by neuromorphic boards

STM Deployment of very accurate defect discovery algorithms on STM chips

UNIBO Development of advanced defect discovery algorithms on edge board featured
by very high accuracy and processing rate

UNICA Development of PCBA metrology algorithm using deep learning and
neuromorphic approach

UMIL Development of algorithm able to point out the types of PCBA defect and to
explain possible causes.

XTE Developing procedures to help managers to decrease production costs and to
meet the high quality required by customer in the due time.
HTS Deployment of the proposed EdgeAl AOI solution in an industrial setting by

evaluating the advantages of using STM chips and verifying that the solution
meets the KPIs required in the semiconductor field.

State of the art concerning the AI-AOI approach to detect PCBA defects has been
presented by HTS and DEEPS in the EdgeAl conference in Athens [19]. Traditional
inspection machines available on the market, e.g., the ones proposed by AEEON
[20] and Saki [21] are currently used in two steps of the PCBA production line

shown in the following picture but they are not provided with an Al approach.
SMT & Inspection Testing

AOI

Solder || st || Pk& 1 sor || Refow

Paste Place

AXI ICT || FCT

(a)
e

—
) e—

iﬁ.il

Printer SPI Chip Mounter A0l Reflow Oven AOI AXI

(b)

Figure 6.1: a) Printed circuit board (PCB) assembly process, and b)
typical implementation of the surface mount technology
(SMT)used in the production line

Recently, Al based improvement of AOI system has been proposed by OMRON
[15], Advantech [22] and a suitable library for PCB defect detection was proposed
by NVIDIA [23], but there are no clear results about the advantage of using such
approach to achieve better accuracy and higher throughput of the processed
PCBAs in the industrial setting. The EdgeAl approach is a promising solution to
outperform the current solutions at condition that the results obtained at
laboratory level may be confirmed in a realistic setting. Therefore, with this it
points out the research work currently carried out by each partner to go beyond
the state of art, i.e., to propose an EdgeAl solution able to work in the real
industrial setting satisfying both the FRs and NFRs proposed in sect.
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6.3 Impacts to other WPs, Tasks and SCs

Table 6.2: Outcome and impact

Partner/Topic

Description

IFAT

The activities are based on D1.1 Report on conceptual framework for edge Al
requirements and specification (T1.1) [24]. Further this deliverable will influence
development of demonstration in semiconductor industry D5.2 (T5.2) and
provides basis for evaluation of non-functional requirements which will be
further developed and conducted under D6.2 (T6.2).

SCUBE

The activity by this partner will mainly impact SSMA VCD1.1.

The requirements and specifications defined in D1.2 will guide the activities of
SCUBE in the subsequent WPs and Tasks. The main relevant WPs and Tasks are:
WP2 (T2.1, T2.2), WP4 (T4.1,T4.3), WP5 (T5.2, T5.3,T5.4), WP6 (T6.1 - T6.4), WP7 ,
and WP8.

TU Wien

The requirements and specifications defined in D1.2 will guide the activities of
TU Wien in the subsequent WPs and Tasks. The main relevant WPs and Tasks
are: WP2 (T2.1), WP4 (T4.4), WP5 (T5.1, T5.2), WP6 (T6.1, T6.2), WP7 (T7.2), and
WP8 (T8.2).

AMS-AT

The FRs and NFRs defined in this report are based on the guidelines developed
in D1.1, and will feed into further work in WP2, Task2.1 for VC1 - Digital Industry.

AMS-CH

The activity has an impact on VC1 - Digital industry, and on VCD1.3.

SYNS

The activity has an impact on VC1 - Digital industry, and on VCD1.3.

COGNI

Requirements formulated within T1.2 are to serve as the basis of development
of the Architecture and System Design according to WP2 Task 2.1 and 2.6, as well
as the development of the solution Framework within WP4 Tasks 4.3, 4.5, and
4.6. The level of completion of the set requirements will be validated within WP5
and WP6 as part of the Verification, Validation, and Testing process.

INTRA

The work to be carried out by INTRA is related to tasks T1.2, T4.2, T4.5 and T5.2,
while the verification and validation of the provided system will be reported in
the relevant tasks of WP6.

GNT

The work to be carried out by GNT in VCD1.4 is related to tasks T2.4, T4.6 and
T5.2, while the verification and validation of the provided system will be reported
in the relevant tasks of WP6.

SCM

The activity has an impact on VC1 - Digital industry, and on VCD 1.5.

DEEPS
STM
UNIBO
UNICA
UMIL

The activity carried out by the partner will impact both VC1.6 and VC1.5. DEEPS
will develop ML algorithms for finding PCBA's defects and metrology by taking
advantage respectively of the main learning paradigms in the literature and of
neuromorphic computing boards. Also, it collaborates in deploying the trained
model on NVIDIA bords and STM chips. UNICA, UNIBO, UMIL and STM will
collaborate in implementing advanced learning algorithms for defect detection,
explainability, and in deploying the trained model on the processing board
developed in the EdgeAl. The use of neuromorphic computing boards for
metrology will be deepened.

XTE
HTS

The activity carried out by the partner will impact mainly VC1.6. HTS will
coordinate the implementation of VCD1.6. It will activate the demonstrator
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architecture, collect, and store data related to good and bad PCBA from different
sources on NAS (Network Attached Storage) to train the neural network, and in
verifying that the EdgeAl solution is able to meet the KPIs featuring the most
relevant AOl systems available on the market. XTE is mainly involved in
implementing business analytics and reporting SW to support human decisions.

6.4 Contribution to demonstration

Table 6.3: Demonstrator contribution

Partner/Topic

Description

IFAT

Description, selection, and definition of most relevant FRs, KPIs and Measures
for VCD1.1 SSMA. Relevant standards are identified and SW/HW constraints
analysed

SCUBE

SCUBE contributes to the SSMA demonstrator. Our main contribution is to
develop a middleware/framework which is designed to integrate different data
sources and Al models and providing a way to deploy Al-based applications to
the wanted edge targets. For monitoring and inference a central point of access
for all edge targets will be implement.

TU Wien

TU Wien contributes to the SSMA demonstrator. TU Wien is mainly responsible
for designing an Al tool that can extract/analyse causal links from technical
diagrams and DoE data, and then integrating the analysed results into METIS.

AMS-AT

In this work, we defined the relevant FRs and NFRs for VCD1.2 and discuss the
expected challenges in model development and inference implementation.

AMS-CH

In VCD1.3 Sensor computation at the edge, AMS-CH contributes by furnishing
the sensor, by acquiring and labelling the dataset, by defining the demonstration
conditions and objectives, and by working jointly with the partner to develop and
deploy Machine Learning algorithms.

SYNS

In VCD 1.3, SYNS has provided the low-power SNN-based inference hardware
which will be used to implement the demonstrator. SYNS is working closely with
AMS-CH to support and advise on demonstrator implementation.

COGNI

For VCD1.4, COGNI will provide the hardware for the recognition nodes, along
with the general framework integrating all the other components, Al-based
Object Recognition algorithm, and database management capabilities of the
Demonstrator.

INTRA

For VCD1.4, INTRA will provide a highly scalable message distribution system that
will allow the real-time and fault resilient communication of COGNI's
components.

GNT

GNT will contribute to VCD1.4 by providing a cyber-security layer for
communications between VCD1.4 services on edge and cloud nodes, comprising
certificate-based authentication, encrypted communications, and a secure ML
model transfer mechanism.

SCM

SCM will collaborate with its partners in order produce quality control application
and validate it using Edge Al hardware and software.
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DEEPS

DEEPS will collaborate with HTS in activating the demonstrator platform. Also, it
will develop ML algorithms for: i) PCBA metrology by taking advantage of
neuromorphic computing boards, and ii) PCBA defects recognition using
relevant learning paradigms in the literature and their deployment on NVIDIA
edge boards and STM chips.

STM

STM will provide advanced learning algorithms for defect detection and will
support partners in deployment of the trained model on STM chips.

UNIBO

UNIBO will collaborate in implementing advanced learning algorithms for defect
detection, and in deploying the trained model on the processing board
developed in the EdgeAl.

UNICA

UNICA will collaborate in implementing advanced learning algorithms for PCBA
metrology taking advantage from neuromorphic computing boards

UMIL

UMIL will collaborate in implementing advanced learning algorithms for defect
detection and explainability

XTE

XTE will collaborate with HTS in implementing business analytics and reporting
SW to support human decisions.

HTS
VCD1.6
DEEPS

STM

HTS will coordinate the implementation of VCD1.6. It will collect and store data
related to good and bad PCBAs from different sources on NAS (Network
Attached Storage) to train the neural network. HTS is responsible of activating
the demonstrator platform together with DEEPS, in carrying out the verification
procedure using OMRON VT 1080, and of implementing business analytics and
reporting.

In the first year contributions were given mainly by HTS, DEEPS and STM. The
other partners started on 2023 preliminary studies of advanced Al algorithms
suitable for PCBA defect discovery using optical inspection and for explaining
possible causes as well as for PCBA metrology. Development of such Al
algorithms will be done mainly by Universities, whereas their deployment on
edge testing boards, will be carried out mainly by HTS, DEEPS, and STM, during
2024. Validation of the Al algorithms as well as the demonstration of the
feasibility and convenience of the proposed EdgeAl approach on an industrial
setting will be carried out by all the partners in 2025.

6.5 Other conclusions and lessons learned

Table 6.4: Other conclusions and learnings

Partner/Topic

Description

IFAT

Identification of functional requirements, constrains, measures and KPIs in
alignment with project partners. The common interpretation of the functional
domains cannot be transferred directly to a software-based tool such as the SSMA.
However relevant parallels can be drawn. Furthermore, the interaction of the
various databases in the entire data landscape must be carefully considered and
is essential for data connection, data extraction and linking in the SSMA.

SCUBE

Evaluation on the requirements have shown that going to the deep edge or
micro edge in running production line will be challenging due to multiple
constraints. Finding a safe and efficient way of integration will be key
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TU Wien (Team building, good communication and brainstorming will greatly help of the
definition of requirements and cooperation among different partners.

AMS-AT  |One key challenge emerging is the completeness and correctness of the datasets
used to train the Al model: Diverse data sources must be integrated correctly, and
issues in the data pipelines overcome.

AMS-CH |[NA

SYNS N.A.

COGNI N.A.

INTRA N.A.

GNT N.A.

SCM One important aspect for our demonstrator is the gathering of the dataset; to
achieve high Al accuracy, we understood that the dataset must be comprehensive
and clear.

VCD1.6: |The study carried out in [19] and published in the book EdgeAl 2023 highlighted

DEEPS three main solutions for AOI existing on the market or emerging from research in

STM the digital industry, namely the one based on an inspection machine [15], called IS

UNIBO in Figure 6.2, those that make use of a GPU workstation equipped with high-

UNICA precision cameras [25], called GS in Figure 6.2, and the one based on a test board

UMIL placed near the conveyor belt that sends the images to the cloud server for online

XTE and continuous learning [6], called ES in Figure 6.2

HTS Also, a fourth solution consisting of cameras that send images to a cloud server

for testing and learning, which we call CS in Figure 6.2 was found in the literature
that it is useful if processing speed is not a critical requirement [26].

Lessons learned from the literature are shown in Figure 6.2 as strengths and
weaknesses of available solutions for Al-based AOI of PCBAs. The EdgeAl solution
called ES has high potential but very few industrial applications. The expected
results of the demonstrator should prove that ES is a viable solution for AOI in the
digital industry.

IS :“:_4_(,...,&.,..... m't,ﬁ

Test and Classificati Learning and Strengths]
15 local no OL and C1 CLOSED SYSTEM

HR CAMERA GOOD ANALYTICS TOOLS
G5 local OLand CL TOO EXPENSIVE
HR CAMERA GPU WS HIGH PRECISION

ES lacal OLand CL | FEW IND. APPLICATIONS deud
HE CAMERA CLOUD SERVER HIGH POTENTIAL =

cs cloud OLand CL OO SLOW

HR CAMERA CLOUD SERVER INEXPENSIVE

Figure 6.2: Weaknesses and Strengths of Al AOIl solutions proposed
by recent applications in digital industry, i.e., the ones denoted by IS
and CS, and research studies, i.e., the ones denoted by GS and ES
Finally, the demonstrator is based on 2D images, but a study will be done during
the implementation of the use case to clarify if and how illumination of the PCBAs

may allow to test 3D images to better point out PCBAs defects as envisaged in [27]
and [28].
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