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1 Publishable summary 

This deliverable D1.3 (Report on energy industry requirements and specification for edge) 

presents the implementation of the proposed requirements framework reported in 

deliverable D1.1 (Report on conceptual framework for edge AI requirements and 

specification). It covers the four demonstrators in the energy industry value chain (VC2). 

The topics covered in the demonstrators are: intelligent water tank energy optimisation, 

embedded edge approaches for intelligent distributed energy systems, mesh intelligent 

lighting, and efficient AI-based attack-detection for security-sensitive edge devices and 

systems. 

The document comprises the demonstrators' description, system-level architecture and 

edge AI design flow, edge AI hardware accelerators, modules and platforms, software 

building blocks, modules and edge AI-based algorithms, edge AI framework, methods, 

techniques, training and inference implementation, functional and non-functional 

requirements, terminology, relevant standards, and the initial plan for verification, 

validation, and testing. 

2 Non-publishable summary 

N.A. (This deliverable has dissemination level "Public"). 

3 Introduction and Scope 

3.1 Purpose and target group 

WP1 addresses the requirements and specifications driven by the different industrial 

domains and the technology integrators for solutions for AI at the edge, managing the 

design stack and middleware. These requirements are translated into a set of functional 

and non-functional requirements, KPIs and measures used to monitor technology 

development and the evolution of the demonstrators in the digital industry, energy, agri-

food and beverage, mobility, and digital society domains during the project's lifetime. 

This deliverable D1.3 focuses on the energy industry domain and covers implementing 

the proposed requirements and specification framework reported in deliverable D1.1 for 

the demonstrators in the energy industry value chain (VC2). It comprises functional and 

non-functional requirements, terminology, relevant standards, etc., which are of interest 

across industrial application domains within the project value chains. 
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3.2 Contributions of partners 

Table 3.1 briefly explains which partner were involved and their activities in their various 

chapters. 

Table 3.1: Partner contribution 

Chapter Partner Contribution 

1; 2; 3; 

4; 5; 6 

SINTEF SINTEF is the project coordinator and leading the value chain VC2 and 

the demonstrator VCD2.2 work. In T1.3/D1.3 SINTEF addressed the 

analysis of edge AI applications developed in the VC2 demonstrators 

and worked with the partners in the value chain to define the 

requirements and specifications including the KPIs and measures for 

validation. 

3.2; 4.7; 

5; 6 

NXP-DE NXP-DE investigated the use case attack detection/classification 

together with UZL as a partner. Several AI models and algorithms were 

analysed and evaluated in terms of accuracy and robustness but also 

implementation cost. Thereby, not pre-dominant neural network 

architecture variants, recurrent as well as memory-less, were 

investigated to identify the best possible network architectures for this 

emerging edge-AI use case. 

3.2; 4.7; 

5; 6 

UZL UZL collected and analysed the requirements of building an AI 

accelerator for attack detection on edge devices. Therefore, several AI 

models and algorithms were analysed and evaluated. The work was 

carried out together with NXP-DE. 

3.2; 4.4; 

4.5; 6 

FE FE is leading task T1.3 and the demonstrator VCD2.1 work. In T1.3/D1.3 

FE developed the description of the demonstrator on intelligent water 

tank energy optimisation and provided the functional and non-

functional requirements for AI-based technologies used in the 

demonstrator, the KPI and measures for validation. 

3.2; 4.4; 

4.5; 6 

NXTEN NXTEN worked with FE, NXTEN and SINTEF to provide the description of 

the demonstrator on intelligent water tank energy optimisation and 

provide the functional and non-functional requirements for AI-based 

technologies used in the demonstrator, the KPI and measures for 

validation. 

3.2; 4.6; 

6 

PROLUX PROLUX is leading the demonstrator VCD2.3 work. PROLUX defined the 

demonstrator on mesh intelligent lighting and provided the functional 

and non-functional requirements for AI-based technologies used in the 

demonstrator, the KPI and measures for validation.  

3.2; 4.4; 

4.5; 4.6; 

6 

NXTECH NXTECH was involved in the definition of the three demonstrators in 

VC2 and provided the functional and non-functional requirements for 

AI-based technologies used in these demonstrators, the KPI and 

measures for validation. 
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3.3 Relation to other activities in the project 

Deliverable D1.3 is based on T1.3 work and addresses the analysis of requirements and 

specifications for EdgeAI in the domain of the energy industry (VC2) based on the factors 

elaborated in task T1.1. A study of typical edge AI applications is conducted before the 

demonstrators' requirements and specifications (KPIs and measures) are defined at the 

application level. The results of task T1.3 are utilised in the subsequent work packages 

WP2, WP3, WP4 and in relation to the integration in WP5 and the validation and testing in 

WP6. The task T1.3 results are utilised in task T5.1 (Strategies for AI HW/SW verification 

and integration of enabling technologies) and T5.3 (Energy industry - Edge AI HW/SW 

verification and integration of enabling technologies), and in task T6.1 (Methodologies for 

edge AI benchmarking, validation, and testing in the application domains) and task T6.3 

(Energy industry - selected demonstrators for industrial edge AI benchmarking, validation, 

and testing). 

4 VC2 Energy 

4.1 Value chain overview 

Value chain VC2 covers the energy sector in the project. The VC2 vision is to develop 

advanced distributed-edge AI technologies for applications and services at the 

intersection of mobility, energy, and building industrial sectors to support European 

stakeholders in driving the engine for innovation and entrepreneurship in sustainable 

energy.  

 

Figure 4.1: Embedded edge approaches for intelligent distributed energy system  

Intelligent distributed energy systems are essential for optimising the energy sector 

sustainably and efficiently. Embedded edge computing approaches play a significant role 

in making these systems more intelligent and more responsive. 

These involve technology issues and approaches such as edge devices and sensors, edge 

computing, data processing, real-time monitoring and control, machine learning and AI at 
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the edge, energy storage management, decentralised energy grids, 

security/cybersecurity, seamless edge-cloud integration, interoperability, 

reconfigurability, and scalability. 

4.2 Value chain objectives 

The VC2 objectives are to: 

• Develop real-time feature engineering AI-based solutions for diagnostic and 

predictive using edge AI models to combine historical data, weather patterns, 

energy system parameters, and other information to implement, manage and 

optimise the energy used by appliances and users. 

• Develop decentralised or distributed edge intelligent monitoring systems for 

energy management systems considering feature-engineering processes. 

• Provide new analysis tools for appliances and energy management systems, 

including load prediction, classification of consumers/ loads, load profiling, 

anomaly detection, estimation, energy consumption prediction, and scheduling 

intelligent energy brokerage. 

• Implement energy data monitoring, processing, analysing, and controlling 

capabilities into energy management systems across the edge continuum using 

embedded AI on heterogeneous HW/SW platforms and advance the autonomous 

feature engineering process for energy data forecasting. 

• Develop a set of demonstrators at the intersection of mobility, energy and building 

industry sectors that comprise heterogeneous scenarios involving smart meters, 

IIoT devices, lighting, energy gateways and on-premises energy management 

systems. 

The VC2 is focused on research topics delivering demonstrators in the energy field, and 

four demonstrators are aligned with VC2 and its objectives. 

4.3 Value chain structure and demonstrators  

The VC2 structure and the list of demonstrators are presented in Table 4.1. 

Table 4.1 VC2 Energy structure and list of demonstrators 

VC2 Energy  

AI and edge processing technologies 

AI Technologies: AI-based modules, algorithms, middleware, federated learning, emergent AI 

technologies 

AI Frameworks and Libraries: TensorFlow Lite, TensorFlow Lite Micro, PyTorch, Keras, Prophet 

Toolchains: NanoEdge AI Studio, Edge Impulse Studio, AutoML, Cube.AI 

Edge Processing: Micro (Smart Meter, IIoT devices), Deep (Energy Gateway), Meta (On-premises 

Server – Energy Management System) 

HW/SW Platforms: STM 32, NXP, Neuromorphic Modules 
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Data: Time series energy and different parameter sensors data. 

2.1 
Intelligent Water Tank Energy 

Optimisation 
FE, NXTEN, NXTECH       

2.2 
Embedded Edge Approaches for 

Intelligent Distributed Energy Systems 
SINTEF, FE, NXTEN, NXTECH       

2.3 Mesh Intelligent Lighting PROLUX, SINTEF, NXTECH       

2.4 

Efficient Attack-Detection Based on 

Neural-Networks for Security Sensitive 

Systems 

NXP-DE, UZL       

 

Three main relevant functional and non-functional requirements (FR and NFR) are 

identified and defined for each demonstrator.  

The FRs define how the system/ subsystem/ component should work, while the NFRs 

define the quality attributes of the system and software.  

The methodology for identifying and defining the NFRs is based on the ISO/IEC 25010 [1] 

standards framework which gives a set of eight quality characteristics with associated sub-

characteristics, and the ISO/IEC 25023 [2], which describes how to apply the quality 

characteristics to measure product performance.  

Table 4.2 gives an overview of the relationship between the two standards. 

Table 4.2: NFR - overview ISO/IEC 25010 [1] and ISO/IEC 25023 [2]   

Characteristics Sub-Characteristics Measures 

ISO/IEC 25010 ISO/IEC 25023 

Functional suitability 

Functional appropriateness 

Functional appropriateness of usage 

objective 

Functional appropriateness of system 

Functional completeness Functional coverage 

Functional correctness Functional correctness 

Reliability 

Availability 
System availability 

Mean down time 

Fault tolerance 

Failure avoidance 

Redundancy of components 

Mean fault notification time 

Recoverability 
Mean recovery time 

Backup data completeness 

Maturity 

Fault correction 

Mean time between failure 

Failure rate 
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Test coverage 

Performance 

efficiency 

Time behaviour 

Mean response time 

Response time adequacy 

Mean turnaround time 

Turnaround time adequacy 

Mean throughput 

Resource utilization 

Mean processor utilization 

Mean memory utilization 

Mean input/output device utilization 

Bandwidth utilization 

Capacity 

Transaction processing capacity 

User access capacity 

User access increase adequacy 

Usability 

Appropriateness 

recognizability 

Description completeness 

Demonstration coverage 

Entry points self-descriptiveness 

Learnability 

User guidance completeness 

Entry fields defaults 

Error messages understandability 

Self-explanatory user interface 

Operability 

Operational consistency 

Message clarity 

Functional customizability 

User interface customizability 

Monitoring capability 

Undo capability 

Understandable categorization of 

information 

Appearance consistency 

Input device support 

User error protection 

Avoidance of user operation error 

User entry error correction 

User error recoverability 

User interface aesthetics 
Appearance aesthetics of user 

interfaces 

Accessibility 

Accessibility aesthetics of user 

interfaces 

Supported languages adequacy 
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Security 

Confidentiality 

Access controllability 

Data encryption correctness 

Strength of cryptographic algorithms 

Integrity 

Data integrity 

Internal data corruption prevention 

Buffer overflow prevention  

Non-repudiation Digital signature usage 

Accountability 
User audit trail completeness 

System log retention 

Authentically 
Authentication mechanism sufficiency 

Authentication rules conformity 

Compatibility 

Co-existence Co-existence with other products 

Interoperability 

Data formats exchangeability 

Data exchange protocol sufficiency 

External interface adequacy 

Maintainability 

Modularity 
Coupling of components 

Cyclomatic complexity adequacy 

Reusability 
Reusability assets 

Coding rules conformity 

Analysability 

System log completeness 

Diagnosis function effectiveness 

Diagnosis function sufficiency 

Modifiability 

Modification efficiency 

Modification correctness 

Modification capability 

Testability 

Test function completeness 

Autonomous testability 

Test restart ability 

Portability 

Replaceability 

Usage similarity 

Product quality equivalence 

Functional inclusiveness 

Data reusability/import capability 

Adaptability 

HW environmental adaptability 

System SW environments adaptability 

Operational environment adaptability 

Install ability 
Installation time efficiency 

ease of installation 
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4.4 Intelligent water tank energy optimisation (VCD2.1) 

Water heaters are a crucial component of any household, providing hot water for various 

purposes ranging from showering to washing clothes, dishes, and other cleaning 

requirements. Therefore, a water heater's performance and effectiveness are essential 

for a household's smooth running. Intelligent water heaters are innovative appliances that 

utilise new technology to optimise hot water usage in modern homes. These smart water 

heaters incorporate sensors and algorithms to analyse hot water usage patterns, water 

temperature, and other relevant data to adjust hot water production based on user 

demand intelligently. The result is a water heater that adapts to the household's needs 

while saving energy and reducing utility costs. 

4.4.1 Demonstrator description 

The VCD 2.1 demonstrator comprises an AI-based hardware/software solution, including 

AI algorithms and the middleware for processing the energy data at the edge. The VCD 

2.1 demonstrator aims to provide an intelligent, scalable, automated, user-friendly energy 

monitoring, analysing, and controlling solution within a building. It further aims to: 

• Enable self-learning using ML and DL algorithms adapted to different 

configurations of a local energy network. 

• Implement an edge computing topology with embedded AI into the micro- and 

deep-edge nodes to increase edge devices’ processing and sensing capabilities.  

• Lower the threshold for technology implementation and adoption.  

Water heaters are, in general, components that are expected to work, and no more 

thoughts are given until failure, and only cold water is provided in the tap. However, times 

are changing, and utilising the water heater as a thermal battery needs some insights to 

ensure it works efficiently for those who don’t care or understand how to fiddle with any 

settings. Hence, easy setup is paramount, so consideration must be given to the 

interaction of physical interface, mobile app or web dashboard, which also must satisfy 

the expectations of the technology-competent users. 

Regarding energy efficiency and sustainability, if insulation losses are excluded, a water 

heater should be considered 100% efficient as the heater element is purely resistive. 

Adding insulation to lower the insulation is a part of the mechanical design and outside 

the scope of the demonstrator. In the project, energy efficiency is calculated as part of a 

closed system (the household), but reacting to external factors like the electricity cost and 

accumulated need of the grid operator, considering low fluctuations of power demand on 

the grid, especially in periods of high demand. Integration with other systems must be 

regarded as for energy optimisation to work.  

The demonstrator is scalable to adapt to different building sizes and types and can 

customise for different types of water heaters. For any household, there are several 

choices, such as sizing the water heater due to floor area and the number of residents, 

whether it will be combined with heater floors, maybe a heat pump preheating water, or 

local photovoltaics. 
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Figure 4.2: The micro-edge water heater ecosystem 

Data protection and security must be considered when connecting any device to the 

internet. This is also valid for a water heater. If anyone can see that it has not been used 

for some time, it indicates nobody is home and could be helpful information for burglars. 

An outline of encryption methods, user authentication processes, and compliance with 

relevant protection regulations will be considered. Energy savings data visualization aims 

to demonstrate how energy and cost savings become achievable. The demonstration will 

be compared to the most common installations, with no smartness or intelligence. 

4.4.2 Demonstrator objectives and KPIs 

The overall EdgeAI project objectives addressed in VCD 2.1 are presented in Table 4.3.  

Table 4.3 VCD2.1 Objectives and KPIs 

 

The demonstrator comprises an AI-based HW/SW solution, including AI algorithms and 

the middleware for processing the energy data at the edge. 

Demonstrator Objectives KPI Target Value 

Develop an AI-based hardware/ 

software edge platform solution 

for energy monitoring for water 

heater tanks. {O1} 

AI software algorithms 

for resource constrain 

devices. 

Algorithm memory use reduction 

50% compared with the start of the 

project. 

Implementation of AI-based deep- 

edge and micro-edge embedded 

systems and IIoT devices designed 

for energy and buildings in 

industrial environments. {O3} 

Design and concepts for 

AI-based deep- edge 

and micro-edge 

embedded systems. 

Two designs and concepts for each 

edge class. 
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The first demonstrator objective involves creating software and preparing the hardware.  

The software and AI-based models will be developed first on evaluation or development 

boards. The next step will be to choose an appropriate microcontroller or microprocessor, 

memory, and other hardware resources when the performance criteria are known.   The 

edge AI platform will be capable of monitoring energy usage, the amount of hot water 

compared to cold water (State of Charge), usage patterns, and efficiency metrics, and 

include a form of temperature regulation. 

This requires the development of AI algorithms suitable for resource-constrained devices, 

which are efficient in terms of computational resources, like CPU and memory usage, and 

optimised to run on devices with limited processing power.   

The target is a 50% reduction in algorithm memory usage compared to the start of the 

project. The benchmark for this is set by using the first working algorithm and comparing 

it to its optimised state by the end of the project. Many iterations are considered to 

improve the efficiency of the AI algorithms.   

To develop this solution, some aspects that will be in focus: 

• Hardware Development: Decide and install the necessary hardware on a test water 

tank to collect data. This hardware needs to be compatible with edge computing 

interfaces. 

• Hardware-Software Co-Optimisation: Decision upon hardware to be used and 

software in tandem to ensure they are well-matched and optimised for each 

other's capabilities and constraints. 

• Data Processing: Efficient data processing and feature selection to ensure that only 

relevant data is used for analysis, reducing computational load. 

• Algorithm Development: Create AI algorithms to process and analyse the collected 

data. Given the resource constraints of edge devices, these algorithms must be 

designed to be lightweight and tailored for low-memory needs. 

• Optimisation: Test iterations of the AI algorithms to reduce memory usage, aiming 

for the reduction target. 

• Deployment and Monitoring: After successful testing, deploy the system and 

continuously monitor performance, adjusting as necessary. 

• Integration and Testing: Integrate the hardware and software components and 

test the system to ensure it meets the initial requirements and performs reliably. 

• Monitoring and Optimisation: Implement a continuous improvement process 

where the algorithms are regularly updated and optimised based on real-world 

performance data. 

 

The second demonstrator objective requires understanding suitable applications for the 

deep-edge and micro-edge. The latter would typically be used for initial capture and 

immediate local processing. The former is more suitable for data aggregation, more 

complex processing and informed decision-making that requires a broader overview of 
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data. An important element concerning the micro-edge is the value of knowing the State 

of Charge. The first design will, therefore, target the State of Charge (SoC) is the ratio of 

available useful heat to the total possible useful heat. This is implemented using vertically 

distributed sensors inside the water heater tank to assess SoC. It also explores enhancing 

accuracy by adding a water flow sensor, including time-dependent factors like insulation 

losses and water mixing. 

The second design will focus on the concept of on-device-learning for an adaptive water 

heating schedule, utilising on-device learning to optimise heating schedules based on 

real-time data and user behaviour. Here, the system's ability to adapt to changing usage 

patterns autonomously is emphasised, as well as maintaining privacy, reducing data flows 

between devices, and relying on other devices. 

For deep-edge, the two designs to be considered. One focusing on an AI software design 

will be made for aggregation of data, which could be from multiple similar micro-edge 

devices, to update algorithms for the concept of inference, where the model or algorithm 

is deployed to the micro-edge devices. The second design explores a lightweight 

dashboard for energy consumption analytics and the concept of a balancing controller for 

multiple micro-edge-controlled water heaters. This deep-edge device manages the load 

distribution for facilities with numerous water heaters, using AI algorithms to balance the 

load among heaters based on real-time demand, balancing operational efficiency and 

energy demand reduction. 

4.4.2.1 The water heater 

A traditional water heater has heating elements at the bottom of the tank, sometimes 

with additional heating elements on the top. Cold water enters the tank at the bottom, 

and heated water is tapped from the top, as illustrated in Figure 4.3. Hence, one can have 

hot water in the shower when the water tank heating elements are turned off.  A typical 

tank volume is 200-300 litres, giving a total stored energy of 10-25kWh depending on input 

water temperature (2°-20°C) and set temperature (by the user) in the tank, typically 60°-

85°C.  

 

Figure 4.3: Electric water heater – temperature layers and water flow 

The water heater to be investigated in the test lab has two resistive heating elements. 

Hence, the heating steps are 0W, 1kW, 2kW and 3kW.  
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By controlling the set temperature and the amount of hot water at the top of the tank, the 

tank can be used as a battery, which can be charged when the cost of power is lower or 

in optimising energy from local solar panels.  Heat loss at room temperature 20ºC and 

boiler temperature 65ºC are estimated to be 83W for Connected 300L.   The insulation 

losses will somehow be dependent on the SoC,  

4.4.2.2 New grid rental pricing model 

Norway introduced in 2022 a new pricing model for grid rental. The goal is to even out 

consumption throughout the day. 

By lowering peak consumption, the power grid is utilized more efficiently. The power grid 

must be dimensioned for that one hour of the year with the highest consumption. 

By utilizing the grid better, significant costs are saved, thus keeping the grid rental as low 

as possible for the consumers. 

The power grid is a large joint venture paid for by users through grid rental. Hence, 

running a reliable and robust grid keeps costs low by smoothing the power. The new 

pricing model facilitates the more intelligent use of electricity and is profitable for those 

using more smart or intelligent devices. 

Previously, only the number of kWh affected grid rental with an energy component and a 

fixed component, plus taxes. Now, the fixed component has tiered levels.    

The fixed component is calculated based on the average of the three highest daily peaks 

in any given month. This means the average of the three hours in the month determines 

the household's tier level. Hence, by spreading the electricity consumption throughout 

the day, the household will get a lower fixed component than spending a lot of electricity 

all at once. 

The energy component is determined by the number of kWh spent and at what time. 

Generally, it is cheaper at night than during the day and weekends. 

An electric water heater is found in all households and can be a significant power 

consumer, depending on the number of residents and their usage habits. Thus, 

optimizing its energy use is an innovative starting point for intelligent power management 

in the home.   

4.4.2.3 Electricity meter 

The introduction of new AMS meters in recent years is part of a necessary modernization 

and upgrade of the electricity grid. As a result, most homes have had their old electricity 

meters in the fuse box replaced. AMS stands for "advanced measuring and control 

systems" but is often called smart electricity meters, automatic electricity meters, or 

automated meter readings.   
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An AMS meter records and reports the electricity consumption to the utility company 

down to the hourly level. This means no need for manual read and recording of the 

electricity. In other words, the meter ensures only actual consumption is paid for. 

Consumption recording down to every 15 minutes is in the line. This is due to higher 

amounts of unregulated solar and wind energy production in the power grid. 

All electricity meters are equipped with a physical output called the HAN port (Home Area 

Network).  

By connecting to the HAN port, information is available for: 

• Current electricity consumption (power draw) 

• Electricity consumption over the past hour 

• Voltage level 

• Excess power (e.g., from solar panel systems) that is fed into the grid. 

4.4.2.4 Photovoltaic 

Combining rooftop Photovoltaic (PV) panels and water heaters in a household, combined 

with edge processing, presents a cutting-edge approach to energy efficiency, cost 

reduction, and sustainable living. PV panels, which convert sunlight into electricity, enable 

homeowners to generate their power, thereby reducing dependence on the grid and 

realizing savings on energy bills. Although there are challenges, such as roof orientation 

and varying weather conditions, the environmental benefits and contribution to grid 

stability make PV installations an asset for modern homes. 

When combined with water heaters, the capabilities of PV (photovoltaic) systems are 

greatly enhanced. Solar-generated electricity can directly fuel traditional electric water 

heaters, ensuring the water tank's immediate consumption of the generated power. This 

eliminates the need for power to flow through the AMS. This integrated approach 

between the two systems results in heightened efficiency, optimized energy utilization, 

and increased financial savings. 

 

Figure 4.4: State of charge (SoC) – Percentage of hot water in the water tank 
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4.4.3 Demonstrator system level architecture and edge AI design workflow 

The water heater demonstrator's architecture integrates micro-edge and deep-edge 

components. Including a smart meter creates the base for a cohesive system that 

optimizes water heating efficiency and, if installed, leverages renewable energy sources. 

The architecture must ensure seamless data exchange and coordinated operation 

between all components and processing layers. 

A water heater is the primary device for heating water, powered by the electrical grid. A 

smart meter measures the power flow and direction and reports the net energy 

consumption for the house or building. Sensors gather real-time data, including water 

temperature and water flow. Photovoltaic panels are optional but can power the water 

heater behind the meter or contribute to the overall energy grid.  

Data Inputs: The electricity forecast for the next day is a key input for planning heating 

schedules and optimizing energy use. Weather inputs are optional but provide additional 

data for predictive analytics, especially useful if solar components are integrated. 

 

Figure 4.5: Edge architecture 

Edge AI workflow consists of micro-edge or deep-edge. Micro-edge enables local data 

handling and control decisions with real-time sensor data adjustments to heating based 

on current electricity rates or solar availability. Deep-edge involves more data processing 

like data aggregation, analysis and integration of data from micro-edge devices, smart 

meters, and external sources. It uses AI algorithms for predictive analytics, considering 

electricity forecasts and optional weather data. It also coordinates the operation of the 

water heater with the broader energy system, optimising for forecasted conditions and 

user demand patterns. 
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Micro-edge processing is close to data sources for immediate data processing and control 

actions. Deep-edge processing handles more complex data integration, longer time series 

than micro-edge, and updating models and algorithms for inference on micro-edge 

devices. Both processing methods enhance privacy as no data needs to leave the 

premises. 

An edge-AI workflow can be defined to start with Python for prototyping and algorithm 

development and then transition to C for the final implementation on a microcontroller. 

Here, a proposed workflow is structured as follows: 

• The development of algorithms and logic in Python due to Python's simplicity and 

extensive libraries makes it ideal for rapid prototyping and testing logic and 

algorithms. Using Python for simulation of an environment in which the 

microcontroller will operate. This step is crucial for ensuring sound logic before 

porting it to C. 

After the prototype is functional and tested in Python, the code will be optimised for 

efficiency. This involves making it more concise, removing unnecessary parts, and 

ensuring it meets the memory and processing constraints of the microcontroller.  

• The optimised Python code will be translated into C. The microcontroller 

manufacturer provides translation tools. This step requires an understanding of 

memory management, how to reduce the model size, and, where applicable, 

quantising the weights, meaning losing precision, and pruning, which removes 

parts of the model that have less impact on the output. 

• Test of C code in a desktop environment to catch syntax errors or logical mistakes. 

• Use software tools to emulate the microcontroller environment or simulate the C 

code's interaction with the microcontroller's hardware and peripherals. 

• Adapting the C code to the specific microcontroller's development environment, 

considering hardware constraints, memory limitations, and specific hardware 

peripherals. 

• Use the microcontroller's IDE to compile the C code and flash it onto the 

microcontroller. 

• Doing real-world testing and debugging on the actual hardware with testing on the 

existing microcontroller hardware to ensure the code operates as expected. 

• Debug and Refine: Debug any issues that arise and refine the code for better 

performance, power efficiency, and reliability. 

• Once thoroughly tested and refined, deploy the code for final use in the 

microcontroller-based application. 

A suitable interface design offers user-friendly access to system performance data, 

control settings, and manual override options.  
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In addition, adaptive control allows users to adjust settings based on personal 

preferences while providing automated suggestions for optimal energy usage. 

The demonstrator system's architecture is designed to integrate various components and 

processing layers intelligently for optimal water heating efficiency. By incorporating smart 

meters, solar panels, and electricity forecast algorithms, the system leverages edge AI for 

real-time and strategic decision-making. The proposed architecture enhances energy 

efficiency and provides flexibility and control to the users, aligning with sustainable energy 

practices. 

The edge AI module must support turning off the edge processing if the user wants to use 

another intelligent smart house control.  

Alternatively, the user can manually control it, like turning it into a 'dumb' water heater, 

heating on whenever the State of Charge is less than 100%. 

4.4.3.1 Demonstrator system level architecture – Initial application 

The initial application in the figure below shows the starting point for developing the new 

water heater control, going from smart to (artificial) intelligent heater. The initial 

application, as described, serves as a foundational model for developing a new, 

production-ready intelligent water heater. This transition is not just an upgrade in 

technology but a paradigm shift in managing and optimising water heating. 

The current model features a microcontroller based on the ARM architecture, containing 

no AI-relevant modularity. This microcontroller enables smart control, primarily driven by 

electricity pricing, to determine optimal heating times. A touch interface is a part of the 

water heater for set up and user monitoring. A smartphone app allows remote 

monitoring, displaying the same information as the local interface. The water heater can 

be monitored from any location with an internet connection through a cloud-based 

system. The same cloud provides the next-day electricity prices. The module includes a 

Wi-Fi radio module and microcontroller interfaces such as SPI, I2C, UART, GPIO, ADC and 

debug pins, facilitating broad connectivity options. Heating elements are controlled by 

power relays, where the microcontroller controls the relays in turn. Power relays 

controlled by the microcontroller manage the heating elements. The design allows the 

heating elements to be fully controlled by any external device via a built-in API when the 

smart function is turned off. That leaves developers able to concentrate solely on edge 

processing algorithms and model development. 

Hence, transitioning from a smart water heater to an intelligent one involves significant 

advancements in control technology. The initial model's robust hardware and connectivity 

framework provides an excellent platform for this evolution, enabling focus on developing 

sophisticated edge processing capabilities. The demonstrator design will be pivotal in 
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realising a production-ready intelligent water heater, marking a significant leap in 

inefficient, adaptive, and user-centric water heating solutions. 

 

Figure 4.6: The initial application 

 

4.4.3.2 Development application 

The development application for the water heater system builds upon the initial 

application by introducing an advanced edge AI module, preferably a development or 

evaluation or a system-on-chip.  

 

Figure 4.7: Application in development 

This module is central to the new functionality and intelligence of the system, enabling 

sophisticated software operations, including on-device learning and inference. This edge 

AI module is the main component of the development application, providing advanced 
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processing capabilities necessary for intelligent system control and data analysis and 

supporting machine learning tools for classification and pattern recognition. 

The module will host the new software, driving features like communication with and data 

logging from the smart meter (SM). The system interfaces with the SM through its Home 

Area Network (HAN) port. A wired connection can be established, but as the HAN port can 

supply a small amount of power, a wireless communication module is also feasible, 

offering installation flexibility. 

Simulating various data types such as water consumption, photovoltaic (PV) output, solar 

insolation, and external temperature is crucial for developing diverse user case scenarios. 

This approach allows for thorough testing and optimization of the system under different 

conditions. 

Flow meters and temperature sensors come in many variations, such as a typical 

temperature sensor and a click-on flow meter in the Figure. These devices are easy to 

install but require calibration before use. They are suitable for test scenarios where quick 

installation and removal may be needed. Integrated flow meters are designed for 

permanent installation in line with existing water pipes, requiring professional plumbing 

services for installation. 

 

Figure 4.8: Temperature and water flow measurement devices 

Opting for digital flow and temperature sensors simplifies wiring and interfaces for the 

test tank, enhancing the ease of integration.  

In high-volume production settings, using the ADC capabilities of microcontrollers for 

sensor data processing should be considered for cost-effectiveness. 

The development application of the demonstrator system introduces significant 

advancements by integrating the edge AI module. This addition enhances the system's 

intelligent capabilities and opens avenues for extensive testing and optimization through 

data simulation. The choice of flow meters, sensors, and communication methods with 

the smart meter will play a crucial role in the system's functionality and adaptability. This 
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development phase is essential in refining the system architecture and ensuring its 

readiness for diverse and practical real-world applications. 

4.4.3.3 Demonstrator system level architecture – Target application 

The water heater system's final design will retain the preliminary application's 

foundational structure. However, it will incorporate a significant upgrade in the form of 

an advanced microcontroller. This new microcontroller will be adept at edge processing 

and on-device inference, enabling more sophisticated and efficient water heating control. 

Some considerations are to be made for sensor integration. The necessity of integrating 

a flow meter is a critical consideration. While it adds to the system's accuracy in 

monitoring water usage, it also significantly increases the overall cost. The installation's 

specific requirements may guide the decision to include a flow meter. It can be offered as 

an optional feature for those interested in upgrading it or installing a new water heater.   

Considering the temperature sensors, determining the optimal number and placement 

of temperature sensors is essential. More sensors can enhance the accuracy of state-of-

charge calculations, but this must be weighed against the cost implications. Finding a 

balance between precision and cost-effectiveness is crucial. 

 

Figure 4.9: The final target application 

The choice of microcontroller will influence other hardware requirements, such as the 

need for digital signal processing, external memory, and accelerator units. The 

specifications and size of this memory, crucial for storing data and algorithms, will be the 

subject of detailed analysis during the development phase. This aspect is illustrated in 

Figure 4.8 of the design documentation. 

The final design of the water heater system aims to push the boundaries of efficiency and 

accuracy through technological enhancements while remaining conscious of cost and 
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practicality. The development stage will thoroughly examine component needs, hardware 

capabilities, and overall system optimization. The outcome will be a refined, intelligent 

water heater system that aligns with the needs of modern, efficient, and technologically 

advanced installations. 

The trade-off between enhanced system capabilities and the financial impact of additional 

components is a pivotal decision point in the design process. This includes assessing the 

value of adding extra temperature sensors and a flow meter against its cost, including 

manual montage and plumbing costs. 

4.4.4 Edge AI Hardware accelerators, modules, and platforms  

A platform combines hardware and software, providing a comprehensive environment 

for developing and running applications. The supporting hardware includes 

microprocessors or microcontrollers, sensors and networking capabilities, associated 

software tools, libraries, and operating systems.  

The platform must provide the necessary tools and resources for developing, testing, and 

deploying deep learning or machine learning models at the edge. The required 

computational power hardware accelerators could be included, like Neural Processing 

Units (NPU) or Graphix Processing Units (GPUs) that are optimised for AI tasks.  

Other options are Digital Signal Processors (DSP) specialised for processing data in real-

time and field-programmable Gate Arrays (FPGA) that can be reprogrammed to desired 

application or functionality requirements after manufacturing. They are ideal for high-

speed, real-time processing and can be tailored for specific tasks, like signal processing or 

encryption. 

Wi-Fi communications modules are required as a part of the development hardware and 

later in production. Bluetooth should also be considered a necessity to enable direct 

communication from other devices, 

The choice of hardware accelerator depends on the specific requirements of the edge 

processing task, such as the need for real-time processing, AI inference, or signal 

processing. These accelerators significantly enhance the performance and efficiency of 

tasks that would be otherwise challenging for general-purpose processors. 

4.4.5 Software building blocks, modules, and edge AI-based algorithms 

Operating systems are an important choice. Here, the selection may be dependent on the 

software developer's preferences. Different operating systems can be used during the 

development phase, depending on the task and available computer resources. For the 

microcontroller, using real-time operating systems plays a crucial role in managing the 
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device's resources and processes. Data processing libraries handle data streams; for 

example, signal processing is vital, especially for sensor readings.  

Different edge AI-based algorithms can be employed in water heater control to optimise 

energy consumption while maintaining a high user experience. These algorithms 

effectively manage heating processes and energy usage by utilising one or more 

temperature sensors and real-time data analysis. Possible AI-based algorithms that are 

evaluated for implementation are listed below: 

• Predictive Temperature Control uses historical usage patterns and weather 

forecasts to predict when and how much heated water will be needed. Adjust the 

set temperature of the water heater and heating schedule accordingly to ensure 

heated water is available when required while minimising energy consumption 

during periods of low demand. 

• Occupancy Detection uses sensors to determine when people are in the building 

or specific rooms. Adjust the water heater's operation based on occupancy to 

avoid heating water when it's unnecessary. 

• Temperature Setpoint Optimisation can be used as part of the control algorithms 

to optimise temperature setpoint based on factors like user preferences, weather 

conditions, and time of day. For example, reduce the water temperature during 

warm weather to save energy. 

• Fault Detection and Diagnostics (FDD) algorithms to monitor the health of the 

water heater and detect any malfunctions or inefficiencies. This can help in 

preventive maintenance and reducing downtime. 

• Demand Response programs may be offered by utility companies, which means 

adjusting the water heater's operation based on signals from the utility to reduce 

energy consumption during peak demand periods. 

• Reinforcement learning algorithms that continuously learn and adapt the water 

heater's control strategy based on user behaviour and environmental factors. This 

can lead to more efficient operation over time. 

• Scheduling algorithms that consider residents' daily routines to heat water at 

optimal times, reducing energy waste. For example, preheat water before 

expected shower times. User behaviour and preferences could be analysed using 

AI models. 

• Safety features that can be integrated into the algorithms to detect potentially 

dangerous conditions, like the likelihood of overheating due to sensor failure.   

The selection of algorithms and sensors will depend on the desired objectives, like cost 

and/or energy savings, user comfort, equipment longevity, water heater features, and 

available data sources. 
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4.4.6 Edge AI framework, methods, and techniques 

A set of edge AI frameworks considered to be used in the demonstrator design and 

development are listed below.   

• Keras is a popular open-source deep learning framework that provides tools and 

a structured environment for building and training neural networks, often on top 

of a platform like TensorFlow. Tensorflow and Keras primarily use Python as their 

programming language. 

• PyTorch is a framework used in the fields of AI and deep learning. It is known for 

its simplicity and ease of understanding, particularly in research and development, 

suited for rapid prototyping. 

• Scikit-learn is a library providing a range of data mining and analysis tools. It 

includes a wide array of supervised and unsupervised learning algorithms. This 

includes classification, regression, clustering, dimensionality reduction, model 

selection and preprocessing. It provides a consistent interface for different 

machine learning models and comprehensive documentation. It is helpful for tasks 

like segmentation, statistical modelling, and building recommendation systems. It 

is suitable for traditional machine learning but not recommended for deep 

learning. 

• ONNX is an open-source format designed to represent machine learning models 

and is a standardised format that facilitates the representation of deep learning 

models.  

• TensorFlow is an open-source software library for high-performance numerical 

computation with a flexible architecture that allows easy deployment across 

various platforms (CPUs, GPUs, TPUs) and from servers to mobile and edge 

devices. 

• TensorFlow Lite is a mobile library for deploying models on mobile devices, 

microcontrollers, and other edge devices. 

4.4.7 Edge AI training implementation and datasets 

The size of the generated dataset(s) will be determined by the granularity, which is the 

number of additional temperature sensors evenly distributed vertically within the inner 

tank of the water heater, in addition to the default temperature sensor, and the 

frequency, which is reciprocal of the time interval between each sampling.   

For the training implementation, the following steps are considered: 

• Preprocessing steps must be applied to format the dataset to ensure compatibility 

with the chosen framework. This involves normalization, missing value imputation, 

and outlier detection. 
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• Dataset split: the dataset should be split into three subsets: training set (70-80%), 

validation set (10-15%), and testing set (15-20%). The validation set aids in 

hyperparameter tuning and model selection. Key benefits include expedited 

hyperparameter tuning, minimized overfitting risk, and enhanced model 

generalization. On the downside, the training set size might be reduced, and 

managing these subsets might require extra effort. 

• Metrics are essential to define and gauge the performance of the trained model. 

Standard metrics for regression tasks include Mean Absolute Error (MAE), Mean 

Squared Error (MSE), and R-squared. For classification, metrics like accuracy, 

precision, recall, and the F1-score can be considered. 

• Model Selection where some potential model choices are, given that the water 

heater generates time series data. 

• Model initialization of model weights and biases ensures faster convergence and 

reduces the chances of getting stuck in local minima when done appropriately. 

• Loss function measures the difference between the predicted and actual values. 

Choices include Mean Squared Error for regression and Cross-Entropy for 

classification. 

• Optimization algorithm alternatives like Gradient Descent, Adam, or RMSprop 

adjust model parameters based on the loss function to minimize errors. 

• Training loop phase, the model learns from the training data by repeatedly 

adjusting its parameters using the optimization algorithm until a stopping criterion 

is met. 

• Hyperparameters are set before training and aren't learned from the data. Their 

tuning is pivotal because the correct hyperparameters can considerably affect 

model performance. This can be a complex and lengthy process, given the various 

combinations to evaluate. 

• Overfitting occurs when the model performs exceptionally well on the training data 

but poorly on new, unseen data. Techniques like dropout, regularization, and early 

stopping can help mitigate overfitting. 

• Evaluation: After training, the model's performance is assessed using the testing 

set to ensure it generalizes well to new data 

4.4.8 Edge AI inference implementation 

Edge AI inference implementation deploys AI models and algorithms directly on edge 

devices for real-time data processing and decision-making. A model suitable for edge AI 

must be chosen, considering the size of the model, memory requirements and latency. 

Some key points of edge AI implementation in the context of a household water heater 

are:  
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• Low latency is provided by Edge AI implementation due to real-time or near-real-

time processing of data, reducing the latency associated with sending data to the 

cloud for analysis.  

• Security and privacy are enhanced by edge AI by processing sensitive data locally 

without the need to transmit it to external servers. This is particularly important in 

scenarios involving personal data or critical infrastructure. Security and privacy 

using edge AI techniques retain local data, and raw data never leaves the premises. 

Additionally, the surface for potential cyberattacks is reduced due to fewer 

endpoints of access to sensitive information. A household water heater may collect 

data and reveal patterns about the residents' daily routines. 

• Bandwidth efficiency as only relevant information or results are sent to the cloud. 

• Hardware acceleration equipped on many edge devices with specialised hardware 

(e.g., GPUs, TPUs, and NPUs) accelerates AI inference, improving performance and 

efficiency. Model compression to fit AI models on resource-constrained edge 

devices, techniques like model quantisation and pruning are often used to reduce 

the model's size while preserving accuracy. Inference optimisation is addressed by 

fine-tuning to optimise performance and minimise resource utilisation on edge 

devices. Model pruning, layer fusion or model parallelism can increase inference 

speed and reduce memory footprint. 

4.4.9 Datasets 

A model, or a time-dependent mathematical representation, will be developed for the 

water boiler to provide an estimate of its State of Charge.   

In the context of a water boiler, a model could be a set of equations that describe how the 

temperature of the water changes over time based on various inputs and conditions.  To 

validate this model or expression, one or more datasets will be generated.  

Granularity with temperature readings at multiple locations will determine accuracy of 

the temperature gradient.   

The needed accuracy is dependent on the requirements in the function requirements.   

The time constant of the system will determine the frequency of the readings.   

4.4.10 Non-functional requirements 

Beyond its core functionally of heating water, the non-functional requirements (NFR) 

define something about the performance of the water heater and what qualities it should 

possess.  This will better ensure that the boiler meets regulatory requirements, safety 

standards as well as user expectations.   
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Table 4.4: NFRs, KPIs and Measures for VCD2.1 – Reliability (Maturity) 

NFR-1 Reliability (Maturity) 

ID EdgeAI_VC2_D1_NFR-1. 

Name Characteristics: Reliability, Sub-Characteristics: Maturity (ISO/IEC 

25010). 

Definition The ability of the water heater to exhibit fault correction, despite 

potential faults within its edge-AI control algorithm. 

Description In case of potential fault, reduce future discomfort by performing fault 

correction. 

What is measured Number of times boundaries of upper and lower allowed temperature 

are crossed. 

KPI Boundary compliance rate (BCR) [%] 

BCR = 100 - (number_of_temperature_boundary_crossings / 

total_number_activations) * 100 

Method of collection and 

measurement 

Temperature measurements. Incidents stored into a memory, for 

lower and upper temperature crossings. 

Target Value BCR > 5 % 

Verification and 

validation method 

Continuous monitoring and logging of water outlet temperature. 

 

Table 4.5: NFRs, KPIs and Measures for VCD2.1 – Usability (Learnability) 

NFR-2 Usability (Learnability) 

ID EdgeAI_VC2_D1_NFR-2. 

Name Characteristics: Usability, Sub-Characteristics: Learnability (ISO/IEC 

25010). 

Definition Ensure learnability by ensuring a user-friendly interface and intuitive 

control for user. 

Description Provision of self-explanatory user interface with intuitive controls, and 

status of temperature and time-capability of warm water delivery. 

What is measured User satisfaction rating. 

KPI Usability score on a scale ranging from 1 to 10. 

Method of collection and 

measurement 

Let various persons tyre the interface, observe time spend to perform 

some common functions.  Measure task success rate and time on task. 

Target Value Target value to be at least 8 on a scale from 1 to 10. 

Verification and 

validation method 

Usability test with 10 different people related to the company, 

measuring task success rate and time on task.  Record the values. 
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Table 4.6: NFRs, KPIs and Measures for VCD2.1 – Security (Confidentiality) 

NFR-3 Security (Confidentiality) 

ID EdgeAI_VC2_D1_NFR-3. 

Name Characteristics: Security, Sub-Characteristics: Confidentiality (ISO/IEC 

25010). 

Definition Access to generated data and control functionalities are strictly 

protected preventing unauthorised adjustments of parameters. 

Description Confidentiality implies that sensitive information related to user 

patterns and preferences are only available to authorised entities. 

What is measured Unauthorized access attempts and successes. 

KPI Unauthorized Access Rate (UAR):  

Successful_attempts / Total_access_attempts * 100. 

Method of collection and 

measurement 

Monitor outcome penetration testing. 

Target Value No successful access (0) should be achieved when login/password are 

not known beforehand. 

Verification and 

validation method 

Penetration testing and use experience of the access control to ensure 

that security measures do not impede usability. 

 

4.4.11 Functional requirements 

The functional requirements stated are the most basic requirements of the water heater. 

 

Table 4.7: FRs, KPIs and Measures for VCD2.1 – State of charge 

FR-1 State of charge 

ID EdgeAI_VC2_D1_FR-1 

Name State of charge.  

Definition Estimate the State of Charge (SoC) which is proportional to thermal 

energy stored in the water heater. 

Description To provide an accurate estimate of SoC, to indicate how much thermal 

energy remains. 

What is measured The EdgeAI should measure and estimate the SoC as a percentage of 

total energy. 

KPI Achieve an SoC estimation accuracy within a specified percentage of the 

actual remaining energy. 

Method of collection and 

measurement 

Monitoring of temperature sensor(s) and flow measurement sensor(s). 

Target Value Deviation < 10% 
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Verification and 

validation method 

Conduct controlled tests where energy input and output are precisely 

measured to validate the accuracy targets. 

 

Table 4.8: FRs, KPIs and Measures for VCD2.1 – Energy optimisation 

FR-2 Energy optimisation 

ID EdgeAI_VC2_D1_FR-2. 

Name Energy optimisation. 

Definition Optimize energy usage for delivery of tempered water while minimizing 

energy consumption and maintaining user comfort and reliability. 

Description Analysis of real-time data, historical usage patterns, and external factors 

to make dynamic adjustments to the heating operations. 

What is measured Difference in energy consumption before and after enabling and 

disabling of algorithm, while maintaining same level of user experience. 

KPI Percentage reduction in energy consumption while maintaining or 

improving service quality and reliability. 

Method of collection and 

measurement 

Utilize sensors and external monitoring tools and log energy 

consumption and user satisfaction metrics before and after edge-AI at 

work. 

Target Value Achieve at least a 5% reduction in energy consumption while 

maintaining user comfort and reliability. 

Verification and 

validation method 

Continuously measure and compare the same metrics to evaluate the 

effectiveness of the optimization strategies. 

 

Table 4.9: FRs, KPIs and Measures for VCD2.1 – Energy forecasting 

FR-3 Energy forecasting 

ID EdgeAI_VC2_D1_FR-3. 

Name Energy forecasting. 

Definition Prediction of future energy consumption based on historical data, user 

habits, and other relevant factors. 

Description Analysis of past energy consumption patterns, identify trends, inputs 

like peak energy hours, user schedules to predict energy usage. 

What is measured Predicted energy usage vs. actual energy usage over a given period. 

KPI Accuracy percentage of the energy usage forecast compared to actual 

consumption. 

Method of collection and 

measurement 

Storage of historical energy consumption data, retrieve real-time 

energy usage, and compare the forecasted values with actual values. 

Target Value Forecasting accuracy of 10% or higher. 

Verification and 

validation method 

Over a given test period, use the forecasts and compare them to actual 

consumption. 
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4.4.12 Verification, validation and testing initial plan 

The verification, validation, and testing (VV&T) process ensures safety, reliability, 

functionality, and conformance to requirements and regulations. The VV&T process 

covers the physical attributes of the water heater and the edge processing functions. 

Use cases can be useful for VV&T, and input in this phase is based on simulated values. 

For each of the VV&T processes, the contribution can be summarised as follows: 

• Verification: Use cases help verify that the software meets its functional 

requirements. By outlining the specific actions a user can perform, they provide a 

clear roadmap for what needs to be tested. During development, use cases can 

serve as a reference to ensure that all the functionalities are implemented as 

intended. 

• Validation: Use cases are often based on real-world scenarios, making them ideal 

for validating that the software behaves as expected in practical situations. They 

can be used to create scenarios for User Acceptance Testing (UAT), where users 

test the software to validate that it meets their needs and expectations. 

• Testing: Use cases can be directly transformed into test cases, providing a basis for 

systematic hardware, software, AI models and dataset testing. Since use cases 

typically describe actions from start to finish, they are valuable for conducting end-

to-end testing.  

The use cases illustrate how a smart water heater can interact with various components 

like PV systems and V2G electric vehicles to optimise water heating efficiency, cost, and 

energy source utilisation. By integrating data such as electricity pricing, weather forecasts, 

and consumption patterns, the system can make intelligent decisions that balance energy 

or power flow and cost savings with user needs. All use cases consider the fixed and 

energy components. 

• Use Case 1: Optimising Water Heating with Electricity Pricing and Consumption 

Data 

o Objective: Minimise the energy costs for water heating while ensuring an 

adequate hot water supply. 

o Methodology: The system tracks real-time electricity prices and water 

consumption patterns. The system heats water during off-peak hours or 

when the electricity prices are low, storing it in an insulated tank. The 

system adjusts the heating schedule based on historical and current water 

usage data to ensure hot water availability during peak demand times. 

• Use Case 2: Integration with Photovoltaic (PV) System 

o Objective: Utilise solar energy for water heating to reduce reliance on the 

grid and lower energy costs. 
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o Methodology: The system monitors the electricity generated by the PV 

panels. When sufficient solar power is available, the water heater prioritises 

using this renewable energy source. The system switches to grid electricity 

if solar power is insufficient, preferably during lower-cost periods. The 

system can play with the two heating elements in the test water heater to 

change the load pattern. 

• Use Case 3: Solar Heater with Weather Forecast Integration 

o Objective: Maximise the use of solar thermal energy for heating water. 

o Methodology: The system integrates weather forecasting data to predict 

solar heater performance. It plans water heating schedules based on 

expected solar insolation, heating more water when sunny days are 

forecasted. During periods of low solar availability, the system 

compensates by using electricity from the PV system or the grid. 

• Use Case 4: Vehicle-to-Grid (V2G) Electric Vehicle Integration 

o Objective: Utilise the electric vehicle's battery as an energy storage solution 

to assist in water heating management. 

o Methodology: The electric vehicle (EV) communicates its charging status 

and battery capacity to the water heater system. When the EV is connected 

and has excess energy, the system can draw power from the EV's battery 

for heating water, especially during peak electricity price periods. The 

system ensures that the EV battery is adequately charged for the user's 

needs, prioritising water heating when there's surplus capacity. 

o In the electric vehicle (EV) domain, a few manufacturers have recently 

introduced equipment that enables EVs to supply energy to grid-connected 

homes. Transferring power from the EV's chemical battery to a home's 

thermal storage (water heater) incurs local energy losses. However, this 

trade-off can be beneficial, as it reduces the demand on the electrical grid 

during peak periods. Therefore, despite the energy losses, such a system 

can be considered acceptable and advantageous, especially during high 

energy demand. 

• Use Case 5 (optional): Integrated Smart Energy Management, combining the 

previous use cases. 

o Objective: Create an integrated energy management system that optimises 

using various energy sources for efficient and cost-effective water heating. 

o Methodology: The system intelligently manages energy sources – grid 

electricity, PV, solar heater, and V2G EV – for optimal water heating. It 

considers real-time energy costs, weather forecasts, solar energy 

production, and EV battery status to make decisions. The goal is to 
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maximise the use of renewable energy and minimise energy costs while 

ensuring a consistent hot water supply. 

4.4.13 Edge AI explainability and interpretability 

Explainable AI (XAI) refers to AI systems and techniques that enable human users to 

comprehend and trust the output of machine learning algorithms. While traditional black-

box machine learning models lack transparency and interpretability, XAI techniques 

promote explainability by allowing users to access and understand the internal workings 

of AI models.   Few methods and models that make interpretability possible and are 

considered for evaluation are listed below: 

• Decision trees - Provide a hierarchical structure of decisions based on features or 

attributes and can easily be visualized. Each node represents a decision based on 

a feature, allowing humans to trace the decision-making process. 

• Local interpretable model-agnostic explanations (LIME) – This model-agnostic 

technique explains individual predictions of any black-box model. It generates 

interpretable explanations by locally approximating the model's behaviour using a 

simpler, interpretable model, such as linear regression. 

• Shapley additive explanations (SHAP) - This model-agnostic technique provides 

explanations for individual predictions. It uses game theory concepts to allocate 

contributions to each feature, measuring the impact of its presence or absence on 

the model's output. SHAP values provide insights into the importance of features 

and how each feature influences the prediction. Rule-based models are 

transparent models that generate predictions based on a set of rules defined by 

domain experts. These models are interpretable because the rules are easily 

comprehended and can be traced back to decision-making. 

• Partial dependence plots (PDPs) - Show the relationship between a specific feature 

and the model's predicted outcome. They plot the expected prediction as the 

feature's value changes while holding others constant. PDPs allow users to 

understand how changes in a feature influence the model's output and detect 

potential nonlinearities or interactions between features. 

• Linear Regression Models provide good interpretability while being relatively 

simple. The weight assigned to each feature directly corresponds to its influence 

on the model's output. 

4.4.14 AI based standards relevant for the demonstrator 

Some standards that could come into play for development, deployment and 

interoperability of Edge-AI: The list is not exhaustive. 
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ONNX (Open Neural Network Exchange) - An open standard for representing machine 

learning models, allowing interoperability between different frameworks and hardware.   

Some other standards that could come into play for development, deployment and 

interoperability of Edge-AI:  

ISO/IEC 27001 - A standard for information security management systems, crucial for 

securing edge AI systems. 

NIST Cybersecurity Framework - Guidelines for improving cybersecurity, which are 

applicable to edge AI systems. 

GDPR (General Data Protection Regulation) - Relevant for ensuring data privacy when 

processing data at the edge. 

ISO/IEC JTC 1/SC 42: ISO/IEC JTC 1/SC 42 - Is a joint technical committee of the 

International Organization for Standardization (ISO) and the International Electrotechnical 

Commission (IEC). SC 42 is responsible for developing standards for artificial intelligence. 

While not specific to edge AI, their work encompasses various AI-related areas, including 

edge computing. 

EN 61508 - This European standard addresses the functional safety of electrical, 

electronic, and programmable electronic systems. It is important for ensuring the safety 

of Edge AI systems, particularly in industrial and critical infrastructure applications. 

EN 303 645 - This standard focuses on cybersecurity for IoT devices, which are often at 

the heart of Edge AI implementations. Compliance with this standard can enhance the 

security of Edge AI devices. 

4.4.15 Demonstrator milestones 

The accomplished and next upcoming project milestones that are most relevant for the 

VCD 2.1 demonstrator is given in Table 4.10. 

Table 4.10: Project milestones relevant for the VCD 2.1 demonstrator 

No Milestone name WPs Date Means of verification Status VCD 2.1 

M1 Strategy and key 

elements for 

defining and 

collecting the 

requirements and 

specifications. 

WP1, 

WP7, 

WP8 

Jun 

2023 

(m7) 

Basis for EdgeAI strategic 

activities are concluded: Public 

communication (D7.1), 

dissemination (D7.2), project 

handbook (D8.1), risk 

management plan (D8.2), first 

revision of data management 

plan (D8.3). On technical side the 

conceptual framework for 

requirement analysis is finalized 

(D1.1). 

Accomplished 

(D1.1-m07). 
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M2 Requirements and 

specifications 

completed. 

WP1, 

WP2 

Dec 

2023 

(m13) 

Requirements in WP1 are 

finalized (D1.2-D1.6) and the work 

in WP2 is progressing. 

Submitted 

(D1.3-m12). 

M3 System level 

design completed. 

WP1, 

WP2 

May 

2024 

(m18) 

WP1 and WP2 are concluded 

(D1.7, D2.1-D2.6 submitted). 

Ongoing 

(D1.7-m14  

and D2.3-m18). 

 

Demonstrator VCD 2.1 next steps towards the upcoming milestones: 

• Continue the work on the road-mapping for cross-industrial domains edge AI 

requirements and specification (D1.7). 

• Continue the work on defining applications scenarios and developing 

demonstrator 1 in VC2. 

4.5 Embedded edge approaches for intelligent distributed energy systems 

(VCD2.2) 

4.5.1 Demonstrator description 

Delivering the Green Deal objectives requires reducing energy consumption, which will 

cut emissions and shrink energy bills for users, be they household, office or commercial. 

As a result, energy companies are expected to implement tariffs based on consumption 

and availability, which will further boost consumer requests for monitoring, analysing, 

forecasting, and controlling their energy consumption and, consequently, their 

opportunity to optimise their budgets. This will also have tangible benefits for energy 

companies because energy consumption forecasting is essential to matching energy 

consumption with the right supply level. The VCD 2.2 demonstrator aims to investigate 

embedded edge approaches for developing a system that provides automated edge 

processing with AI capabilities, as well as mesh communication among devices, to enable 

the autonomous operation of appliances, solar installations, storage, and electric vehicles 

to self-regulate and optimise the consumption and exchange of energy. It further aims to:  

• Provide an edge processing concept with AI capabilities for energy monitoring and 

controlling applied to heterogeneous energy networks. 

• Develop AI algorithms implemented at the deep- and micro-edge to self-regulate 

and optimise the consumption and exchange of energy between appliances/loads. 

• Evaluate different HW/SW platforms for implementing AI functions at the edge of 

resource-constrained devices. 

• Gain insight into factors affecting energy consumption, providing opportunities to 

address them and improve energy efficiency.  

• Alert stakeholders of current and future anomalously high or low energy 

consumption, providing opportunities to correct or prevent faults, respectively.  
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4.5.2 Demonstrator objectives and KPIs 

The overall EdgeAI project objectives addressed in VCD 2.2 are presented in: 

Table 4.11 VCD 2.2 Objectives and KPIs 

4.5.3 Demonstrator system level architecture and edge AI design workflow 

The overall concept of the demonstrator is illustrated in Figure 4.10, including embedded 

scalable platform, intelligent processing gateway and requirements as: 

• Configurable, manageable, and scalable. 

• AI-capabilities. 

• Multiple network connectivity: Wi-Fi, BLE, LoRa, Wi-SUN. 

• Mini PCIe and M.2 sockets expansion. 

 

 

Figure 4.10: Edge processing with AI capabilities for heterogenous energy networks 

 

Demonstrator Objectives KPI Target Value 

Development of edge AI-based 

frameworks supporting different 

OSs and hardware platforms for 

energy sector. {O2} 

Edge AI frameworks 

applied to different 

OSs. 

Implement and validate the edge AI 

framework and the optimisation 

algorithms on two different OS's. 

Integration of hardware/software 

algorithms, topologies, and AI-

based platforms for heterogenous 

energy networks. {O4} 

Evaluation of AI-based 

HW/SW platforms with 

wireless capabilities. 

Validate and test at least 2 HW/SW 

platforms to be used at the edge for 

heterogenous energy networks. 
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4.5.4 Edge AI Hardware accelerators, modules, and platforms  

Modular solution including: 

• Multi board embedded intelligent gateway 

• Linux/Windows 

• M.2/PCIe extensions for Wi-Fi, BLE, LoRA, Wi-SUN 

• Coral Mini PCIe Accelerator 

4.5.5 Software building blocks, modules, and edge AI-based algorithms 

Modular gateway platform and software to enable and support several communication 

protocols on optimise processes and pipelines for data collection, data exploration from 

several sensors and provide AI modelling, training, and deployment into operations. 

• Linux and Windows OS 

• Python used as programming language. 

o Python libraries for data science (NumPy, SciPy). 

o Python algorithm libraries for machine learning (scikit-learn, Theano, 

TensorFlow). 

• Container-based virtualization. 

• AI models development.  

• AI methods. 

4.5.6 Edge AI framework, methods, and techniques 

An overview of the programming language and the AI/ML model training frameworks are 

given in Table 4.12.   

Table 4.12: Edge AI/ML framework (VCD 2.2) 

Programming language AI/ML framework 

Python 

 
 

PyTorch 
 

Keras 
 

TensorFlow 
 

TensorFlow Lite 
 

 

4.5.7 Edge AI training implementation and datasets 

The data sets are still under evaluation:  

• Data collection from the wireless entities connected to the gateway.  

• Design of experiment data sets based on different operation conditions of the test 

scenarios. 



 

 

 

 

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the 

EdgeAI KDT JU project consortium without prior permission of the beneficiaries in written form.  

40 

• Connectivity reports and traffic data. 

• Gateway information from the logfile. 

4.5.8 Edge AI inference implementation 

The inference implementation: 

• Linux-based edge gateway with multiple communication protocols and with AI 

accelerator board.  

o Integrated on algorithms that are running on deep edge. 

o Laboratory validation bench and test in indoors conditions. 

• Optimization of the algorithms on the scenarios for the other demonstrators (e.g., 

VCD2.3). 

• AI computing at the edge optimization. 

4.5.9 Non-functional requirements 

Three non-functional requirements (NFRs) are defined that match well the value chain 

and its demonstrator VCD 2.2. The definitions of the NFRs are aligned with the definitions 

in the ISO/IEC 25010 standard [1].  One KPI and one measure are defined for each NFR. In 

Table 4.13, Table 4.14 and Table 4.15 we present three relevant NFRs, KPIs and Measures 

for the demonstrator. 

Table 4.13: NFRs, KPIs and Measures for VCD2.2 – Reliability (Availability) 

NFR-1 Reliability (Availability) 

ID EdgeAI_VC2_D2_NFR-1 

Name 
Characteristics: Reliability, Sub-Characteristics: Availability (ISO/IEC 

25010). 

Definition 
Degree to which a system, product or component is operational and 

accessible when required for use in a specified period. 

Description Energy management system availability and mean downtime. 

What is measured The occurrence of system downtime for a specified period of time. 

KPI Qualitative [%]. 

Method of collection and 

measurement 
Demonstrator evaluation. 

Target Value Availability ≥ 90% 

Verification and 

validation method 
Validation of availability/downtime parameters. 

 

Table 4.14: NFRs, KPIs and Measures for VCD2.2 – Maintainability (Reusability) 

NFR-2 Maintainability (Reusability) 

ID EdgeAI_VC2_D2_NFR-2 



 

 

 

 

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the 

EdgeAI KDT JU project consortium without prior permission of the beneficiaries in written form.  

41 

Name 
Characteristics: Maintainability, Sub-Characteristics: Reusability 

(ISO/IEC 25010). 

Definition 
Degree to which the intelligent gateway can be used in more than one 

energy management system, or in building other systems. 

Description 
How efficient the gateways functional blocks can be used to other 

energy management system regarding reusability assets. 

What is measured 
The efficiency of the functional block used in different energy 

management applications. 

KPI Qualitative [%]. 

Method of collection and 

measurement 
Demonstrator evaluation. 

Target Value At least 80% reusability. 

Verification and 

validation method 
Validation of reusability. 

 

Table 4.15: NFRs, KPIs and Measures for VCD2.2 – Portability (Adaptability) 

NFR-3 Portability (Adaptability) 

ID EdgeAI_VC2_D2_NFR-3 

Name 
Characteristics: Portability, Sub-Characteristics: Adaptability (ISO/IEC 

25010). 

Definition 

Degree to which a system or product can effectively/efficiently be 

adapted for different or evolving HW/SW or other operational/usage 

environments. 

Description 
Adaptability to the evolving AI-based algorithms running on the HW/SW 

architecture. 

What is measured Types of AI-based algorithms running on the platform. 

KPI Qualitative [Times]. 

Method of collection and 

measurement 
Demonstrator evaluation. 

Target Value 
Types of AI-based algorithms increased with 3 times from the start to 

the end of the project. 

Verification and 

validation method 

Validation of the types of AI-based algorithms running on the intelligent 

gateway. 

 

4.5.10 Functional requirements 

Three functional requirements (FRs) are defined that match well the targeted 

implementation of the VCD 2.2 demonstrator and its system design. One KPI and one 

measure are defined for each FR, that will be used for supervising the development and 



 

 

 

 

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the 

EdgeAI KDT JU project consortium without prior permission of the beneficiaries in written form.  

42 

the demonstrator results. In Table 4.16, Table 4.17 and Table 4.18 we present three 

relevant FRs, KPIs and Measures for the demonstrator. 

Table 4.16: FRs, KPIs and Measures for VCD2.2 – Communication multiprotocol 

FR-1 Communication multiprotocol 

ID EdgeAI_VC2_D2_FR-1 

Name Communication multiprotocol. 

Definition 
Seamless integration of wireless communication protocols into AI 

enhanced gateway. 

Description Wireless communication protocols supported and used by the system. 

What is measured Number of compatible wireless protocols used. 

KPI Quantitative [#]. 

Method of collection and 

measurement 
Demonstrator evaluation. 

Target Value At least 3 different wireless protocols. 

Verification and 

validation method 
Validation of 3 wireless protocols. 

 

Table 4.17: FRs, KPIs and Measures for VCD2.2 – Wireless range 

FR-2 Wireless range 

ID EdgeAI_VC2_D2_FR-2 

Name Wireless range. 

Definition 
Wireless coverage area of the communication protocols integrated in 

the intelligent gateway. 

Description 
Wireless communication range optimised for indoors use in a typical 

residential/office building including normal obstacles. 

What is measured 
The maximum functional distance between the gateway and 

nodes/sensors. 

KPI Quantitative [m]. 

Method of collection and 

measurement 
Demonstrator evaluation.  

Target Value Minimum 30m inside for at least one communication protocol. 

Verification and 

validation method 
Validation of 30m wireless transmission link. 

 

Table 4.18: FRs, KPIs and Measures for VCD2.2 – AI algorithms 

FR-3 AI algorithms 

ID EdgeAI_VC2_D2_FR-3 

Name AI algorithms. 
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Definition Prediction algorithms for energy optimisation at deep edge. 

Description 
The ability to take advantage of collected data and optimise energy 

consumption (residential/office) in a specific period. 

What is measured 
The optimised energy consumption compared with the 

actual/measured energy consumption. 

KPI Quantitative [%]. 

Method of collection and 

measurement 
Demonstrator evaluation. 

Target Value AI model accuracy ≥ 90% for a specified period of time. 

Verification and 

validation method 
Accuracy. 

 

4.5.11 Verification, validation and testing initial plan 

The strategies for edge AI HW/SW verification and integration of the enabling technologies 

will be carried out in WP5 and task T5.1, and the results provided in deliverable D5.1 

(m21). Defining the methodologies for edge AI benchmarking, validation and testing in the 

application domain will be carried out in WP6 and task T6.1, and the results provided in 

deliverable D6.1 (m28). 

4.5.12 Edge AI explainability and interpretability 

Understanding the reasoning behind AI decisions and ensuring transparency in edge AI 

models and systems are essential for building trust among end users and stakeholders. 

Explainability in edge AI refers to the ability to explain the decision-making processes of 

an AI model in a manner that is understandable to the end user.  

In contrast, interpretability refers to the decision-making process of an AI model, 

providing insights into the features and patterns influencing its predictions. AI 

explainability and interoperability at the edge are challenged by the nature of edge 

devices, which often have limited computational power, memory, and energy resources. 

Methods addressing these challenges are ranging from post-hoc techniques to model-

agnostic approaches. Post-hoc techniques involve analysing trained AI models after 

predictions are made. At the same time, model-agnostic approaches involve creating 

interpretable models alongside the original AI model, providing a more straightforward 

representation that mirrors the decision boundaries of the original model.  

The work of the demonstrator considers evaluating model-agnostic approaches towards 

types of HW/SW technologies, edge AI models, methodologies, and data. 

An analysis of the trade-offs for edge AI explainability and interpretability is planned, 

considering performance, energy consumption, complexity, and speed, evaluating how 
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these requirements are optimised against each other in resource-constrained edge 

devices. The implications on edge AI model updatability and upgradability will be 

considered. 

4.5.13 AI based standards relevant for the demonstrator 

In addition to AI/ML hardware and software standards/tools (like ONNX, TensorFlow, 

TensorFlow Lite) and communication standards/technologies (like IEEE 802.11s, IEEE 

802.15.4, Wi-Fi, LoRa and Wi-SUN) for data collection, interoperability, and seamless 

integration; regulations and AI/ML based standards/guidelines are relevant for the 

demonstrator. 

Firstly, the EU General Data Protection Regulation (GDPR) is relevant to ensure data 

privacy for embedded edge approaches for intelligent distributed energy systems. The 

methodology for identifying and defining the NFRs is based on the ISO/IEC 25010 [1] 

standards framework, which gives a set of quality characteristics with associated sub-

characteristics, and the ISO/IEC 25023 [2] that describes how to apply the quality 

characteristics to measure product quality.  

A selection of relevant work in the ISO/IEC organisations are listed and briefly described 

below (standards, specifications, guidelines, and reports published or under 

development): 

The ISO/IEC 22989:2022 standard "Information technology - Artificial intelligence - 

Artificial intelligence concepts and terminology" [14] provides terminology and concepts 

in the field of AI. It can be used to develop other standards and to support 

communications among diverse interested parties or stakeholders. 

The ISO/IEC 23894:2023 standard "Information technology – Artificial intelligence – 

Guidance on risk management" [13] guides how organisations that develop, produce, 

deploy, or use products, systems and services that utilise AI can manage AI-related risk. 

Aim to assist organisations to integrate risk management into their AI-related activities 

and functions, describing processes for effective implementation and integration of AI risk 

management. 

The ISO/IEC TR 24028:2020 technical report "Information technology Artificial intelligence 

Overview of trustworthiness in artificial intelligence" [24] surveys topics related to 

trustworthiness in AI systems. It includes approaches to establish trust in AI systems 

through transparency, explainability, and controllability; engineering pitfalls and typical 

associated threats/risks to AI systems; possible mitigation techniques and methods; and 

approaches to assess and achieve availability, resiliency, reliability, accuracy, safety, 

security, and privacy of AI systems. Note that the specification of levels of trustworthiness 

for AI systems is out of the scope of this report. 
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The ISO/IEC 5259 series on "Artificial intelligence – Data quality for analytics and Machine 

learning (ML) [25], where the first six parts are under development and contain: (1) 

Overview, terminology, and examples; (2) Data quality measures; (3) Data quality 

management requirements and guidelines; (4) Data quality process framework; (5) Data 

quality governance framework; and (6) Visualisation framework for data quality. 

ISO/IEC 25059:2023 standard "Software engineering - Systems and software Quality 

Requirements and Evaluation (SQuaRE) - Quality model for AI systems [26].  

It outlines a quality model for AI systems and is an application-specific extension to the 

standards of SQuaRE. The characteristics and sub-characteristics detailed in the model 

provide consistent terminology for specifying, measuring, and evaluating AI system 

quality.  

The ISO/IEC 23053:2022 standard "Framework for Artificial Intelligence (AI) Systems Using 

Machine Learning (ML)" [12] establishes an AI and ML framework for describing a generic 

AI system based on ML technology. The framework, describing components and their 

functions in an AI ecosystem, applies to all types of organisations (public, private, 

government agencies, etc.) implementing or using AI systems. 

The ISO/IEC TR 24372:2021 technical report "Information technology – Artificial 

intelligence (AI) – Overview of computational approaches for AI systems" [15] provides an 

overview of the state-of-the-art computational approaches for AI systems. It describes the 

main computational characteristics, algorithms and methods used in AI systems. It also 

refers to the use cases in the ISO/IEC TR 24030:2021 technical report "Information 

technology - Artificial intelligence (AI) - Use cases" [16], which provides a collection of 

representative use cases of AI applications in a variety of domains. 

ISO/IEC 24029 series on "Artificial intelligence (AI) - Assessment of the robustness of 

neural networks (NNs)" [17] where the three first parts contain: (1) Overview, which 

provides the background of existing methods to assess the robustness of NNs; (2) 

Methodology for the use of formal methods to assess robustness properties of NNs, focus 

on selecting, applying and managing formal methods to prove robustness properties; and 

(3) Methodology for the use of statistical methods to assess robustness properties of NNs, 

focus on selecting, applying and managing statistical methods to assess robustness 

properties. 

A selection of relevant work in the IEEE Standard Association (SA) are listed and briefly 

described below (standards, projects, guidelines, specifications and reports published or 

under development): 

The IEEE P7001-2021 standard for Transparency of Autonomous Systems [18], describes 

measurable, testable levels of transparency so that autonomous systems can be 

objectively assessed, and levels of compliance determined. 



 

 

 

 

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the 

EdgeAI KDT JU project consortium without prior permission of the beneficiaries in written form.  

46 

The IEEE P3652.1–2020 guide for Architectural Framework and Application of Federated 

Machine Learning (ML) [19] defines the architectural framework and application 

guidelines for federated ML, which include descriptions, definitions, categories, 

application scenarios and performance evaluation of federated ML, plus associated 

regulatory requirements. 

The IEEE P2805.3 active project on Cloud-Edge Collaboration Protocols for Machine 

Learning (ML) [20], specifies the collaboration protocols of enabling ML on the edge 

computing node with support from the cloud. Provides implementation reference of ML 

upon lower powered, less expensive, embedded devices, HW-based method of accepting 

the introduced ML models and then online optimisation (i.e. comparing models versus 

live data). 

The IEEE P2961 Guide for an Architectural Framework and Application for Collaborative 

Edge Computing [21], which is an active project authorisation request (Status Active PAR) 

started within the IEEE SA, defines an ML framework that allows a computing task to be 

decomposed and distributed across edge and cloud nodes. It describes the architectural 

framework and application guidelines for collaborative edge computing, which include a 

description/definition of collaborative edge computing, types of collaborative edge 

computing, application scenarios to which each type applies, and performance evaluation 

of collaborative edge computing in real application systems. 

Finally, we want to mention the IEEE P3123 Standard for Artificial Intelligence and Machine 

Learning (AI/ML) Terminology and Data Formats [11] an active PAR started within the IEEE 

SA, defining the new project's scope, purpose, and contact points. 

4.5.14 Demonstrator milestones 

The accomplished and next upcoming project milestones that are most relevant for the 

VCD 2.2 demonstrator is given in Table 4.19. 

Table 4.19: Project milestones relevant for the VCD 2.2 demonstrator 

No Milestone name WPs Date Means of verification Status VCD 2.2 

M1 Strategy and key 

elements for 

defining and 

collecting the 

requirements and 

specifications. 

WP1, 

WP7, 

WP8 

Jun 

2023 

(m7) 

Basis for EdgeAI strategic 

activities are concluded: Public 

communication (D7.1), 

dissemination (D7.2), project 

handbook (D8.1), risk 

management plan (D8.2), first 

revision of data management 

plan (D8.3). On technical side the 

conceptual framework for 

requirement analysis is finalized 

(D1.1). 

Accomplished 

(D1.1-m07). 
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M2 Requirements and 

specifications 

completed. 

WP1, 

WP2 

Dec 

2023 

(m13) 

Requirements in WP1 are 

finalized (D1.2-D1.6) and the work 

in WP2 is progressing. 

Submitted 

(D1.3-m12). 

M3 System level 

design completed. 

WP1, 

WP2 

May 

2024 

(m18) 

WP1 and WP2 are concluded 

(D1.7, D2.1-D2.6 submitted). 

Ongoing 

(D1.7-m14  

and D2.3-m18). 

 

Demonstrator VCD 2.2 next steps towards the upcoming milestones: 

• Continue the work on the road-mapping for cross-industrial domains edge AI 

requirements and specification (D1.7). 

• Continue the work on defining applications scenarios and developing 

demonstrator 2 in VC2. 

4.6 Mesh intelligent lighting (VCD2.3) 

4.6.1 Demonstrator description 

Robust and flexible wireless communication is essential for success with edge AI in light 

fixtures. Current connected mesh lighting systems typically use short-range / low-

bandwidth network technologies. This is well suited for simple operations like turning 

on/off and dimming. Lighting points are also often well suited for combination with 

different sensors, as they already have power and are installed at a place with a view over 

the area. Distributing sensor data continuously over the connected lighting mesh network 

might be a challenge due to limited bandwidth. Connected lighting that applies modern 

AI techniques will create value from the data collected and generated. AI-enabled 

connected lighting systems go beyond illumination, opening new IoT applications to 

monitor and control indoor and outdoor spaces.  

The VCD 2.3 demonstrator aims to develop AI-enabled hardware/software nodes that 

cooperate with the driver electronics of the light fixture and a reconfigurable AI-based 

mesh architecture. Such AI nodes can provide: 

• Human-centric lighting. 

• Auto-commission systems. 

• Usage pattern recognition. 

• Recognition of individuals. 

• Advanced sensor usage without high bandwidth networks. 

• Edge processing. 

The demonstrator research plans to experiment with different swarm intelligence (SI) 

concepts for computational edge intelligence and mesh techniques to solve the behaviour 

of nodes interacting locally.  



 

 

 

 

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the 

EdgeAI KDT JU project consortium without prior permission of the beneficiaries in written form.  

48 

4.6.2 Demonstrator objectives and KPIs 

The overall EdgeAI project objectives addressed in VCD 2.3 are presented in Table 4.20: 

Table 4.20 VCD 2.3 Objectives and KPIs 

 

4.6.3 Demonstrator system level architecture and edge AI design workflow 

The primary communication strategy is to deploy a 2.4 GHz LoRa (and potentially Wi-SUN) 

based mesh protocol stack. The goal is to increase the node-to-node range compared to 

existing products today. 

 
Figure 4.11: Typical mesh topology (e.g. LoRa mesh) 

Figure 4.12 illustrates a typical mesh topology with end nodes and gateways (mesh nodes, 

mesh coordinator, mesh router) offering AI technologies. For tasks like secure device 

enrolment, automatic firmware deployments, or additional system monitoring, single- or 

multiple-application servers can be connected by wired or wireless IP-based 

communication links. By combining edge AI, IoT, and LoRa technologies, industries can 

benefit from improved data insights, reduced latency, increased efficiency, and cost-

effectiveness. This convergence opens opportunities for innovation, automation, and 

optimisation across various sectors, transforming businesses and daily life in many ways. 

Demonstrator Objectives KPI Target Value 

Develop an AI-enabled HW/SW 

edge node that can be used in 

light fixtures. {O1} 

Distributed 

intelligence in light 

fixtures. 

Enable advanced sensor usage in a 

connected light network with low 

bandwidth. Integrate at least 2 new 

sensors in the nodes and interfaced 

with the AI-based edge processing. 

Develop a reconfigurable AI-based 

mesh architecture for led lighting 

applications. {O5} 

AI algorithms 

reconfigurability, 

upgradability. 

Federated learning. 

AI algorithms upgradability 20% 

improvement compared with the 

project start. Federated learning 

improvement by 25% communication 

cost reduction. 
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Figure 4.12: Demonstrator VCD 2.3 system level architecture overview 

The overall system-level architecture of demonstrator VCD 2.3 is illustrated in Figure 4.12 

including:   

• A low bandwidth mesh network with AI-based light fixture nodes. 

• Power module (SoM), Interface: Wired DC voltages 3.3V/5V/(12V). 

• Sensors will be mounted on breakout boards. Interface: I2C/SPI. 

• RF module will be a separate SoM. Interface: Wired RS232. 

• The edge AI controller will be an evaluation board with wired connections to 

peripheral modules. 

• DALI driver will be integrated into the luminaire. The luminaire itself will be a 

tuneable white luminaire. 3000-5000 lumen and tuneable white from 2700K to 

6500K. Power consumption on luminaire and driver is in the 20-40 watt range. 

Interface: UART/USB. 

4.6.4 Edge AI Hardware accelerators, modules, and platforms  

The targeted hardware modules of the Mesh intelligent lighting demonstration system 

are: 

Sensor modules (with AI capabilities): 

• Occupancy activity sensors for human detection and people counting (e.g., 

infrared array sensors registering presence/motion/direction, I2C interface). 

• Ambient light intensity RGB sensors (X, Y, Z colour sensor) for brightness and 

colour control (e.g., illuminance and correlated colour temperature sensors). 

• Air/gas quality sensors for heating and ventilation systems (e.g., temperature, 

humidity, particulate matter, CO2, and radon sensors) are an option. 

Lighting modules: 

• Microcontroller – DALI interface. 
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• DALI USB - interface between the DALI Cockpit PC Software and the devices on the 

DALI bus. It enables the addressing and configuration of DALI installations. 

• DALI RS232 - serial interface to communicate with the DALI bus via RS232, with 

RJ45 plug and screw terminals that allows e.g., the connection of a PLC to a DALI 

system via RS232 for bidirectional data transmission. Suitable for addressing, 

configuration, status queries and monitoring. 

Wireless communication modules: 

• Bluetooth low energy (BLE) for wireless configuration purposes (e.g., connection to 

a smart phone). 

• LoRa mesh network (nodes, coordinator, router) for communication between 

nodes (alternative 1). 

• Wi-SUN mesh network (nodes, coordinator, router) for communication between 

nodes (alternative 2). 

4.6.5 Software building blocks, modules, and edge AI-based algorithms 

Depending on the task and available computer resources, different operating systems can 

be used during the development phase of the mesh intelligent lighting demonstrator. The 

AI-based microcontroller requires managing the device's resources and processes and 

using appropriate data processing libraries to handle data streams and signal processing 

for sensor readings.  

Different edge AI-based algorithms are planned to be implemented for the mesh 

intelligent lighting to perform usage pattern recognition, recognition of individuals, 

routing, and lighting optimisation. These algorithms effectively manage the mesh 

intelligent lighting processes and environmental data usage by utilising the information 

from different sensors and performing data fusion and real-time data analysis. 

4.6.6 Edge AI framework, methods, techniques, and toolchains 

An overview for VCD 2.3 is given in Table 4.21 

Table 4.21: Edge AI/ML framework (VCD 2.3) 

Programming 

language 

AI/ML model training 

framework 

AI development 

platforms 

Explainable AI 

frameworks 

Python 

 

 

PyTorch 

 

Edge Impulse 

 SHAP 

(to be evaluated) 

 

 

Keras 

 

Nano Edge AI Studio 

 

TensorFlow 

 

STM32 Cube.AI 

 

TensorFlow Lite Qeexo AutoML 
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VS Code 

 

 
JupyterLab 

 

 

4.6.7 Edge AI training implementation and datasets 

The AI training data is a set data used to train machine learning models.  The data can 

take various forms, such as time-series data, and each example is associated with an 

output from a sensor. Training data includes: 

• Training method, where the differences in data types (structured and 

unstructured) influence the need for volumes of data. 

• Data labelling or annotation techniques. 

• The way data is fed to the system. 

• Error tolerance quotient, (% of errors that is negligible in the defined scenario). 

4.6.8 Edge AI inference implementation 

The edge AI inference implementation refers to the deployment of AI models and 

algorithms directly on edge devices, for real-time data processing and decision-making. A 

model suitable for edge AI and its application will be used, considering the size of the 

model, memory requirements and latency, and implemented into the VCD 2.3 

demonstrator including 4-5 nodes and tested in a defined scenario. 

4.6.9 Non-functional requirements 

Three non-functional requirements (NFRs) are defined that match well the value chain 

and its demonstrator VCD 2.3. The definitions of the NFRs are aligned with the definitions 

in the ISO/IEC 25010 standard [1].  One KPI and one measure are defined for each NFR. In 

Table 4.22, Table 4.23 and Table 4.24 we present three relevant NFRs, KPIs and Measures 

for the demonstrator. 

Table 4.22: NFRs, KPIs and Measures for VCD2.3 – Security (Confidentiality)  

NFR-1 Security (Confidentiality) 

ID EdgeAI_VC2_D3_NFR-1 

Name 
Characteristics: Security, Sub-Characteristics: Confidentiality (ISO/IEC 

25010). 

Definition Confidentiality. 

Description Reduce risk of unintended use or access to node and shared data. 

What is measured Strength of cryptographic algorithms. 
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KPI Avoid access form non authenticated systems and/or users. 

Method of collection and 

measurement 

Detect security issues by checking against relevant standards, 

regulations, and best practice within building automation. 

Target Value Less than 0,1% unintended use. 

Verification and 

validation method 
Vulnerability analysis of components and communication methods. 

 

Table 4.23: NFRs, KPIs and Measures for VCD2.3 – Compatibility (Interoperability) 

NFR-2 Compatibility (Interoperability) 

ID EdgeAI_VC2_D3_NFR-2 

Name 
Characteristics: Compatibility, Sub-Characteristics: Interoperability 

(ISO/IEC 25010). 

Definition Interoperability. 

Description 

How efficient will the modules contribute to perform and improve the 

capability to exchange information with other units (products, systems, 

components) by compatibility functions (coexistence, interoperability). 

What is measured External interface adequacy. 

KPI Share data with TCP/IP connected gateway. 

Method of collection and 

measurement 

Collect sensor data on nodes and share over MESH network to network 

coordinator/gateway. 

Target Value Interoperability with 5 different gateways. 

Verification and 

validation method 
Mirror local node measurements on gateway. 

 

Table 4.24: NFRs, KPIs and Measures for VCD2.3 – Reliability (Recoverability) 

NFR-3 Reliability (Recoverability) 

ID EdgeAI_VC2_D3_NFR-3 

Name 
Characteristics: Reliability, Sub-Characteristics: Recoverability 

(ISO/IEC 25010) 

Definition Network link failures. 

Description Enable for quick recovery and repair of network dropouts. 

What is measured Mean recovery time. 

KPI Fast route recovery. 

Method of collection and 

measurement 
Force failure by isolating router node in network. 

Target Value < 10 seconds. 

Verification and 

validation method 
Measure time from node dropout till back in function. 
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4.6.10 Functional requirements 

Three functional requirements (FRs) are defined that match well the targeted 

implementation of the VCD 2.3 demonstrator and its system design. One KPI and one 

measure are defined for each FR, that will be used for supervising the development and 

the demonstrator results. In Table 4.25, Table 4.26 and Table 4.27 we present three 

relevant FRs, KPIs and Measures for the demonstrator. 

Table 4.25: FRs, KPIs and Measures for VCD2.3 – Multi-sensor measurement parameters 

collection 

FR-1 Multi-sensor measurement parameters collection 

ID EdgeAI_VC2_D3_FR-1 

Name Multi-sensor measurement parameters collection. 

Definition 
Realtime multi-sensor data collection in industrial environment with 

edge computing capabilities. 

Description 

Type of different sensor measurement parameters supported by the 

system, (ambient light colour, Environmental data gas content of air, IR 

occupancy). 

What is measured Number of different parameters monitored/ collected. 

KPI Quantitative [#]. 

Method of collection and 

measurement 

Demonstrator evaluation: monitor ambient light, occupancy and air 

quality. 

Target Value > 2 different types of sensor parameters. 

Verification and 

validation method 
Data collection from sensors measuring each different parameter. 

 

Table 4.26: FRs, KPIs and Measures for VCD2.3 – Wireless connectivity range 

FR-2 Wireless connectivity range 

ID EdgeAI_VC2_D3_FR-2 

Name Wireless connectivity range. 

Definition 
Wireless connectivity with different protocols for lighting nodes for 

indoor and outdoor usage, gaining reliable data routes and long range. 

Description Wireless protocols supported by the system. 

What is measured Typical node to node range for indoor and outdoor usage. 

KPI Quantitative [#]. 

Method of collection and 

measurement 

Demonstrator evaluation: MESH protocols used in intelligent lighting 

solutions. 

Target Value Perform better than commercial standards like Zigbee. 

Verification and 

validation method 
> 50 m indoor. 
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Table 4.27: FRs, KPIs and Measures for VCD2.3 – AI algorithms  

FR-3 AI algorithms 

ID EdgeAI_VC2_D3_FR-3 

Name AI algorithms. 

Definition 
AI pattern recognition learning algorithms based on multi-sensor data 

input. 

Description 

Pattern recognition capabilities - AI algorithms identifying lighting and 

environmental characteristics and process adjustment parameters 

based on sensor data analysis. 

What is measured Recognise. 

KPI Qualitative. 

Method of collection and 

measurement 

40% improvement in AI algorithm performance compared to the 

beginning of the implementation. 

Target Value 
Measure ambient light intensity, ambient light colour components and 

air quality. Process adjustments to light and share data with BAS/HVAC. 

Verification and 

validation method 
Performance. 

4.6.11 Verification, validation and testing initial plan 

The strategies for edge AI HW/SW verification and integration of the enabling technologies 

will be carried out in WP5 and task T5.1, and the results provided in deliverable D5.1 

(m21). Defining the methodologies for edge AI benchmarking, validation and testing in the 

application domain will be carried out in WP6 and task T6.1, and the results provided in 

deliverable D6.1 (m28). 

The convergence between edge AI, IoT, LoRa and Wi-SUN technologies gives innovation, 

automation, and optimisation opportunities across various sectors, transforming 

businesses and daily life in many ways.  

Humans exposed to artificial light following the outdoor light colours experience better 

sleep quality. An example of a typical use case of AI-based lighting is daylight simulation 

in areas without windows. Use tuneable white light fixtures to adapt light to current 

outdoor light in the daytime. By sharing light measurements between edge AI fixtures, the 

whiteness of light can be tuned accordingly to measurements in areas with true daylight. 

The light produced by LED light fixtures will change over the fixtures' lifetime. Some 

products in the market adjust themselves according to a schedule over a lifetime to 

compensate for loss in light intensity. It would be even better if the installed lights could 

measure the whole area and compensate individually. This would give actual 

compensation based on measurements and not only predicted degradation. And it could 

compensate for fixtures that die (goes dark). 
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4.6.12 Edge AI explainability and interpretability 

Explainability in edge AI refers to the ability to explain the decision-making processes of 

an AI model in a manner that is understandable to the end user. In contrast, 

interpretability refers to the decision-making process of an AI model, providing insights 

into the features and patterns influencing its predictions. AI explainability and 

interoperability at the edge are challenged by the nature of edge devices, which often 

have limited computational power, memory, and energy resources. The latter is only 

sometimes correct for lighting systems. 

Methods addressing these challenges are ranging from post-hoc techniques to model-

agnostic approaches. Post-hoc techniques involve analysing trained AI models after 

predictions are made. At the same time, model-agnostic approaches involve creating 

interpretable models alongside the original AI model, providing a more straightforward 

representation that mirrors the decision boundaries of the original model. The model-

agnostic approach is flexible towards types of technologies, models, methodologies, and 

data. 

4.6.13 AI based standards relevant for the demonstrator 

As for the previous VC2 demonstrators, the EU General Data Protection Regulation (GDPR) 

is relevant to ensure data privacy. The methodology for identifying and defining the NFRs 

is based on the ISO/IEC 25010 [1] standards framework, which gives a set of quality 

characteristics with associated sub-characteristics, and the ISO/IEC 25023 [2], which 

describes how to apply the quality characteristics to measure product quality. 

Wireless communication related IEEE standards:  

IEEE 802.11s-2011 [22] Standard for Information Technology - Telecommunications and 

information exchange between systems - Local and metropolitan area networks - Specific 

requirements Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer 

(PHY) specifications Amendment 10: Mesh Networking. This WLAN Mesh standard 

operates in the 2.4 GHz and 5 GHz frequency bands, and the amendment describes 

protocols for stations to form self-configuring multi-hop networks that support both 

broadcast/multicast and unicast data delivery.  

IEEE 802.15.4-2020 [23] Standard for Low-Rate Wireless Networks. Defines the physical 

layer (PHY) and medium access control (MAC) sublayer specifications for low data rate 

wireless communication with fixed, portable, and moving devices with no battery or very 

limited battery consumption requirements. Also provides modes that allow for precision 

ranging and operating in various geographic regions. 

AI/ML related ISO/IEC standards: 
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The ISO/IEC TR 24028:2020 technical report "Information technology Artificial intelligence 

Overview of trustworthiness in artificial intelligence" [24], surveys topics related to 

trustworthiness in AI systems. It includes approaches to establish trust in AI systems 

through transparency, explainability, and controllability; engineering pitfalls and typical 

associated threats/risks to AI systems; possible mitigation techniques and methods; and 

approaches to assess and achieve availability, resiliency, reliability, accuracy, safety, 

security and privacy of AI systems. Note that the specification of levels of trustworthiness 

for AI systems is out of the scope of this report. 

The ISO/IEC 5259 series on "Artificial intelligence – Data quality for analytics and Machine 

learning (ML) [25], where the six first parts are under development and contain: (1) 

Overview, terminology, and examples; (2) Data quality measures; (3) Data quality 

management requirements and guidelines; (4) Data quality process framework; (5) Data 

quality governance framework; and (6) Visualization framework for data quality. 

ISO/IEC 25059:2023 standard "Software engineering - Systems and software Quality 

Requirements and Evaluation (SQuaRE) - Quality model for AI systems [26]. It outlines a 

quality model for AI systems and is an application-specific extension to the standards of 

SQuaRE. The characteristics and sub-characteristics detailed in the model provide 

consistent terminology for specifying, measuring, and evaluating AI system quality.  

4.6.14 Demonstrator milestones 

The accomplished and next upcoming project milestones that are most relevant for the 

VCD 2.3 demonstrator is given in Table 4.28. 

Table 4.28: Project milestones relevant for the VCD 2.3 demonstrator 

No Milestone name WPs Date Means of verification Status VCD 2.2 

M1 Strategy and key 

elements for 

defining and 

collecting the 

requirements and 

specifications. 

WP1, 

WP7, 

WP8 

Jun 

2023 

(m7) 

Basis for EdgeAI strategic 

activities are concluded: Public 

communication (D7.1), 

dissemination (D7.2), project 

handbook (D8.1), risk 

management plan (D8.2), first 

revision of data management 

plan (D8.3). On technical side the 

conceptual framework for 

requirement analysis is finalized 

(D1.1). 

Accomplished 

(D1.1-m07). 

M2 Requirements and 

specifications 

completed. 

WP1, 

WP2 

Dec 

2023 

(m13) 

Requirements in WP1 are 

finalized (D1.2-D1.6) and the work 

in WP2 is progressing. 

Submitted 

(D1.3-m13). 

M3 System level 

design completed. 

WP1, 

WP2 

May 

2024 

(m18) 

WP1 and WP2 are concluded 

(D1.7, D2.1-D2.6 submitted). 

Ongoing 

(D1.7-m14  

and D2.3-m18). 
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Demonstrator VCD 2.3 next steps towards the upcoming milestones: 

• Continue the work on the road-mapping for cross-industrial domains edge AI 

requirements and specification (D1.7). 

• Continue the work on defining applications scenarios and developing 

demonstrator 3 in VC2. 

4.7 Efficient AI based attack-detection for security sensitive edge devices 

and systems (VCD2.4) 

4.7.1 Demonstrator description 

Physical attacks are powerful attacks threatening edge systems.  

Non-invasive, semi-invasive, and invasive attacks exploit hardware vulnerabilities to 

compromise vulnerable systems. Therefore, the target of this demonstrator is to build an 

AI-based detection mechanism.  

Current works use low-level hardware features to detect such attacks. To minimise the 

false alarm/detection, several features of edge hardware will be captured by on-chip 

sensor sources. Then, an AI model will be deployed to detect attacks using these attack-

detection-relevant features.  

To go beyond the state-of-the art, an intelligent reaction mechanism will be proposed and 

introduced against possible attack.  

The VCD 2.4 demonstrator aims to provide an intelligent monitoring module integrated 

into the (micro) edge hardware (micro) to detect and react against possible physical 

attacks. It aims to provide edge hardware with the following security features: low power, 

low latency, and robust attack detection. T 

he AI-based detector should apply False Alarm Minimization (FAM) techniques to achieve 

a false-alarm rate close to 0% while having good accuracy.  

The impact of the demonstrator is in the intelligent attack-detection-relevant feature 

extraction from several on-chip sensor sources and by distinguishing between overhead 

and malfunction scenarios/modes and specifying an intelligent reaction for each 

malfunction scenario. 

4.7.2 Demonstrator objectives and KPIs 

The overall EdgeAI project objectives addressed in VCD 2.4 are presented in Table 4.29: 
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Table 4.29 VCD 2.4 Objectives and KPIs 

Physical attacks are powerful attacks threatening edge systems.  Non-invasive, semi-

invasive, and invasive attacks exploit hardware vulnerabilities to compromise vulnerable 

systems. Current works is based on low-level feature of micro edge hardware to detect 

such attacks.  To optimize the false alarm/detection rate, several features of micro edge 

hardware will be captured by many on-chip sensor sources, and then an AI model will be 

deployed to detect such attacks by using these attack-detection-relevant features. 

4.7.3 Demonstrator system level architecture and edge AI design workflow 

The demonstrator aims to implement an intelligent AI -based detection block to evaluate 

sensor input signals from several existing modules within a micro edge device. Thise edge 

AI detection block is intended to provide output signals to the micro edge device which is 

evaluated to trigger a system response. The overall concept of the demonstrator is 

illustrated in Figure 4.13.  

 
Figure 4.13: AI-based attack-detection block within the micro edge system 

4.7.4 Edge AI Hardware accelerators, modules, and platforms  

To enable the demonstrator AI models are developed to analyse the efficiency of applied 

AI accelerators on available stimuli. To identified most suitable solution Applicable models 

Demonstrator Objectives KPI Target Value 

Robustness and security attack 

resilience of the AI 

implementation, low power. {O3} 

false positive alarm 

rate / false negative 

alarm rate, side 

channel resistance, 

physical/logical attack 

resistance, mean/peak 

power 

Evaluate the security against the 

proposed attack model, statistical 

measurement of the false 

acceptance/rejection rate, power 

measurement 

Trustworthy low latency edge AI. 

{O6} 

Attack detection 

latency, attack 

response latency 

Worst case system latency analysis 
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and algorithms with different configurations are implemented and analysed according to 

the demonstrator KPIs to identify the most suitable solution. Applicable algorithms 

evaluated are e.g., support vector machines, neural networks, decision trees and nearest 

neighbour. The KPIs are determined and optimized according to computational 

complexity (model size/ required MACs) versus Threat Miss Rate and Reset Rate. 

Hardware implementations of selected AI accelerator(s) will be implemented on FPGA 

level. System on Chip target platform is the extendable open-source RISC-V core of the 

PULP platform, with the CPU fully supporting RV32I, RV32C and RV32M. The platform itself 

includes an I/O subsystem with a µDMA for autonomous communication with peripherals 

including a AMBA as the system bus, which connect the AI HW accelerator to the system. 

On FPGA systems the stimuli, which will be evaluated by the AI HW accelerator module, 

ins intended to be applied by externally stimuli. 

4.7.5 Software building blocks, modules, and edge AI-based algorithms 

The choice of the correct AI algorithm is an important one. Each algorithm has advantages 

and disadvantages, making some more suited for the designated task of detecting attacks. 

This makes it necessary to evaluate several different options. Among the algorithms, that 

will be considered are: 

● Neural Networks  

● Support Vector Machine 

● Descision Trees 

● K-Nearest Neighbor 

● Random Forrest  

● Naive Bayes  

Should the need arise other algorithms might be considered in addition to these 

algorithms.  

4.7.6 Edge AI framework, methods, and techniques 

AI framework and libraries used are: 

 

Sci-Kit l-Learn free machine learning library for Python is used. I, as it features various 

classification, regression, and clustering algorithms. Sci-Kit is used to train various 

configurations of support vector machines, proximity-based ML techniques and decision 

trees. 
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TensorFlow open-source software library is used for ML and AI. Keras is used as open-

source interface for the TensorFlow library. Both libraries were utilized for the training 

and evaluation of neural networks. 

4.7.7 Edge AI training implementation and datasets 

Due to insufficient availability of relevant sensor information based on physical attacks in 

the field, the data set is generated artificially. As starting point a static configuration for 

system response on observed events is developed and improved in several iterations. To 

mimic realistic sensor trigger rates, the features are assigned two probability values for 

hits and false alarms. Based on the probabilities a set of randomly generated patterns is 

assigned an anomaly score. When the anomaly score is exceeding an adjustable 

threshold, a label is assigned to each pattern. For training and validation, the randomly 

generated patterns are split into two independent sets of data. 

4.7.8 Edge AI inference implementation 

In a first step verification of applicable Functional and non-functional requirements is 

done by software models. Selection of applicable models is done by evaluation of miss 

and false alarm rate. 

As a second step an AI accelerator module based on suitable AI model/algorithm 

identified in the first step is being implemented. The implementation itself will be done as 

a new module on open source RISC-V core of the PULP platform based on a XILINX FPGA 

setup. 

4.7.9 Non-functional requirements 

There are three non-functional requirements (NFRs) defined, that match the value chain 

and for each NFR we present one KPI and one measurement. In Table 4.30, Table 4.31, 

and Table 4.32 we present the NFRs, KPIs and Measures for the demonstrator. 

Table 4.30: NFRs, KPIs and Measures for VCD2.4 – Hardware resources 

NFR-1 Hardware resources 

ID EdgeAI_VC2_D4_NFR-1 

Name 

Hardware resources: 

Characteristics: Performance efficiency, Sub-Characteristics: 

Resource Utilization (ISO/IEC 25010). 

Definition Use of hardware resources shall be reduced to a minimum. 

Description 
Available HW resources are optimized for specific application use cases 

and therefore available computational power is limited. 

What is measured: Interaction with CPU, MMU and other IPs. 

KPI Minimize use of other hardware resources. 
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Method of collection and 

measurement 

Simulation and FPGA debugging. 

Target Value Not blocking parallel main application. 

Verification and 

validation method 

Simulation and execution on FPGA using artificial stimuli. 

 

Table 4.31: NFRs, KPIs and Measures for VCD2.4 – Silicon area 

NFR-3 Silicon area 

ID EdgeAI_VC2_D4_NFR-3 

Name 

Silicon area: 

Characteristics: Performance efficiency, Sub-Characteristics: 

Resource Utilization (ISO/IEC 25010). 

Definition Silicon area of an AI accelerator shall be reduced to a minimum 

Description 
Silicon area is a major cost factor on secure edge devices. Therefore, the 

area overhead of an AI accelerator needs to be kept minimal. 

What is measured: Gate count. 

KPI Minimize gate count.  

Method of collection and 

measurement 

Gate count analysis. 

Target Value Minimum gate count. 

Verification and 

validation method 

Gate count analysis. 

 

Table 4.32: NFRs, KPIs and Measures for VCD2.4 – Attack resistance 

NFR-5 Attack resistance 

ID EdgeAI_VC2_D4_NFR-5 

Name 

Attack resistance: 

Characteristics: Reliability, Sub-Characteristics: Fault tolerance 

(ISO/IEC 25010). 

Definition Protection of AI accelerator on physical, logical and side channel attacks. 

Description 

The interest on secure edge devices by attackers is continuously 

increasing. To trust the result of an AI based attack detection evaluation 

the implementation itself needs to be hardened to physical, logical and 

side channel attacks. 

What is measured: Attack and side channel analysis. 

KPI Robust implementation to prevent manipulation. 

Method of collection and 

measurement 

Simulation, security analysis/review. 

Target Value 
AI accelerator needs to be robust related to physical, logical and side 

channel attacks. 
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Verification and 

validation method 

Simulation, security analysis/review. 

 

4.7.10 Functional requirements 

There are three requirements (FRs) defined, that match the value chain and for each FR 

we present one KPI and one measurement. In Table 4.33, Table 4.34 and Table 4.35 we 

present the FRs, KPIs and Measures for the demonstrator. 

Table 4.33: FRs, KPIs and Measures for VCD2.4 – Attack miss rate 

FR-1 Attack miss rate 

ID EdgeAI_VC2_D4_FR-1 

Name Attack miss rate. 

Definition Low Attack miss rate.  

Description 
Ensure secure data processing of the IC by protection of HW and SW 

integrity. Ensure high level of data integrity. 

What is measured: Attack miss rate. 

KPI Low Attack miss rate. 

Method of collection and 

measurement 

Evaluation of miss rate based on several AI model implementation using 

pre-defined data set.  

Target Value Attack miss rate trending to 0. 

Verification and 

validation method 

Evaluation of miss rate based on several AI model implementation using 

pre-defined data set. 

 

Table 4.34: FRs, KPIs and Measures for VCD2.4 – Attack detection latency 

FR-2 Attack detection latency 

ID EdgeAI_VC2_D4_FR-2 

Name Attack detection latency. 

Definition Low/no attack detection latency. 

Description 
Ensure immediate attack detection to prevent IC operation while 

HW/SW and/or data are potentially manipulated. 

What is measured: Attack detection latency. 

KPI Low/no Attack detection latency. 

Method of collection and 

measurement 

Simulation and verification using FPGA setup. 

Target Value Attack Detection Latency: <10 CPU clock cycles. 

Verification and 

validation method 

Simulation and verification using FPGA setup. 
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Table 4.35: FRs, KPIs and Measures for VCD2.4 – False alarm rate 

FR-3 False alarm rate 

ID EdgeAI_VC2_D4_FR-3 

Name False alarm rate. 

Definition Low False alarm rate. 

Description 
Ensure highest level of user experience by lowest interference with 

main application in case of non-attack relevant events. 

What is measured: False alarm rate.  

KPI low false alarm rate. 

Method of collection and 

measurement 

Evaluation of false alarm rate based on several AI model 

implementation using pre-defined data set.  

Target Value False alarm rate < 5%. 

Verification and 

validation method 

Evaluation of false alarm rate based on several AI model 

implementation using pre-defined data set. 

 

4.7.11 Verification, validation and testing initial plan 

The hardware design verification step will be executed on FPGA and/or simulator based. 

Functional verification will be used to confirm correct functionality of the software-based 

model using external stimuli. The Functional and Non-Functional requirements like for 

example gate count, power, performance, and latency will be based on FPGA 

implementation and verification. 

As an alternative a software-based implementation on the same system as used for the 

hardware-based solution will still be evaluated. 

4.7.12 Edge AI explainability and interpretability 

With the rise of AI there has become a need to make algorithms more transparent and 

easier to understand for humans. Making this possible can not only make it easier to 

detect and explain mistakes made by a model, but also allows novice users to understand 

new technology that is making its way into their lives. This section should outline the 

efforts to increase the transparency of the developed solution. The basis for the 

considerations presented in this section have been derived from [5]. 

Stakeholders in explainable and interpretable AI can be divided into three categories:  

• Model user: The user tries to better understand the output of a model. For the 

proposed solution this would include an explanation to why certain sensor inputs 

were classified as an attack.  
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• Model designer: The model designer tries to use explainable AI techniques to 

ensure the correct functionality of the model. On the other side the designer has 

to ensure, that the model is robust against attacks by an adversary.  

• Adversary: An agent that tries to disrupt the correct operation of the model. They 

can use the explainability of the output towards formulating more efficient attacks 

against the model.  

Preventing the malicious use of any included explainability measures should be an import 

consideration. That said, attacks during training time are not taken into consideration, 

since the training is executed outside the targeted micro-edge device on a trusted system. 

In addition, measures also cannot compromise the NFRs and FRs that have been defined. 

This is particularly true for the latency.  

Among more complex models like neural networks, other simpler models like decision 

trees are considered during evaluations. That said, many algorithms produce black-box 

models like neural networks or random forest models, that are inherently difficult to 

interpret and understand. It was shown that these models are not to be underestimated 

when applied in similar scenarios. In addition, they also have lower computation 

requirements making them a good choice to limit the impact on the NFRs mentioned in 

4.7.9.  

For each model a trade-off between robustness against attacks on the model and the 

ability to generalize well needs to be studied. The exact measures that will be considered 

are still under consideration. The exact use of techniques depends on the model that will 

be used. 

4.7.13 AI based standards relevant for the demonstrator 

As a standard way of modelling Security in industrial communication networks, ISO/IEC 

62443 [6]  acts as a norm for describing procedural and technical aspects for the definition 

of Cybersecurity in such networks. Industrial IoT Cyber-Security-Systems act as a standard 

building block for the future design of the demonstrator. 

ONNX (Open Neural Network Exchange) [7] is used as a standard framework for 

defining build blocks and operators of machine learning and deep learning models. 

Further it defines a common file format, which can easily be transferred and adapt 

between different edge devices. 

Scikit-learn [8] is used as a software-based quasi-standard library for applying machine 

learning algorithms to datasets. This is used to prototype the demonstrator functionality.  

Running AI-based models on different hardware can be achieved by using TensorFlow 

[9] and with TensorFlow Lite [10] such capabilities can be used on low-power Edge 

Devices. 
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The ISO/IEC 25010 standard aims to describe a quality software product and its 

characteristics.  Especially the Performance and Reliability aspects are considered, which 

help provide a quality product at the end of a development cycle. 

4.7.14 Demonstrator milestones 

The following table shows the completed and upcoming project milestones with input 

relating to VCD 2.4. 

Table 4.36: Project milestones relevant for the VCD 2.4 demonstrator 

No. Milestone name WPs Due date Means of verification Status 

M1 

Strategy and key 

elements for 

defining and 

collecting the 

requirements and 

specifications 

WP1, 

WP7, 

WP8 

Jun 2023 

(m7) 

Basis for EdgeAI strategic activities are 

concluded: Public communication 

(D7.1), dissemination (D7.2), project 

handbook (D8.1), risk management 

plan (D8.2), first revision of data 

management plan (D8.3). On technical 

side the conceptual framework for 

requirement analysis is finalized (D1.1). 

Completed 

(D1.1) 

M2 

Requirements and 

specifications 

completed 

WP1, 

WP2 

Dec 2023 

(m13) 

Requirements in WP1 are finalized 

(D1.2-D1.6) and the work in WP2 is 

progressing. 

D1.3 

submitted, 

T2.2 

progressing 

M3 
System level design 

completed 

WP1, 

WP2 

May 2024 

m18 

WP1 and WP2 are concluded (D1.7, 

D2.1-D2.6 submitted). 

Ongoing 

(D1.7, D2.2) 

 

Next steps for VCD 2.4 towards the upcoming milestones: 

● Nov 2023:  

○ Analysis of applicable AI algorithm ongoing. 

● Q4 2023:  

○ Analysis of applicable algorithm based on Functional requirements. 

○ Review of results with partners involved. 

● End 2023:  

○ Selection of candidates for HW implementation. 

● Q1 2024:  

○ Alignment on demonstrator implementation specification. 

○ Initial demonstrator prototype implemented on FPGA. 
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5 Synergies with other value chains and demonstrators 

There are several synergies between the value chains and their demonstrators. VC2 

(Energy) and its demonstrators have synergies with VC1 (Digital industry) and VC4 

(Mobility), and VC5 (Digital society) regarding sensors, communication, and edge AI 

inference challenges. For instance, is the demonstrators VCD2.3 and VCD4.2 relying on 

LoRa Mesh network architecture for the wireless communication, while demonstrator 

VCD2.3 and VCD5.2 have some synergies regarding wireless communication and use case 

challenges.  

Generally, it is expected that the use of programming language like Python, AI frameworks 

like PyTorch, Keras, TensorFlow and TensorFlow Lite and neural network solutions will 

generate positive synergy effects between the value chains.  

6 Conclusion 

6.1 Contribution to overall picture 

The development and deployment of edge AI systems require a variety of hardware, 

software components and tools, AI frameworks, libraries, and data sets. 

Edge AI software and AI frameworks must be compatible with the various hardware 

components and platforms, such as microcontrollers, microprocessors, and AI 

accelerators used in edge devices. 

These tools enable edge AI system designers to design, implement, and optimise AI 

algorithms for edge devices, considering edge computing environments' unique 

constraints and requirements. 

Requirements play a significant part in the edge AI-based systems development life cycle 

and NFRs and FRs are critical in developing these systems. 

FRs are related to hardware, software, models, algorithms, data sets and their overall 

combination. FRs define what the demonstrator must do and their features and functions 

and describe system behaviour under specific hardware, software, models, algorithms, 

and data set conditions. The analysis shows that the FRs are diverse, subjective, and 

challenging in defining the respective measures.  

NFR describes the system's operation capabilities and constraints that enhance its 

functionality. These are quality properties represented by system properties such as 

resilience, maintainability, security, reliability, speed, etc., as defined in ISO 25100 

standard.  
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Each demonstrator has defined the relevant FRs and NFRs, including describing features, 

KPIs, measures, verification, and validation methods. 

The demonstrator VCD 2.4 aims to prove that AI methodology can improve the attack 

detection within security sensitive micro-edge devices in a robust, high performance, and 

energy efficient manner. 

6.2 Relation to the state-of-the-art and progress beyond it 

The work related to the state-of-the-art are briefly listed and described by the VC2 

partners and their demonstrators in Table 6.1. 

Table 6.1: State-of-the-art and beyond 

Partner (VCD) Description 

FE, NXTEN, 

NXTECH 

(VCD 2.1) 

In the VCD 2.1 demonstrator the partners aim to provide an intelligent, scalable, 

automated, user-friendly energy monitoring, analysing, and controlling solution 

within a building by enable self-learning using ML and DL algorithms adapted to 

different configuration of a local energy network; implement an edge computing 

topology with embedded AI into the micro- and deep-edge nodes to increase the 

processing and sensing capabilities of the edge devices; and Lower the threshold 

for technology implementation and adoption. 

SINTEF, FE, 

NXTEN, NXTECH 

(VCD 2.2) 

In the VCD 2.2 demonstrator the partners aim to investigate embedded edge 

approaches for developing a system that provides automated edge processing 

with AI capabilities, as well as mesh communication among devices, to enable 

the autonomous operation of appliances, solar installations, storage, and electric 

vehicles to self-regulate and optimise the consumption and exchange of energy. 

Furthermore, provide an edge processing concept with AI capabilities for energy 

monitoring and controlling applied to heterogeneous energy networks; develop 

AI algorithms implemented at the deep- and micro-edge to self-regulate and 

optimise the consumption and exchange of energy between appliances/loads; 

evaluate different HW/SW platforms for implementing AI functions at the edge 

on resource-constrained devices; gain insight into factors affecting energy 

consumption, providing opportunities to address them and improve energy 

efficiency; and alert stakeholders of current and future anomalously high or low 

energy consumption, providing opportunities to correct or prevent faults, 

respectively. 

PROLUX, 

SINTEF, NXTECH 

(VCD 2.3) 

In the VCD 2.3 demonstrator the partners aim to develop AI-enabled HW/SW 

nodes that cooperate with the driver electronics of the light fixture, and a 

reconfigurable AI-based mesh architecture. Such AI-nodes can provide human 

centric lighting, auto commission systems, usage pattern recognition, 

recognition of individuals and advanced sensor usage in general without high 

band width networks and central processing. The demonstrator research plans 

to experiment with different swarm intelligence concept for computational edge 

intelligence and mesh techniques to solve behaviour of nodes that interact with 

one another locally. 

NXP-DE, UZL 

(VCD 2.4) 

Demonstrator VCD 2.4: State of the art is that sensor information provided by 

various security features within hardware of secure micro edge devices is 
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evaluated for example during specification, design and code reviews, silicon 

validation, internal and external HW security analysis, certification and field 

response. Based on available information IC security configurations and 

countermeasures are mainly static. Demonstrator should show how AI can be 

utilized to improve the reaction based on available security features 

implemented on secure micro-edge device. 

 

6.3 Impacts to other WPs, Tasks and VCs 

The outcome/impact to other WPs, Tasks and VCs are briefly listed and described by the 

VC2 partners and their demonstrators in Table 6.2. 

Table 6.2: Outcome and impact 

Partner (VCD) Description 

FE, NXTEN, 

NXTECH 

(VCD 2.1) 

The description of the VCD 2.1 demonstrator together with the functional and 

non-functional requirements including KPIs and measures are important for the 

work that are carried out the consecutive work packages; and pave the road from 

architecture/system and circuits/modules designs in WP2 and WP3, to 

development, verification/ integration, and validation/testing in WP3, WP4, WP5 

and WP6. 

SINTEF, FE, 

NXTEN, NXTECH 

(VCD 2.2) 

The description of the VCD 2.2 demonstrator together with the functional and 

non-functional requirements including KPIs and measures are important for the 

work that are carried out the consecutive work packages; and pave the road from 

architecture/system and circuits/modules designs in WP2 and WP3, to 

development, verification/ integration, and validation/testing in WP3, WP4, WP5 

and WP6. 

PROLUX, 

SINTEF, NXTECH 

(VCD 2.3) 

The description of the VCD 2.3 demonstrator together with the functional and 

non-functional requirements including KPIs and measures are important for the 

work that are carried out the consecutive work packages; and pave the road from 

architecture/system and circuits/modules designs in WP2 and WP3, to 

development, verification/ integration, and validation/testing in WP3, WP4, WP5 

and WP6. 

NXP-DE, UZL 

(VCD 2.4) 

The findings in this Task form the basis for the further development of VCD 2.4 

in the following work packages and lead directly into WP2 (T2.2) where they will 

be used to research novel AI architectures with high attack robustness and a high 

power-performance-area efficiency. The results will then be used as a baseline 

for the developments in WP3 (T3.3). 

 

6.4 Contribution to demonstration 

Table 6.3 briefly describes the relation between the partners work and the planned 

demonstrators. 
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Table 6.3: Demonstrator contribution 

Partner (VCD) Description 

FE, NXTEN, 

NXTECH 

(VCD 2.1) 

The partners in demonstrator VCD2.1 worked together on the description of the 

upcoming demonstrator on intelligent water tank energy optimisation and 

provided the functional and non-functional requirements for AI-based 

technologies used in the demonstrator, the KPI and measures for validation. 

SINTEF, FE, 

NXTEN, NXTECH 

(VCD 2.2) 

The partners in demonstrator VCD2.2 worked together on the description of the 

upcoming demonstrator on embedded edge approaches for intelligent 

distributed energy systems and provided the functional and non-functional 

requirements for AI-based technologies used in the demonstrator, the KPI and 

measures for validation. 

PROLUX, 

SINTEF, NXTECH 

(VCD 2.3) 

The partners in demonstrator VCD2.3 worked together on the description of the 

upcoming demonstrator on embedded edge approaches for intelligent 

distributed energy systems and provided the functional and non-functional 

requirements for AI-based technologies used in the demonstrator, the KPI and 

measures for validation. 

NXP-DE, UZL 

(VCD 2.4) 

Demonstrator VCD 2.4: NXP-DE investigated the use case attack 

detection/classification together with UZL as a partner. Several AI models and 

algorithms were analysed and evaluated in terms of accuracy and robustness 

but also implementation cost. Thereby, not pre-dominant neural network 

architecture variants, recurrent as well as memory-less, were investigated to 

identify the best possible network architectures for this emerging edge-AI use 

case. UZL collected and analysed the requirements of building an AI accelerator 

for attack detection on edge devices. Therefore, several AI models and 

algorithms were analysed and evaluated. The work was carried out together with 

NXP-DE. 

 

6.5 Other conclusions and lessons learned 

Table 6.4 briefly describes other conclusions and learnings derived during the execution 

of the activities described in this deliverable.   

Table 6.4: Other conclusions and learnings 

Partner (VCD) Description 

FE, NXTEN, 

NXTECH 

(VCD 2.1) 

The partners in demonstrator VCD2.1 experienced that describing well defined, 

relevant, and verifiable functional and non-functional requirements are in some 

cases demanding. 

SINTEF, FE, 

NXTEN, NXTECH 

(VCD 2.2) 

The partners in demonstrator VCD2.2 experienced that defining good, relevant, 

and verifiable functional and non-functional requirements are in some cases 

demanding. 

PROLUX, SINTEF, 

NXTECH 

(VCD 2.3) 

The partners in demonstrator VCD2.3 experienced that defining good, relevant, 

and verifiable functional and non-functional requirements are in some cases 

demanding. 
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NXP-DE, UZL 

(VCD 2.4) 

Due to the limited availability of relevant sensor data based on physical attacks 

in the field an artificial dataset must be generated. See 4.7.7 for more 

information. Furthermore, based on the above-mentioned reason, AI training 

must be applied outside of the standalone micro edge device. This also allows 

for the training and optimization of models for which the training would not be 

possible on the targeted device.  
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