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This document is intended to give an overview of the defined requirements and
specifications within the EdgeAl Value Chain 4 (VC4) Mobility Industry. Primarily
addressing the objectives outlined in Work Package 1, the report within T1.5 defines and
describes three demonstrators: the Cognitive Mobile Multi-Agent Platform (VCDA4.1),
Roadside Perception Units (RSPU) Connected with a LoRa 2.4 GHz Mesh Network (VCD4.2),
and Condition Monitoring for Mobile Agents (VCDA4.3). Tailored for VC4 partners involved
in technology development and mobility industry companies interested in edge Al
capabilities, the document establishes specifications, functional and non-functional
requirements, and terminology, describes various edge Al-related focus points, and lists
the relevant standards for these demonstrators. In alignment with project activities, D1.05
utilizes common factors from Task 1.1. The requirements and specifications defined
herein serve as a foundation for subsequent developments across Work Packages 2 to 6,
encompassing architecture and system design, component development, integration,
and validation. Overall, this deliverable plays a pivotal role in advancing the VC4 Mobility
Value Chain's objectives of developing edge Al technologies for mobile agents, multi-agent
collaboration, and infrastructure within the mobility sector.

2 Non-publishable summary

N/A

3 Introduction and Scope

3.1 Purpose and target group

This deliverable D1.05 covers the implementation of the proposed requirements
framework (D1.1), providing the definition and description for demonstrators that are
being developed as part of the EdgeAl Value Chain 4 (VC4) Mobility Industry. Furthermore,
the report is part of the work in WP1, task T1.5 “Mobility industry - requirements and
specification for edge Al” activities which provides an overview of edge Al based solutions
within VC4. In the following chapters and sections, the mobility industry specifications,
functional and non-functional requirements, terminology, and relevant standards of the
three demonstrators are defined and described. The main target groups are VC4 partners
who are involved in described technology development, implementation and testing in
following work packages and mobility industry companies that are interested in the
mobile and static agent Al capabilities at the edge as part of the digitalization process.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
6



& KDT JU

Co-funded by
the European Union

3.2 Contributions of partners

Table 3-1 briefly explains which partner were involved and their activities in their various
chapters.

Table 3-1: Partner contribution

Chapter | Partner Contribution

All EDI EDI is leading the value chain VC4 and the demonstrators VCD4.1 and
chapters VCD4.2 work. In T1.5/D1.5 EDI addressed the analysis of edge Al
applications developed in the VC4 demonstrators and worked with the
partners to define the requirements and specifications including the
KPls and measures for validation.

4.4,6.1 - | IMEC IMEC is the leader of WP3 and contributes to VCD4.1. by providing
6.5 energy-efficient Al solutions for edge devices.

45,6.1 - | IMST IMST contributes to demonstrator VCD4.2 by providing new 2.4 GHz
6.5 LoRa Mesh communication components in hardware and software.
4.5,6.1 - | GNT GNT collaborated with the VCD4.2 partners in defining the solution
6.5 design and associated FRs and NFRs, with a particular focus on cyber-

security aspects. The contributions of GNT have been documented in
sections 4.5.5, 4.5.7, 4.5.9, 4.5.10 and 6.2.

45,6.1 - | HUA HUA contributes to the demonstrator VCD4.2 by providing the Al based
6.5 object detection algorithm and defining the FRs and NFRs.

4.5,6.1 - | INTRA INTRA, in collaboration with the VCD4.2 partners, contributed to the
6.5 design of the solution in terms of data management as well as provided

the relevant functional and non-functional requirements for the use
case under Investigation.

4.5,6.1 - | ITML In this deliverable, ITML contributed input for VCD4.2. More specifically,
6.5 ITML addressed the design of training, inference and explainability of
time series models for the air quality prediction use case, in the context
of a federated learning architecture.

4.6,6.1 - | NEURO NEURO is the leader of demonstrator VDC4.3 on Condition Monitoring
6.5 of Electrical Drives on unmanned aerial drones. The demonstrator
focuses on micro edge condition monitoring and infrastructure to edge
sensor communication,

3.3 Relation to other activities in the project

Deliverable D1.5 is based on the work done in task T1.5 and addresses an analysis of
requirements and specifications for EdgeAl in the domain of the mobility industry (VC4)
based on the common factors elaborated in task T1.1. An analysis of typical edge Al
applications is conducted before requirements and specifications (KPIs and measures) for
the demonstrators are defined on the application level. Finally, the implications of these
requirements on the required technical developments are presented. The requirements
and specifications defined in D1.5 are the basis for further developments within VCD4.1,

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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corresponding tasks of WP2, continuing with developments of the specified SW and HW
components and respective algorithms in WP3 and WP4. Whereas the integration and
technical verification of developed components will be performed in WP5, T5.5: “Mobility
industry - Edge Al HW/SW verification and integration of enabling technologies” and finally
validated in WP6, T6.5: “Mobility industry - selected demonstrators for industrial edge Al
benchmarking, validation, and testing”.

4 VC4 Mobility

4.1 Value chain overview

The mobility sector is covered by value chain VC4 in the project. The VC4 vision is to
develop edge Al-based perception, cognition, and monitoring technologies to advance the
mobility sector in three different aspects: the mobile agent (e.g., drones, UAVs, UGVs and
other vehicles), multi-agent collaboration (distributed edge intelligence), and
infrastructure. These technologies are key to enable connected and automated mobility
with increased energy-efficiency, reliability, privacy, and reusability for both indoor and
outdoor applications.

4.2 Value chain objectives
The VC4 objectives are to:

+ Develop novel methods that allow mobile agents to anticipate events, therefore
coping with harsh, dynamic conditions and unforeseen situations, capable of both
reactive and deliberative planning.

+ Develop multi-sensor perception and fusion for interconnected stationary agents
and develop multiple mobile robots scheduling system.

* Synthetic data generation for Al algorithm training and simulation.

+ Develop co-designed hardware and algorithm architectures and components for
deep-edge event-based sensor fusion, enabling low-latency perception in highly
dynamic environments.

+ Implement current data acquisition, processing and analysis capabilities into
embedded control system using (embedded) Al.

+ Develop condition monitoring functionalities for pre-flight anomaly detection and
service diagnostics for mobile agents.

The VC4 is focused on research topics delivering demonstrators in the field of mobility,
and three demonstrators are aligned with VC4 and its objectives.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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The VC4 structure and the list of demonstrators are presented in Table 4-1.

Table 4-1 VC4 Mobility structure and list of demonstrators

VC4 Mobility
Al and edge processing technologies

Al Technologies: Al-based modules, algorithms, middleware, object re-identification, object detection,
time series models, regression, forecasting, anomaly detection, federated learning, image classification
Al Frameworks and Libraries: PyTorch, CUDA, TensorFlow Lite, TinyML, Keras

Edge Processing: Micro (MCU), Deep (GPU, CPU), Meta (HPC - GPU, on-premises server)
HW/SW Platforms: Nvidia Isaac, Nvidia Omniverse, Nvidia Jetson, Nvidia Orion, Trenz Xilinx 7020
SOC

Data: Synthetically generated data, (Infrared) images, RGBD, radar, lidar, pointcloud, vibro-
acoustic data, magnetic field data.

4.1 | Cognitive Mobile Multi-Agent Platform EDI, IMEC

Roadside Perception Units (RSPU)
4.2 |Connected with a LoRa 2.4 GHz Mesh
Network

EDI, IMST, GNT, HUA, INTRA,
ITML

4.3 |Condition Monitoring for Mobile Agents NEURO, INTRA

4.4 Cognitive Mobile Multi-Agent Platform (VCD4.1)

4.4.1 Demonstrator description

For mobile robots (Uncrewed Ground Vehicles, UGVs) and drones (Uncrewed Aerial
Vehicles, UAVs) to cope with harsh, dynamic conditions and unforeseen situations, the
ability to form a detailed understanding of the environment, and act upon such
understanding, is required. UGVs and UAVs operate under tight energy constraints, an
issue that is particularly pronounced outdoors, limiting the range and time of
autonomous operation. This is further confounded by any intensive computations
performed on the mobile vehicle. UGVs offer more space and energy reserves for
computation, while UAVs gain much-enhanced mobility as well as an elevated sensor
vantage point at the expense of payload. The aim of VCD 4.1 is to create a perception and
planning system for UGV control that is also able to utilize observations made by a
cooperating UAV. To this end, various classical and deep learning-based algorithms will
be employed to perform sensor fusion, deliberative planning, and reactive control.
Further aims for VCD 4.1 are:

e Integrate modern Al-based natural language processing technologies in the high-
level deliberative planning stage.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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e Develop an active perception framework and micro-edge-based terrain

segmentation module to leverage UAV capabilities more effectively.

e Employ simulation and synthetic data generation to improve sample efficiency
when training algorithms are deployed at the edge.

4.4.2

Demonstrator objectives and KPIs

The overall EdgeAl project objectives addressed in VCD 4.1 are presented in:

Table 4-2 VCD4.1 Objectives and KPIs

Demonstrator Objectives

KPI

Target Value

Develop an Al-based,
cognitive mobile multi-agent
platform for context-aware
mission control. {O1}

Success rate of natural
language-conditioned
planning and plan execution

Average plan success rate across
different levels of scenario
difficulties > 85%

Execution success rate >80%

Path planning success rate
(Active perception).

80% success rate when path is
known to exist

of
Al-based

Implementation
reconfigurable
modules. {O5}

Intersection over union of
traversable region
segmentation radar-
camera fusion

by

loU > 0.8

4.4.3 Demonstrator system level architecture and edge AI design workflow

The overall concept of the demonstrator is illustrated in Figure 4.1. Whereas the individual

building blocks are described in the following subsections 4.4.4 - 4.4.5.

UGV - Deep Edge

Server - Meta Edge

Simulation, Synthetic Data, Model Training

Y

Mapping system

UAV - Micro Edge

"(Terrain segmentation

4 A
; . [<--
Active perception |
<
module
\ v
r Y

NLP-based high-level b

N,

Passive perception
modules

planning module
\ J

JE—
Action primitive
modules (vertically B
integrated)
\.

—

> module (radar +

>
L camera)

Figure 4.1 Cognitive mobile multi-agent platform block diagram
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Realization of VCD 4.1 will involve deployment on three distinct classes of hardware
platforms, classified as follows:

e The Meta-Edge: cloud resources or in-house cluster computing hardware,
distinguished by heavy use of virtualization and capabilities greatly exceeding
typical consumer-grade personal computing devices. For practical purposes, the
most important constraint that this is not possible to deploy on autonomous
mobile robots and can therefore only be used in a supporting or preparatory
function.

e The Deep-Edge: hardware available for deployment on the UGV. CPU and GPU
resources are broadly comparable to those available in desktop computers,
enabling the parallel execution of multiple program models and some Al
acceleration capacity, albeit with memory constraints that preclude local training
of the largest SotA models.

e The Micro-Edge: Micro-Edge is a resource-constrained unit designed for
deployment on the UAV. Its primary function is sensor data collection and
processing. Itis intended to furnish the Deep-Edge with a streamlined and abstract
representation of the environment's information efficiently.

4.4.5 Software building blocks, modules, and edge Al-based algorithms

The software system can be broadly decomposed into families of sub-systems, by
deployment target. The meta-edge is only suitable for the deployment of modules with
supporting and preparatory functions such as data synthesis, simulation and model
training, testing, validation, and continuous integration. These can include but are not
limited to simulation framework integrations, data set preparation, Al model training and
quantization pipelines, simulated validation and test cases.

The deep-edge, PC-grade hardware on the UGV is expected to host:

e Passive perception modules for pre-processing various sensor inputs, utilizing Al
technologies where appropriate.

e A multi-layered SLAM system for building a representation of the robot's
environment, acting in conjunction with an active perception module to coordinate
UAV trajectories and fuse its observations with the UGV's map.

e Ahigh-level deliberative planning module to perform long-horizon planning, using
advances in large language models to achieve natural language integration.

e Lower-level hybrid planning and control modules to control the moment-to-
moment activity of the robot, in the form of task-specific action primitives.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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will be that of a terrain segmentation module, utilizing technologies such as synthetic
aperture radar (SAR) to build pictures of the environment from an elevated vantage point
not available to the UGV.

4.4.6 Edge AI framework, methods, and techniques

To address the challenging requirements of mobile robots (UGVs) and drones (UAVS)
operating in dynamic and harsh conditions, a comprehensive approach that combines
classical and deep learning-based algorithms will be employed. With a focus on the widely
recognized deep learning libraries PyTorch and TensorFlow and suitable techniques for
the corresponding edge-levels. A radar-camera setup will be used on the drone to provide
the UGV with reliable observation data of the harsh environment. A computationally light
radar imaging algorithm will run on CPU while its result is fused with the camera image
on an NPU (e.g., i.MX 8M Plus of NXP). The fusion result will be a segmented map ahead
of the UGV which is communicated with it wirelessly.

4.4.7 Edge Al training implementation and datasets

For the training implementation, various approaches will be explored possibly including
the data synthesis representing various scenarios and environmental conditions essential
for the proper functionality of the demonstrator and corresponding action primitives.
Furthermore, the suitability of pretrained models will be explored especially in the case
of the large language models for high-level planning capabilities, as the possibility of
training such models are highly limited to notable computing resources. The detailed
specifications of datasets themselves, however, depend on the outcomes of the
subsequent tasks during the project implementation.

4.4.8 Edge Al inference implementation

The inference on micro-edge (drone) is based on the radar and camera data, as shown in
Figure 4.2. The radar data is used by an appropriate synthetic aperture radar (SAR)
algorithm to reconstruct an image of the area ahead of the UGV. This image is fused with
that of the camera. Then, the segmentation algorithm specifies the viable paths for the
UGV. For inference, fusion and segmentation will be based on machine learning models
while an efficient SAR algorithm will be designed for radar data processing.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Figure 4.2 Inference in micro-edge.

4.4.9 Non-functional requirements

In Table 4-3, Table 4-4 and Table 4-5, we present the three most relevant NFRs, KPIs and

measures for VCD4.1

Table 4-3: NFRs, KPIs and Measures for VCD4.1 - Functional Suitability

NFR-1 Functional Suitability
ID EdgeAl_VC4_D1_NFR-1
Name Functional Suitability
Degree to which a product or system provides functions that meet stated and
Definition implied needs when used under specified conditions (ISO 25010).
Addressed Sub-characteristics: Functional Completeness.
o The platform should cover all necessary functions and features, leaving no
Description

significant gaps or limitations in its functional coverage.

What is measured:

The extent to which the platform's functions and features align with the defined
requirements.

KPI

Functional Completeness score.

Method of collection and
measurement

Demonstrator evaluation.

Target Value

Functional Completeness score > 90%, demonstrating that the platform fulfils
the majority of user-defined system functions.

Verification and

validation method

Verification by reviewing the list of system capabilities. Validation by evaluating
the capabilities in practice.

Table 4-4: NFRs, KPIs and Measures for VCD4.1 - Portability

NFR-2

Portability

ID

EdgeAl_VC4_D1_NFR-2

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Name Portability
Degree of effectiveness and efficiency with which a system, product or
Definition component can be transferred from one hardware, software or other
operational or usage environment to another. Addressed Sub-characteristics:
Adaptability.
o The agents should seamlessly migrate and function across various
Description

environments and configurations.

What is measured:

How well the NLP based planning generalizes to different situations

KPI

Adaptability of high-level planner.

Method of collection and
measurement

Demonstrator evaluation and expert's opinion.

Target Value

Expert evaluates the performance as satisfactory across multiple environments
and configurations

Verification and

validation method

Verification by integration testing on various platforms. Validation by evaluating
final performance on said platforms.

Table 4-5: NFRs, KPIs and Measures for VCD4.1 - Usability

NFR-3 Usability

ID EdgeAl_VC4_D1_NFR-3

Name Usability
Degree to which a product or system can be used by specified users to achieve

Definition specified goals with effectiveness, efficiency, and satisfaction in a specified
context of use. (ISO 25010). Addressed Sub-characteristics: Operability

o Ease with which users can interact with agents, ensuring that these interactions
Description

are smooth and intuitive.

What is measured:

How well users can interact with the mobile agents.

KPI

Ease of use.

Method of collection and
measurement

Demonstrator evaluation and expert's opinion.

Target Value

Expert evaluates the ease of use as satisfactory

Verification and

validation method

Verification by NLP test cases. Validation by end-user friendliness as rated by
experts

4.4.10 Functional requirements

In Table 4-6, Table 4-7 and Table 4-8, we present the three most relevant FRs, KPIs and

Measures for VCD4.1

Table 4-6: FRs, KPIs and Measures for VCD4.1 - Natural language conditioned planning

FR-1 Natural language conditioned planning
ID EdgeAl_VC4_D1_FR-1
Name Natural language conditioned planning
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Capability of the cognitive mobile agent platform to generate and execute plans

Definition : . .
efinitio based on natural language instructions provided by users.
Enables users to communicate with the mobile agents using natural language,
o such as written or spoken instructions, to specify tasks, goals, or actions. The
Description

platform should be able to understand and interpret these natural language
instructions and then generate plans and act accordingly.

What is measured:

Success rate of the platform's ability to generate and execute plans based on
natural language instructions.

KPI

Plan and execution success rate;

Method of collection and
measurement

Three experts will evaluate the validity of the generated plan and its execution,
if at least two out of the three experts agree that the plan is valid and correctly
executed, it will be marked as a success.

Target Value

Average plan success rate across different level of scenario difficulties > 85%
Execution success rate >80%

Verification and

validation method

Verification by planner and primitive evaluation in isolation. Validation by end-
to-end task execution.

Table 4-7: FRs, KPIs and Measures for VCD4.1 - Radar-camera fusion for traversable path

detection

FR-2

Radar-camera fusion for terrain segmentation

ID

EdgeAl_VC4_D1_FR-2

Name

Radar-camera fusion for terrain segmentation

Definition

Capability of the mobile agent to perceive the environment by fusion of vision
and radar data.
Increases the system robustness in harsh environmental situations by enabling
the system to perceive the environment when camera fails to work (extreme
light/weather).

Description

Increases the system robustness in harsh environmental situations by enabling
the system to perceive the environment when camera fails to work (extreme
light/weather).

What is measured:

Segmentation accuracy

KPI

Intersection over union (loU)

Method of collection and
measurement

The segmentation results of the radar-camera-based model is compared
against the ground truth and the pixel-wise loU is calculated.

Target Value

loU > 0.8

Verification and

validation method

Verification by a vision-based model

Table 4-8: FRs, KPIs and Measures for VCD4.1 - Active-perception

FR-3

Active perception

ID

EdgeAl_VC4_D1_FR-3

Name

Active perception
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Capability of the multi agent system to identify gaps in its understanding of
environment and rectify them.

Enables the system to expand its observation data by dispatching a mobile
Description agent and hence, collecting more information that is not directly observable for
map integration

What is measured: Fused map vis-a-vis ground truth data.

KPI Viable path planning success rate.

Meth f collection an
et e @ellesien ene Evaluate where ground truth data available.

measurement

Target Value 80% success rate.

Verification and |Verification by evaluating the capability to build the maps. Validation by path
validation method planning.

4.4.11 Verification, validation and testing initial plan

The first step of the initial plan for verification is to confirm that the various components
of the system are designed and functions correctly, which will be accomplished in the
corresponding task where the components are developed. In WP5 the further tests will
be performed after the integration, where the overall strategy for technical verification is
yet to be developed. Further on, the developed components will be validated in WP6, by
focusing on whether the system meets the requirements put forward in D1.5. The testing
of the individual components and demonstrator overall, however, will be performed
throughout the development lifecycle.

4.4.12 Edge Al explainability and interpretability

The incorporation of LLM-based deliberative planning into the Edge Al systems on UGVs
and UAVs introduces a unique layer of human-interaction capability. By integrating
natural language processing (NLP) technologies, mobile agents can not only make
autonomous decisions but also interpret and respond to human instructions and queries.
This interaction is pivotal for enhancing explainability, as it enables human operators to
have a more direct and intuitive understanding of the robot's actions and decision-making
process. When an operator can communicate with the robot using natural language, it
becomes easier to inquire about the rationale behind specific actions, making the Al's
behaviour more transparent and interpretable.

4.4.13 Al based standards relevant for the demonstrator

Different software quality standards defined in ISO 25010, ISO 25012 and corresponding
measures defined in ISO 25023 and ISO 25024 which are also relevant for Al-based
systems have been studied and evaluated. Matching requirements addressing the mobile
agent demonstrator and technologies to be developed by demonstrator partners are
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described in this deliverable. Furthermore such standards as ISO/IEC 22989:2022:
“Information technology — Artificial intelligence — Artificial intelligence concepts and
terminology”, ISO/IEC TR 24030:2021: "Information technology — Artificial intelligence (Al)
— Use cases”, ISO/IEC 23053:2022: “Framework for Artificial Intelligence (Al) Systems
Using Machine Learning (ML)" and ISO/IEC TR 24372:2021: “Information technology —
Artificial intelligence (Al) — Overview of computational approaches for Al systems” are
relevant for the demonstrator. Whereas ISO/IEC TS 4213:2022: “Information technology
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— Artificial intelligence — Assessment of machine learning classification performance” is
particularly relevant for assessing the performance of the trained models.

4.4.14 Demonstrator milestones

The demonstrator milestones are connected with the overall tasks within the project
timeline, where the respective technologies are developed. The first milestone is achieved
within this task by defining the requirements of the demonstrator, which will be followed
by finalized architecture and system design in M18, continued with the developed
specified SW and HW components and respective algorithms in M31, and finally
integrated, validated, and tested demonstrator by M37.

4.5 Roadside Perception Units (RSPU) Connected with a LoRa 2.4 GHz Mesh
Network (VCD4.2)

4.5.1 Demonstrator description

Urban environments offer multiple challenging scenarios for automated mobility. All road
users benefit from additional sensor input from the infrastructure side to enhance the
perception field in highly occluded crossings. Current RSPU setups are costly and require
constructional work for their setup. VCD 4.2 aims to provide stationary agents
interconnected by LoRa 2.4 GHz mesh network equipped with energy-efficient edge
platforms for Al-based multi-sensor processing, resilient to seasonal drifts. Edge Al shall
be employed to mitigate this overhead by eliminating the wired backbone
communication, while dealing with data privacy concerns. In addition, decentralized
wireless communication enables the transmission of non-safety critical messages (e.g.,
re-calibration messages). LoRa 2.4 GHz solutions will be investigated, in a meshed
network structure. VCD 4.2 further aims to:

e Reliable, data privacy compliant, Al-based perception and multi-sensor data fusion
at the edge

e Simulate and develop a meshed LoRa 2.4GHz stack for wireless communication of
multiple clients.
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Interconnect RSPUs with LoRa 2.4GHz meshed network consisting of radio
modules and gateways to exchange non-safety critical information and connect
external sensors to RSPUs.

Develop a gateway to accommodate a LoRa 2.4GHz multipath mPCle concentrator
card and the ability to host Al accelerators. Investigations on intelligent and energy-
efficient resource management and coexistence with other radio systems.

The developed system will be showcased on three distinct use cases, providing evidence
that the developed stationary agent system is applicable to urban environment

monitoring and provides all road users with additional benefits. The use cases are as

follows:

Air quality monitoring and prediction. The use case will collect data from a network
of sensors to provide a holistic perspective on the air quality conditions, with real-
time insights into the air quality levels. Also, Al predictive models will be utilized to
obtain forecasts and analytics, such as trends, fluctuations, and early warnings.
The use case aims to provide a foundation for informed decision-making and
proactive interventions aimed at mitigating air pollution, safeguarding public
health, and creating a cleaner, safer urban environment. The technologies and
methods developed for the use case will help to identify opportunities for
improvement and refinement for the state-of-the-art service currently provided by
the European Environment Agency (EEA).

Obstacle recognition. Driving in urban environments requires interacting with
other vehicles. As advanced driver assistance systems (ADAS) enable highly
automated vehicles to become more sophisticated, reasoning about such
interactions will become increasingly important. An Obstacle Recognition
algorithm will be able to monitor the environment of an intersection filled with
vehicles, in real-time. The RSPU will have 4 cameras placed on top of it or a single
360-degree camera, to have a clear coverage of all possible sides of the
intersection and it will be placed at its centre. Using these sensors, we must be
able to process the data they capture in near real-time and feed that information
into a machine learning algorithm which will be capable of recognizing obstacles,
from boxes, pedestrians, maybe animals if the environment dictates that, etc.
Traffic observation. As the density of populated areas increases, the usage of
public roads grows as well, unfortunately the infrastructure is not able to cope with
the growth quickly enough, resulting in increasing number of traffic jams. The
problem of traffic jams in the urban areas can be tackled from two different
perspectives. The first and most important is the proper planning, to optimize the
traffic flow within a dense urban area an understanding of general movement and
typical routes taken by vehicles is necessary. This use case tries to solve the issue
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by tracking vehicle movement at each RSPU location in a privacy preserving way
without the identification of vehicle number plates. The second possibility is to
inform the users with actual situation on the roads ahead to enable optimal
decision making in the route selection process. The popular navigation
applications already include the functionality of reporting traffic jams to the users,
but they mostly rely on user submitted information resulting in a significant delay
in reporting of start and also end of traffic jams. This use case tries to provide a
real time traffic jam information retrieved and processed at the RSPU's to the road
users in a timely fashion. The calculated information about the traffic jams can be
provided to the vehicles once they enter an area covered by the LoRa mesh without
the use of any cloud applications increasing the reliability and decreasing the

delay.

4.5.2 Demonstrator objectives and KPIs

The overall EdgeAl project objectives addressed in VCD 4.2 are presented in Table 4-9:

Table 4-9 VCD 4.2 Objectives and KPIs

processing. {O1}

Demonstrator Objectives KPI Target Value
. Edge inference latency vs. round-tri
Develop near real-time HW/SW | Latency of & .y P
RSPU setups for multi-sensor | perception module to cloud-server inference  over
P P P unlimited LTE connection. (20%

on edge device.

faster)

Configuration Options for tiny (8),

power saving support for battery
powered end-devices. {02}

Reliable LoRa Mesh Protocol Stack | Number .
) . . medium (8 - 16) and larger networks
for wireless communication of | Communication .
multiple clients. {03} Clients (32 - 64) with End-to-End packet
P ' delivery ratio above 90%
LoRa Mesh Protocol Stack with Time _for different | Initial implementation .of
operational states | measurement and  observation

with known energy
consumption

methods. Values will highly depend
on application parameters.

4.5.3 Demonstrator system level architecture and edge AI design workflow

The overall concept of the demonstrator is illustrated in Figure 4.3. The model training will

take place on the meta-edge and deep-edge layers.
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Meta-edge

RSPU

Micro-edge
NS

Road Side Perception Unit #1 <=

Deep-edge ﬁ s . . . LoRa
U4 Road Side Perception Unit #2 <=

mesh
Orchestration of @ 4
Micro-edge devices <:> Road Side Perception Unit #n e Urban environment

Figure 4.3 Architecture

4.5.4 Edge AI Hardware accelerators, modules, and platforms

VCD 4.2 will leverage deployments on three distinct classes of hardware platforms,
classified as follows:

e Meta-edge: Deployed as a support infrastructure, CPU and GPU resources are
broadly comparable to those available in desktop computers, enabling the parallel
execution of multiple program models and some Al acceleration capacity. Services
like Kafka, MLflow and similar will be hosted on this machine.

e Deep-edge: Deployed on an intersection, based on Jetson Orin. Deployed services
like TensorFlow Lite, Edge Impulse.

e Micro-edge: Low power embedded devices for sensor data collection and
forwarding, based on STM32L0.

4.5.5 Software building blocks, modules, and edge Al-based algorithms

The main networking software building block will be Kafka broker used to interconnect all
the RSPUs on the deep-edge with the services hosted on meta-edge. An authentication
and encryption module will complement the text-based data transfer system. More
specifically, this module is foreseen to be used for issuing digital certificates to VCD4.2
microservices that need to act as clients (data producers or consumers) to the Kafka
broker of the data transfer system. Such certificates will be used for client authentication
purposes and for establishing secure, encrypted connections to the Kafka broker for data
transfer. Furthermore, this module will offer access control configuration features in
relation to client read and write access to Kafka topics. For the micro-edge connection, we
will of course use a LoRa 2.4 GHz mesh network. To provide a scalable and easy to manage
solution the docker containers will be utilized on meta and deep edge levels, whereas for
the micro-edge level, a more optimized and specifically designed firmware will be utilized
to provide adequate response times and energy consumption. To enable the Al on the
edge we will use already well-established algorithms such as YOLO, YOLOLite, etc.
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4.5.6 Edge AI framework, methods, and techniques

Co-funded by
the European Union

The challenge of providing the benefits for the road users in a timely manner will be
addressed by utilizing and adapting for the usage on edge levels the well-established Al
frameworks, such as, PyTorch, TensorFlow, TinyML, Keras, scikit-learn, XGBoost,
LightGBM, etc. Considering the different use cases to be solved with the edge Al multiple
methods and techniques will be utilized, for example: Long Short-Term Memory (LSTM),
Gradient Booster, object re-identification, object detection, time series models,
regression, forecasting, anomaly detection, federated learning, image classification, etc.

4.5.7 Edge Al training implementation and datasets

A service that will be responsible for the secure transfer of ML models between
distributed infrastructure nodes over encrypted channels will be utilized. This service will
be aligned with the project’s overall Federated Learning objectives and will be tailored to
the Al training needs of VCD4.2 that comprise the synchronisation between Al training
services hosted on different edge-level nodes. The ML model secure transfer service will
rely on the overall data transfer system (Kafka broker) for the transmission of
control/signalling messages for synchronization purposes. This will be coupled with
encrypted channels for ML model file transfer based on 256-bit AES encryption. The ML
model transfer service will be implemented as a containerized microservice and will need
to be deployed on each associated infrastructure node used in the VCD4.2 Federated
Learning scheme.

An Al solution for the prediction of the Air Quality Index (AQI) will be implemented. The
focus will be mainly on training and evaluating sequential deep learning models, such as
Long Short-Term Memory networks. But lightweight ML solutions will also be explored to
juxtapose the performance of the two approaches taking into account the constrained
resources at the edge devices and examining the trade-offs. The training datasets will
contain several air quality and weather features, along with datetime and geolocation
features. In the preliminary analysis phase, public datasets will be used to enable the
module development, while later, the data collected from the demonstrator's deployed
sensors will be directly used with the training pipelines. An efficient, federated learning
approach will be adopted, where all available RSPUs will contribute to training ML models
with new incoming data to be able to continuously improve their performance.

The model for obstacle recognition will be capable of identifying small - intermediate
obstacles such as cones, and boxes and also be able to detect larger obstacles like
pedestrians in the middle of the road. Obstacle detection means that the model can
identify the type and location of an object using an image captured by the operating
camera. The model is trained with multiple datasets to classify as many obstacle types as
possible, so we aspire to have it trained for small objects on the road, for pedestrians
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using datasets for autonomous driving, and for intermediate objects using a general
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object detection dataset. Training of the model will take place offline, to be optimized as
much as possible, fine-tuned, and finally quantized for it to be a mobile model, ready to
identify obstacles when deployed in an edge device.

Dataset Preparation:

e Data Collection: Gather a diverse dataset of road images, with a vast orientation of
obstacles and annotate the images with bounding boxes around the obstacles.
e We split the dataset or divide it into training and validation sets.

For our model selection, we choose a pre-trained Convolutional Neural Network (CNN)
such as YololLite. This model is a CNN that divides the input image into a grid of cells and
predicts the bounding boxes and class probabilities for each cell. YoLoLite was designed
to create a small, faster and more efficient model increasing the accessibility of real time
object detection to a variety of devices.

The next step, which is the model modification dictates the removal of the fully connected
layers from the pre-trained CNN and the addition of a new classification head for obstacle
detection and a bounding box regression head as long as these are not already added.

The Loss function is defined by using binary cross-entropy for the obstacle classification
head and the utilization of mean squared error for the bounding box regression head.
After that and by choosing an appropriate optimizer the training process begins and we
are obliged to monitor the metric such as accuracy, precision, recall and intersection over
union (loU) during training and validation. We then save the model after training is
completed and we proceed with the offline optimization (quantization, pruning). The aim
is to reduce the model size while preserving the accuracy of it. We will experiment with
model compression and pruning to reduce computational requirements.

We can use tools like TensorFlow Lite Converter or PyTorch quantization modules. After
the offline development is finalized, we save the final optimized model, and we evaluate
it on a test set using the same metrics as before. This ensures generalization to new,
unseen data. The final step is the conversion for edge deployment where we have to
convert the optimized model to a format suitable for edge deployment (like Tensorflow
Lite, ONNX). Deploy the model on the roadside perception unit.

4.5.8 Edge Al inference implementation

The Al solution will contain an inference class which is packaged together with a model
trainer. The design aims to make the whole package modular and portable by enabling
containerization according to the demonstrator’s specifications. The inference class will
be documented with the model signature, i.e., the exact features and data types required
for the predictors, as well as the output schema of the data. The inference class is
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intended to either be imported in a Python script and run its predictor function directly
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or be accessed via a REST API. In both cases, the inferrer will be called in an online mode
at stream processing time. In the final integrated version, as part of the federated learning
architecture, the inferrer requires access to the model registry from which it will fetch the
most updated model at scheduled times.

The model first requires the image captured from the camera provided. This requires a
continuous capture of frames from the live camera feed. The model is supplied with the
frames and pre-processed each frame (resize, normalization, etc) to match the input
requirements of the trained model, for example to use the trained model YoLolLite the
images need to be resized into 416x416 pixels. The image should be in RGB format and
normalized to values between 0 and 1.

To process frames from a camera live feed, we can use OpenCV to capture frames from
the camera and preprocess them as described above. Then we pass the captured frames
to the YoloLite model to detect the objects. This is the inference part where we feed the
pre-processed frame into the deployed model for inference. After that the post-
processing start and interpretation of the model's output is necessary thus extracting the
obstacle classification and bounding box information. In detail our post-processing will
aim to filter out false positives and refine the bounding boxes.

This can be done with Non-Maximum Suppression (NMS), a technique which removes
overlapping bounding boxes by selecting the box with the highest confidence score and
suppressing all the other boxes that have a high overlap with it. This reduces the number
of false positives. Bounding box regression technique refines the bounding boxes by
adjusting their coordinates based on the predicted offsets. The predicted offsets are used
to adjust the width, height, and centre coordinates of the bounding box. This also
improves the accuracy. Class-specific post-processing applies different post-processing
techniques into different object classes based on their characteristics.

The following step is a decision logic based on the model’s output, this can be a trigger to
alert if an obstacle is detected or similar event. The last step is the real-time response
which takes the output of the decision logic and provides real time response such as
warnings and notifications.

4.5.9 Non-functional requirements
The non-functional requirements are displayed in Table 4-10,

Table 4-11, and Table 4-12.

Table 4-10: NFRs, KPIs and Measures for VCD4.2 - Functional Correctness

NFR-1 Functional Correctness

ID EdgeAl_VC4_D2_NFR-1
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Name Functional Correctness.
Degree to which a product or system provides functions that meet stated and
Definition implied needs when used under specified conditions (ISO 25010).
Addressed Sub-characteristics: Functional Correctness.
o Functional correctness is the capability of the interface to produce correct
Description

results with respect to the specified behaviour.

What is measured:

The extent to which the platform's functions and features align with the defined
requirements.

KPI

Functional Correctness score.

Method of collection and
measurement

Demonstrator evaluation.

Target Value

Functional Correctness score > 90%, demonstrating that the platform provides
the correct results.

Verification and

validation method

Verification by reviewing the platform's functions and features. Validation by
evaluating the platform's functions and features in practice.

Table 4-11: NFRs, KPIs and Measures for VCD4.2 - Integrity
NFR-2 Integrity

ID EdgeAl_VC4_D2_NFR-2

Name Integrity or other security related sub-char.
Security: Degree to which a product or system protects information and data so

Definition that persons or other products or systems have the degree of data access
appropriate to their types and levels of authorization. (ISO 25010). Addressed
Sub-characteristics: Integrity.

o Integrity relates to protecting exchanged data over these channels from bein
Description gy P ng ex g v ne

corrupted.

What is measured:

How many faults in series of messages.

KPI

Failed Requests in Apache Kafka broker and number of packets without
encryption.

Method of collection and
measurement

Automated log production during testing/demonstration phase.

Target Value

Failed requests per second per topic: <1 request per second, demonstrating
that the platform provides uncorrupted data exchange. Number of failed
decrypted messages <2 per connection demonstrating that the platform
provides a fault tolerant data exchange.

Verification and

validation method

Verification by unit testing. Validation by inspecting the generated logs after 24
hours of system uptime.

Table 4-12: NFRs, KPIs and Measures for VCD4.2 - Installability

NFR-3

Installability

ID

EdgeAl_VC4_D2_NFR-3

Name

Installability.
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Degree of effectiveness and efficiency with which a system, product or
component can be transferred from one hardware, software or other

BRI operational or usage environment to another. (ISO 25010). Addressed Sub-
characteristics: Installability.
o Installations can be seamlessly done, and components of the practice should be
Description

replaceable without affecting its operations.

What is measured:

The extent of interoperable deployment of software.

KPI Percentage of services deployed using containerized form (e.g., using Docker).
Method of collection and

Manual verification of deployment method of installed software/services.
measurement

Target Value

>90% of services deployed using a containerized form.

Verification and

validation method

Verification by reviewing the list of deployed services and their deployment
methods. Validation by evaluating the deployed service deployment methods in
practice.

4.5.10 Functional requirements

The functional requirements are displayed in Table 4-13, Table 4-14, and Table 4-15.

Table 4-13: FRs, KPIs and Measures for VCD4.2 - Near real-time multi-sensor processing

FR-1 Near real-time multi-sensor processing

ID EdgeAl_VC4_D2_FR-1

Name Near real-time multi-sensor processing.
This functional requirement pertains to the timely and efficient processing of

Definition data from multiple sensors in a manner that enables near real-time insights and
actions.

o The system can handle and analyse data from various environmental sensors
Description

and provide actionable information without significant delay.

What is measured:

The time elapsed from the moment sensor data payloads arrive at the
preprocessing module to when the data is processed and prepared for input to
the predictive model.

KPI Average Processing Latency.
Method of collection and|The system records logs to measure the processing latency. The average latency
measurement in seconds is computed.

Target Value

Less than 10 seconds for average processing latency.

Verification and

validation method

Verification by benchmarking. Validation by comparing real-time processing
results with the actual sensor data to ensure the system is delivering near real-

time insights.

Table 4-14: FRs, KPIs

and Measures for VCD4.2 - Reliable wireless communication of
multiple clients

FR-2

Reliable wireless communication of multiple clients

ID

EdgeAl_VC4_D2_FR-2

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.

25



& KDT JU

* * %
%

*
* *

* *
* ok

Co-funded by
the European Union

Name Reliable wireless communication of multiple clients.
B Reliability - degree to which a system, product or component performs specified
Definition . - o e .
functions under specified conditions for a specified period.
Description Successful delivery of messages between all participants of the network.

What is measured:

Packet delivery ratio.

KPI Number of communication clients.

Method of collection and , I .
Packet counting of Rx and Tc packets per communication client.

measurement

Target Value

Configuration Options for tiny (8), medium (8 - 16) and larger networks (32 - 64)
with End-to-End packet delivery ratio above 90%.

Verification and

validation method

Verification by integration testing. Validation by offline comparison of Counters
after a dedicated measurement time.

Table 4-15: FRs, KPIs and Measures for VCD4.2 - Power saving support

FR-3 Power saving support
ID EdgeAl_VC4_D2_FR-3
Name Power saving support
Definition LoRg Mesh Protocol Stack with power saving support for battery powered end-
devices
— Prolong the lifetime of battery powered end nodes utilising the LoRa Mesh
Description

Protocol Stack with power saving support.

What is measured:

Power consumption of LoRa Mesh devices during different operational states.

KPI

Time for different operational states with known energy consumption.

Method of collection and
measurement

Measurement of power consumption during different known operational states
in combination with known states from the simulator.

Target Value

< 1% duty cycle for Tx state with less than 50mA current consumption.

< 2% duty cycle for Rx state with less than 50mA current consumption.

< 2% duty cycle for further activities with less than 10mA current consumption.
> 95% duty cycle for Sleep state with less than TmA current consumption.

Verification and

validation method

Verification by simulation and in-laboratory current consumption
measurements. Validation by comparing the simulation data with end node

current consumption characteristics.

4.5.11 Verification, validation and testing initial plan

The verification of components will occur as planned in the WP5, where the overall
strategy for technical verification is yet to be developed. The validation of components will
be executed as planned in WP6, comparing the requirements from D1.5 with the actual

performance of the developed components. The initial testing of how the individual
components work together in the VCD4.2 will be performed later in the development
lifecycle, when the actual deployment of RSPUs will take place.
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4.5.12 Edge Al explainability and interpretability
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Explainability refers to the ability to provide clear, understandable, and coherent
explanations for the decisions and predictions made by the model. It involves making the
complex decision-making process of the model accessible and transparent to humans,
especially to non-experts.

Explainability can describe:

e Model Output Interpretation: How the models process input images and
output predictions

e Bounding box predictions

e Confidence scores.

e False Positives and Negatives

e Decision-making Logic

e Model training insights

e Ethical Considerations

e User-Friendly Explanations

e Continuous Monitoring and feedback

Secure communications can indirectly contribute to improving Al explainability and
interpretability by creating a more trustworthy and reliable environment for Al systems.
More specifically, VCD4.2 relies on the data exchange between multiple RSPU devices on
deep edge and services hosted on meta-edge for executing Al training and inference
tasks. The implementation of authentication, authorisation and encryption mechanisms
in such communications ensures data integrity, i.e., guarantees that the transmitted data
remains intact and unaltered and is protected against any malicious tampering of data.
Therefore, secure communications maintain the consistency of the input data that can be
used for training and inferencing purposes and the consistency of produced inference
results. In addition, secure communications protect the confidentiality of data and
prevent any unauthorized access. This is particularly important in cases of sensitive
information transmission and supports the ethical use of Al and compliance to associated
regulations. Thus, establishing a more transparent explanation of the decision-making
process in the Al pipelines. Furthermore, secure communications contribute to the
accountability in the Al training and inference pipelines. Interactions between data and Al
models are protected and guarantees are provided in the identification of the role of each
actor in the Al inference result. Communications security also prohibits Adversarial
Attacks by blocking attackers from intercepting and manipulating the data used for
training and inference in the context of attack scenarios, such as Data Poisoning [1],
Byzantine Attacks [2] and Model Extraction Attacks [3] that can be especially relevant to
the Federated Learning context applied in VCD4.2. Ultimately, secure communications
play a crucial role in increasing the levels of trust and reliability in the entire Al system,
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explanations and interpretations with higher confidence.

One of the Al models which will be used by the demonstrator is the Long Short-Term
Memory (LSTM) network, a type of recurrent neural network that can handle sequential
data and capture long-term dependencies. LSTM networks are very powerful deep
learning models, but are often considered as black boxes, meaning that it is hard to
explain how they make predictions and what features are important for them. This is
where explainable Al methods can help to provide insights and interpretations for the
LSTM model.

One of the most popular and powerful explainability methods is the SHAP method, which
stands for SHapley Additive exPlanations [4]. SHAP provide insights on the impact of the
input features on model predictions. It is based on cooperative game theory and assigns
each feature an importance score. The score indicates how much the feature contributes
to the prediction. SHAP values offer a clear and intuitive way to explain the output of
machine learning models by quantifying the influence of each feature. This method helps
users comprehend why a model made a specific prediction, enhancing transparency and
trust in Al systems.

Interpretability is associated with the trained model, for YoLoLite pre-trained model the
interpretability may refer to understanding how the model assigns confidence scores to
detected objects and how it predicts bounding box coordinates. Interpreting the output
of a YoLo based model involves considering the structure of the model's predictions. For
YoLoLite the output typically consists of a grid of cells, each responsible for predicting
bounding boxes and class probabilities. In his context, interpretability can include:

e Confidence Scores is the product of two probabilities: the probability that an object
exists in the bounding box and the intersection over union between the predicted
bounding box and the ground truth. The loU measure of the overlap between the
predicted bounding box and the ground truth ranges from 0 -1. If no object exists
in a cell the confidence score for all bounding boxes in that cell is set to 0. The
confidence score filters out false positives and refine the bounding boxes using
post-processing techniques referenced below.

e Bounding Box coordinates: Analyzing how the model predicts the coordinates (x,
y, width, height) of the bounding boxes. Prediction is possible by dividing the input
image into a grid of cells and predicting the bounding box offsets and dimensions
relative to the cell. Each cell in the grid predicts a fixed number of bounding boxes,
each with a confidence score and class probabilities. The predicted bounding box
coordinates are then transformed to the image coordinates space using cell
coordinates and the anchor boxes. Anchor boxes are pre-defined boxes of
different sizes and aspect ratios that are used to predict the bounding box
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anchor box dimensions to obtain the final bounding box dimensions.
e Other understanding issues involve:

o Class probabilities: If the model is designed to detect multiple classes,
interpreting the class probabilities assigned to each bb can provide insights
to the type of object detected.

o Non-Maximum Suppression: (Post-processing) how the model performs
NMS to eliminate duplicate or low-confidence detections.

o Visualizing Activations: Visualizing the intermediate activations of the
network can provide insights into how features are extracted and used for
detection.

4.5.13 Al based standards relevant for the demonstrator

The identified relevant standards for VCD4.2 that have taken into consideration are as
follows: ISO/IEC TS 4213:2022, ISO/IEC 23053:2022, ISO/IEC 22989:2022, ISO 25010, I1SO
25012, ISO 25023 and ISO 25024.

4.5.14 Demonstrator milestones

The milestones related to the VCD4.2 are aligned with the broader project timeline. The
initial milestone is reached by outlining the requirements of the demonstrator.
Subsequently, in M18 the architecture and system design will be specified, followed by
the development of hardware and software components along with the corresponding
algorithms in M31. The integration, validation, and testing of the VCD4.2 is planned by
M37.

4.6 Condition Monitoring for Mobile Agents (VCD4.3)

4.6.1 Demonstrator description

Mobile agents (e.g., UAVs and other vehicles) with electric propulsion rely on the power
supply (battery), the motor controller, the motor, and the propeller for safe and enduring
operation. The propulsion system can be exposed to harsh operating conditions, and the
motor bearings are highly stressed and typically limit the service interval of the whole
UAV. Except for a blocked bearing, the bearing condition is not obvious to the operator.
Several techniques exist to measure the noise and vibrations caused by faulty bearings or
other vehicle components, but have significant drawbacks regarding replicable
integration, coupling to the motors, processing power and energy for sensor reading. VCD
4.3 aims at developing an Al-based hardware/software solution and the Al algorithms to
use condition monitoring of selected mobile agent components (e.g., UAV motor bearings
and other vehicle components). This includes to:
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e Provide an edge-implemented Al pipeline for data acquisition, model computation

and anomaly detection.

e Set up a technology demonstration of the chosen approach and to compare the
motor phase currents-based approach with state-of-the-art vibration monitoring.
e Develop and install a self-powered edge-distributed system on vehicles to analyse

vibro-acoustic characteristics on selected vehicle components.

e Develop edge Al-based algorithms to classify context related vibro-acoustic

characteristics into grayscales ranging from normal to abnormal.

4.6.2

Demonstrator objectives and KPIs

The overall EdgeAl project objectives addressed in VCD 4.3 are presented in Table 4-16:

Table 4-16 VCD 4.3 Objectives and KPIs

Demonstrator Objectives

KPI

Target Value

Develop an software algorithm
for condition monitoring of
electrical drives in UAVs. {01}

Al software
algorithms for motor
vibration and/or
magnetic-field
anomaly detection.

Critical fault anomaly detection
accuracy better than 90% in lab
conditions.

Integration of hardware/software
algorithms in an  Al-based
platform for condition monitoring
for electrical drives in UAVs. {04}

Performance in real
world field
conditions.

Performance evaluation in real world
field conditions

4.6.3 Demonstrator system level architecture and edge AI design workflow

The overall concept of the demonstrator is shown in Figure 4.4. A drone-mounted micro-

edge sensor consisting of a motor-mounted sensor unit (vibration or magnetic flux) is
connected to a micro-edge processing unit (ARM/FPGA) to analyse rotor rpm and rotation-

specific anomalies. The condition analysis results in an OK/NOK status which is logged on

an NFC tag, which in turn is read by a launch pad-mounted antenna to display the Go/No

Go lift-off recommendation.
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Go/No Go Launch Pad Visualization NFC Reader
Figure 4.4 Architecture

4.6.4 Edge AI Hardware accelerators, modules, and platforms

The micro-edge unit consists of a sensor connected to a Trenz Zyng 7020 with an Arm
Cortex M4 computing unit and a programmable NFC Tag. The micro-edge sensor is
triggered on drone power on and monitors until 20 seconds after minimum rotor rpm is
achieved. During those 20 seconds, the motor rpm is determined (time-based algorithm),
followed by rpm-based features (probably hardware-accelerated FFT spectrograms),
which in turn are checked for atypical statistics feature characteristics via Al-accelerated
neuromorphic cluster engines. The resulting OK/NOK classification is written to an NFC
tag which is monitored via an infrastructure (launchpad) based NFC antenna circuit and
status display unit (Green/Red Flashing Launch Pad LEDs).

4.6.5 Software building blocks, modules, and edge AlI-based algorithms
The overall building blocks of the demonstrator are shown in Figure 4.5.

S Zynq Arm NFC NFC Raspberry Pi
SISO 7020 Core Tag Antenna Display Unit

FFT, Spectrogram  State Machine NFC App

Neuro Clusters

Figure 4.5 Building Blocks

The SW is distributed over the blocks. 1) The Micro-Edge Sensor FPGA Engine performing
the ADC sampling, FFT computation, and Neuromorphic classification. 2) The Micro-Edge
Sensor Cortex M4 Arm for the overall State Machine and Application Software. 3) A
Raspberry Pi for monitoring the NFC Antenna and displaying classification results.

4.6.6 Edge AI framework, methods, and techniques

The Al Engine used for VCD4.3 demonstrator is shown in Figure 4.6.
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Figure 4.6 Al Framework

For the classification of fixed lengths feature strings a neuromorphic classification could
be used. The neuromorphic classification engine consists of neurons to cluster similar
feature stings. Multiple neuron networks can be implemented if context-based
differentiation (such as operation modes) is necessary. Various neuron designs are
possible. RBF is one such possible neuron design.

4.6.7 Edge Al training implementation and datasets

Training consists of the design of experiments. As the goal of the micro-edge sensing
application is not to differentiate different fault classes or fault intensities, a simple design
of experiments consisting of OK/NOK use cases and contexts (rpm speed, blade angle,
and potential signal noise sources) is sufficient.

4.6.8 Edge Al inference implementation

The beauty of neuromorphic RBF networks is that they do not occupy the full feature
space. They can differentiate between known and unknown states. They don't force
results into one class or another, as a typical CNN network would do, or a simple K-means
classifier. Therefore, Al Inference analysis is limited to the stability and repeatability of the
various feature monitors. This is a simple controlled environment repeatability analysis.

4.6.9 Non-functional requirements

The non-functional requirements are displayed in the following tables.

Table 4-17: NFRs, KPIs and Measures for VCD4.3 - Functional Suitability

NFR-1 Functional Suitability
ID EdgeAl_VC4_D3_NFR-1

Name Functional Suitability

Degree to which a product or system provides functions that meet stated and
Definition implied needs when used under specified conditions (ISO 25010).

Addressed Sub-characteristics: Functional Completeness.

The demonstrator shall cover all necessary functions and features, leaving no

DEserpitiern significant gaps or limitations in its functional coverage.

What is measured: The demonstrator functions and features shall cover defined requirements.
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KPI

Functional Completeness score.

Method of collection and
measurement

Demonstrator evaluation.

Target Value

Functional Completeness score > 90%

Verification and

validation method

Verification by review.

Table 418: NFRs, KPIs and Measures for VCD4.3 - Portability

NFR-2 Portability

ID EdgeAl_VC4_D3_NFR-2

Name Modularity
Modularity: degree to which a system or computer program is composed of

Definition discrete components such that a change to one component has minimal impact
on other components.

o The condition monitoring device shall be easily to integrate in the overall
Description

system.

What is measured:

Ease of installation and impact on overall performance.

KPI

Cost, weight, percentage load reduction, installation complexity.

Method of collection and
measurement

Demonstrator evaluation and expert's opinion.

Target Value

Expert evaluation of overall KPIs and system performance impacts.

Verification and

validation method

Verification by review.

Table 419: NFRs, KPIs and Measures for VCD4.3 - Usability

NFR-3 Usability
ID EdgeAl_VC4_D3_NFR-3
Name Usability
Degree to which a product or system can be used by specified users to achieve
Definition specified goals with effectiveness, efficiency, and satisfaction in a specified
context of use. (ISO 25010). Addressed Sub-characteristics: Operability
Description Ease of use and intuitive use.

What is measured:

How easy and/ or intuitive it is for the users to interact with the demonstrator.

KPI

Ease of use.

Method of collection and
measurement

Demonstrator evaluation and expert's opinion.

Target Value

Expert evaluates the ease of use as satisfactory.

Verification and

validation method

Verification by review.
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4.6.10 Functional requirements

The functional requirements of the demonstrator are related to performance, power
consumption, and NFC communication robustness in an operational environment.

Table 4-18: FRs, KPIs and Measures for VCD4.3 - Classification Robustness

FR-1 Classification Robustness
ID EdgeAl_VC4_D3_FR-1

Name Edge Sensor Classification Performance

Speed Differential > Critical Deviation
Definition Magnetic Flux Texture > Critical Deviation
Vibration Texture > Critical Deviation

The capability of the Micro-Edge Sensor to differentiate between normal

DESElRHen operation and critical defects.
What is measured: Detection of smallest fault size
KPI No noticeable flight control degradation

Method of collection and

Human judgement on drone flight control degradation
measurement

Target Value No noticeable flight control degradation

Verification and

. . Multiple operators
validation method pleop

Table 4-19: FRs, KPIs and Measures for VCD4.3 - Communication Robustness

FR-2 Communication Robustness
ID EdgeAl_VC4_D3_FR-2
Name Infrastructure to Edge-Sensor Communication Reliability
Definition NFC/(VHF) Communication Reliability
Description NFC Tags have a limited communication range and a focused sensing envelop
What is measured: Amount of signal loss, and out-of-position sensitivity
KPI No communication loss within pre-defined lift-off zone

Method of collection and

Operational Test in and outside targeted lift-off zone
measurement

Target Value No communication loss within pre-defined lift-off zone

Verification and

. Operational Test in and outside targeted lift-off zone
validation method

Table 4-20: FRs, KPIs and Measures for VCD4.3 - Power Reduction

FR-3 Communication Power Reduction
ID EdgeAl_VC4_D3_FR-3

Name Edge Sensor Communication Power Reduction
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Estimated edge-sensor power reduction by changing from active

Definition L . .
communication to passive nfc communication.

Communication is the main power consumers of battery powered edge-
Description sensors. Reducing or eliminating communication power requirements greatly
exceed operation time on limited power sources.

Comparison of communication energy for BLE, WiFi, NB-IOT and Passive NFC

What is measured: energy requirements as a function of communication frequency, load, and
distance.
KPI Operational Lifetime Extension for various Use-Cases Assumption.

Method of collection and

Computation model evaluation.
measurement

Target Value Use-space specific power reduction of 5-70%.

Verification and

. . Expert review.
validation method P

4.6.11 Verification, validation and testing initial plan

The verification (test) activities consist of a DOE with various operation conditions (rotor
speed, blade pitch), defects (motor, blade), and NFT Tag vs. Antenna position
arrangements. The validation (performance) activities are a repetition of the DOE and
evaluation of expected results.

4.6.12 Edge Al explainability and interpretability
VCD4.3 Demonstrator Mission:
Self-powered edge-sensors = Efficient Edge-Al"" + low-power COM + (durable harvester)*

The ultimate goal of VCD4.3 is to move micro-edge sensors technology one step closer to
self-powered micro-edge-sensing. As energy harvesters are either expensive, inefficient,
or non-durable the only way to reach the target is to work with inefficient durable
technologies. And that means reducing the energy consumptions of micro-edge sensors
radically.

The way VCD4.3 will reduce energy consumption is by switching from active edge-to-
infrastructure communication to active infrastructure to passive edge-sensor technology.
Typically, communication energy requirements far exceed computational energy
requirements. And in many cases, it is sufficient for infrastructure to ask for defect
information when needed (before starting a certain action) and not continuously.

By achieving an efficient integration of micro-edge sensing with passive NFC
communication technology, a major step toward realizing self-powered micro-edge
sensors is achieved.
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research project, as matching country funds were not approved.

Note 2: VCD4.3"" focuses on developing efficient low computation Edge Al algorithms. As
this is a research project, a flexible development platform with FPGA is chosen. This is not
the final energy optimized computation platform, as flexibility is needed during the
research phase.

4.6.13 Al based standards relevant for the demonstrator

None are applicable. The technology is company proprietary.

4.6.14 Demonstrator milestones

The VCD4.3 demonstrator milestones are shown in Figure 4.7.

— Concept Design —— Lab Tests NFC Tag
— Data Logger Design | —— Quad Copter —— NFC Receiver
Sensor Design — Data Collection — Launch Pad
Data Science Field Measurement
\tm_r Integration Testing
l l | | o I [
2023 | 2024 I 2025 | 2026

Figure 4.7 Demonstrator milestones

The demonstrator development is segmented into three phases: 1) Development of Data
Acquisition System, 2) Data Collection, Data Management, Data Science 3) System
Integration and System Validation. Each part takes up approximately 1/3 of the allocated
overall project/funding duration.

5 Synergies with other value chains and demonstrators

The VCD4.2 has a strong synergy with the VCD2.3, as both demonstrators are relying on
2.4 GHz LoRa Mesh network architecture for wireless communications. While the VCD2.3
investigates different swarm intelligence concepts applicable in an area densely
populated by edge nodes, VCD4.2 focuses more on edge nodes which are more
geographically distributed. Therefore, both demonstrators together, cover the whole
geographic spectre provided by the 2.4GHz LoRa mesh network architecture regarding
the edge intelligence applications.
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6 Conclusion

6.1 Contribution to overall picture

The document provides a detailed overview of the three demonstrators within the VC4
Mobility Industry: Cognitive Mobile Multi-Agent Platform (VCD4.1), Roadside Perception
Units (RSPU) Connected with a LoRa 2.4 GHz Mesh Network (VCD4.2), and Condition
Monitoring of Mobile Agents (VCD4.3). These demonstrators collectively address critical
challenges in the mobility sector, such as enhancing mobile agent capabilities, optimizing
urban infrastructure, and ensuring the reliability and safety of unmanned vehicles. The
contributions made in this deliverable extend beyond individual partners, encompassing
a collaborative effort to define and describe specifications, requirements, and standards
crucial for the development and integration of edge Al solutions. The document
establishes a clear roadmap for subsequent work packages, guiding activities related to
architecture and system design, hardware and software component development,
integration, verification, and validation.

6.2 Relation to the state-of-the-art and progress beyond it

Table 6-1: State-of-the-art and beyond

Partner (VCD) Description

Current state-of-the-art NLP-based planning is deployed in known
EDI environments, whereas the proposed architecture envisions to advance
integration of NLP planners and open-set segmentation in map representations.

While radars are robust compliments for cameras, their imaging algorithms are
resource demanding. Furthermore, SOTA methods for radar-camera fusion
employ range-Doppler maps of the radars as input that may not be informative
IMEC enough for the fusion models. In this project, an efficient radar imaging
algorithm is developed which generates a clear observation of the harsh
environment. This simplifies the fusion model and makes the whole processing
chain better fit in edge.

Presently, LoRaWAN is acknowledged as the standard for efficient and robust
wireless communication over substantial distances, utilizing a star topology.
Despite its effectiveness, limitations arise specifically in the realm of end-node to
gateway communication. Particularly in Europe, the utilization of the 868-Sub-
GHz-Band necessitates constraints on duty cycles for radio medium access.

IMST Within this project, a novel combination of 2.4 GHz LoRa radio hardware and a
mesh radio protocol, featuring roles and services for access points, routers, and
battery-powered end nodes, will be designed, implemented, and demonstrated.

A LoRa mesh network offers the benefit of extending network coverage without
requiring additional base stations. When combined with LoRa technology and Al-
based routing optimization techniques, these mesh networks provide
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advantages for wireless sensor network applications by enhancing coverage
area and minimizing power consumption.

HUA

The current state-of-the-art involves the development of an advanced Obstacle
Recognition (OR) algorithm designed to monitor the dynamic environment of an
intersection densely populated with vehicles in real time. Leveraging the data
collected from provided sensors, we aim to process this information in near real-
time. This processed data will be fed into a machine learning algorithm capable
of recognizing various obstacles, including but not limited to, vehicles,
pedestrians, and potentially animals if the environment necessitates such
identification. However, due to constraints in processing power, addressing the
project's requirements becomes a challenge. To overcome this limitation, the
solution lies in leveraging Tiny Machine Learning, which focuses on deploying
machine learning models on resource-constrained devices. Utilizing frameworks
like TensorFlow Lite or Edge Impulse, we train and deploy compact machine-
learning models specifically tailored for Obstacle Recognition (OR). This
approach enables efficient processing of data and facilitates the deployment of
machine learning models despite limitations in computational resources,
ensuring effective functionality in the OR system

INTRA

In the area of Internet of Things (loT), effective data management is at the
forefront of technological advancements, shaping the state of the art in this
dynamic field. 10T systems generate an unprecedented volume of data from
diverse sources, ranging from sensors and devices to applications and platforms.
State-of-the-art data management in |oT involves the seamless integration of
robust storage, processing, and analytical capabilities to handle the velocity,
variety, and volume of data. Real-time data processing and edge computing play
a crucial role in optimizing the efficiency of loT networks by reducing latency and
enhancing responsiveness. In this context, INTRA will contribute to VCD4.2 by
providing all the necessary mechanisms to enable efficient, low latency and
robust data management among the different components.

ITML

State-of-the-art in air quality prediction is mainly dependent on machine learning
or statistical models which are trained centrally offline with historic sparse data.
Given that the demonstrator will exploit a broad network of uniform loT sensors,
it is anticipated that the improved data quality and availability, the adoption of
sequential models, and the federated learning architecture, will enable us to
provide an efficient online Al forecasting system for time series and IoT.

GNT

loT communications are associated with cybersecurity risks due to the
interconnected nature of devices, the potential exposure of sensitive data, the
multiple actors involved, including services that produce or consume data, host
infrastructure devices and users. Therefore, there is a high risk of unauthorised
actors to infiltrate in such communications. Furthermore, communication over
unencrypted channels allows potential unauthorised access to transmitted
information. GNT intends to contribute to mitigating such risks by bringing an
end-to-end framework that can provide authentication and authorisation of
services in loT communications, based on certificates and TLS/AES encryption.
Special provisioning will be made for securing transfers of Al trained models
between edge and cloud nodes in the context of Federated Learning.

NEURO

State-of-the-Art: Distributed Condition Monitoring
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Beyond State-of-the-Art: Micro-Edge to Gateway Condition Monitoring
Beyond State-of-the-Art: Infrastructure to NFC Micro-Edge-Sensing

6.3 Impacts to other WPs, Tasks and SCs

Table 6-2: Outcome and impact

Partner (VCD)

Description

VCD4.1

The requirements and specifications defined in D1.5 are the basis for the further
developments in VCD4.1 and firstly continues with Architecture and System
design within WP2 in tasks: T2.1:" Al methods and tools”, T2.5: “Scalable and
hybrid Al-based HW/SW co-design”, T2.6: “Al-models and frameworks, system,
and subsystem design” continuing with developments of the specified SW and
HW components and respective algorithms in WP3: T3.4 and WP4: T4.2, T4.3,
T4.6. Whereas integration and technical verification of developed components
will be performed in WP5: T5.5, and finally validated in WP6: T6.5.

VCD4.2

The requirements and specifications defined in D1.5 are the basis for the
further developments in VCD4.1 and firstly continues with Architecture and
System design within WP2 in tasks: T2.5 and T2.6 continuing with
developments of the specified SW and HW components and respective
algorithms in WP3: T3.4 and WP4: T4.2. Whereas integration and technical
verification of developed components will be performed in WP5: T5.1, T5.5, and
finally validated in WP6: T6.5.

VCD4.3

By achieving an efficient integration of micro-edge sensing with passive NFC
communication technology, a major step toward realizing self-powered micro-
edge sensors is achieved.

6.4 Contribution to demonstration

Table 6-3: Demonstrator contribution

Partner (VCD) |Description
VCD4.1 The requirements and specifications reported in D1.5 are the basis for the
development VCDA4.1: “Cognitive Mobile Multi-Agent platform” and describes the
envisioned functionalities and corresponding building blocks.

VCD4.2 The requirements and specifications reported in D1.5 are the basis for the
development VCD4.2 and describes the envisioned functionalities and
corresponding building blocks.

VCD4.3 VCD4.3 supports the overall goals of Edge Al Technologies for Optimised
Performance Embedded Processing.
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6.5 Other conclusions and lessons learned

Table 6-4: Other conclusions and learnings

Partner (VCD) |Description
EDI N/A
IMEC N/A
IMST N/A
HUA N/A
INTRA N/A
ITML N/A
GNT N/A
NEURO N/A
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