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1 Publishable summary

The work in the Chips JU EdgeAl project facilitates cross-industrial developments in terms
of edge Al hardware, software, Al frameworks, and data and aims to develop an overall
strategy for technical verification of these enabling components and their integration into
the application.

The integration of the demonstrators on edge Al systems is based on established system
engineering principles. It signifies a shift from traditional methods to model and data-
driven approaches that enhance efficiency, accuracy, and innovation.

Edge Al systems' complexity and heterogeneity are constantly advancing, and the
integration strategies are designed to keep pace and ensure their performance. This
thorough approach reassures the developers of the robustness of our process.

The integration phase involves alignment activities for hardware and software
components developed by co-design principles (e.g., implementing interfaces for
hardware accelerated execution/inference of optimized Al models). Concepts and aspects
of common interest are defined in WP2 and implemented in WP3 and WP4 by each value
chain demonstrator in various domains, including digital industry, energy, agri-food and
beverage, mobility, and digital society. This synergistic development allows the project to
compile general Al best practise when it comes to hardware-software integration at the
edge and further highlight domain-specific challenges.

This report defines strategies for edge Al hardware and software verification and common
integration principles of enabling technologies into applications. These strategies are
applied during the integration and implementation of edge Al-based solutions in
demonstrators in various industries.

2 Non-publishable summary

None.

3 Introduction and Scope

3.1 Purpose and target group

WP5 addresses the technological integration framework for the design concepts
generated in WP2 and implemented as Al hardware/software, algorithms, frameworks,
embedded heterogenous systems in WP3 and WP4 to integrate, verify and demonstrate
the Al processing capabilities at the edge addressing into prototypes and demonstrators.
The Al HW/SW integration and verification applies to several value chains reflecting the
requirements and specification defined in WP1 for the different industrial sectors.

This report is part of the Task 5.1 that aims to develop an overall strategy for technical
verification of these enabling components as well as their integration into the application.
Thereby, the integration phase will also involve alignment activities for HW/SW
components that have not been developed by co-design principles (e.g., implementing

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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interfaces for HW-accelerated execution/inference of optimized Al-models). Concepts and
aspects of common interest will be defined in advance before they are implemented by
each VC (T5.2-T5.6). This synergistic investigation will allow to compile general Al best
practise when it comes to HW/SW integration at the edge, and further highlight domain-

specific challenges.

The report covers the definition of strategies for edge Al HW/SW verification and common
integration principles of enabling technologies into applications. These strategies will be
applied during the verification and integration implementation in the various industries
in D5.2-D5.6.

3.2 Contributions of partners
The contribution of the partners is summarised in the Table 3.1.

Table 3.1: Partner contribution

Chapter

Partner

Contribution

1, 2, 3;
4.2:5

SINTEF

SINTEF works to define the strategy for the integration and verification
of the Al-based HW/SW components, models, algorithms and how the
co-design principles can be aligned with these activities. The activities will
include identifying the Al best practise when it comes to HW/SW
integration at the edge.

3.2;4.1

IFAT

IFAT contributes to the overall technical verification strategy of edge Al
with specific verification requirements for the demonstrator SSMA.

3.2, 4.1

AMS-AT

AMS-AT contributes to best practise definition.

3.2;4.1

SCUBE

SCUBE will contribute to all aspects of common interest, best practice,
and synergetic topics.

3.2;4.1

TUWIEN

TUWIEN will fully support the integration phase with its partners through
synergistic investigation, regular communications and timely alignment.

IMEC

IMEC contributes to the identification of how the developed NeuroDrone
technologies are applicable across different industries.

3.2,4.2

NXP-DE

NXP-DE will contribute with integration and verification strategies for its
developed technologies.

4.1, 4.4

GNT

GNT will contribute together with partners for developing the validation
strategies towards the work responsible in WP4. It will also contribute to
the implementation of common strategies for the integration and
technical verification of edge Al. They provide insights and feedback of
the conducted integration from demonstrators in two VCs (Digital
Industry and Mobility).

4.4

NEURO

NEURO will support a conceptual integration and validation of Edge Al
Framework based on the mobility use cases Mobile Robots, and
Automotive Service Diagnostics.

4.1

COGNI

COGNI will contribute to shape strategies for Edge-Al application
verification, principles of robustness, scalability, and minimal resource
consumption.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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4.4

IMST

IMST will generate and provide an integration support document for the
2.4 GHz LoRa Mesh Network components. This document will address
the usage of hardware / software interfaces. In addition, IMST plans to
implement and to provide example code / libraries for easier access of
the 2.4 GHz Mesh Network sub system.

4.4

HUA

HUA will contribute to the compilation of Al best practises, based on the
developments in VC4.2.

3.2,4.2

uzL

UZL will integrate Al HW accelerator into an open-platform and verify it.
This open-platform vehicle will be demonstrated by the industrial
partners.

4.3

VPHV

VPHV will participate with partners to develop the overall strategies for
Al technologies in response to the requirements and constraints of the
vineyard.

4.3

cv

CV will participate with partners to develop the overall strategies for Al
technologies in response to the requirements and constraints of the
vineyard and the cellar.

4.3

TECX

TECX will focus on the measurements taken by the sensor networks and
collected by an edge computing system.

4.3

CEA

CEA contributes to demonstrating the effectiveness of the analogue
neuromorphic accelerator approach and aims to make it compatible
with new generations of MCUs for Edge Al.

4.3

INPG

INPG will participate to the definition of the system level integration
approach of digital HW accelerated Al.

4.3

URCA

URCA contributes to the definition of a HW/SW integration approach
targeting inference on edge devices.

4.3

CNRS

CNRS collaborates with the partners to define the integration approach
considering the approximate computing implementation of the models
and the specific use cases and applications.

STM-IT

STM-IT will integrate the existing solutions with the elements newly
designed in the project for the implementation of the digital industry
supply chain with a focus on the generalization of the solutions and the
application in different sectors.

4.1

HTS

HTS contributes to the definition of the overall verification strategy in
digital industry: how integrate the edge Al components into the use case
dealing with the production defects.

4.1

DEEPS

DEEPS contributes to the definition of the overall verification strategy in
digital industry from the Al point of view: how integrate the edge Al
components into the use case dealing with the production defects taking
advantage of a distributed continuous learning of production defects.

4.1

XTE

XTE elaborates Social Sciences and Humanities that will support the
integration from the point of view of the user needs as defined in WP1.
In particular, the process will be supervised for compliance with the
defined guidelines.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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4.1 UNICA UNICA defines best practices and guidelines for the integration of FPGA-
based accelerators in Al applications.

4.1 UNIBO UNIBO defines integration strategies for DNN and neuromorphic
accelerators in the applications. Integration of compiler-assisted
strategies with edge Al accelerators.

4.1 UMIL UMIL will cooperate with the partners in the validating the software
models and algorithms designed and developed in previous WPs (05.1).

4.4 EDI EDI will contribute on identifying common aspects within the proposed
strategies for the Al based software integration and verification of
mobility value chain and especially cognitive mobile agents.

4.5 NXP-NL NXP-NL contributes with integration and verification strategies for its
developed technologies.

4.5 SIG SIG contributes to the overall HW/SW integration by giving Lighting
application guidance and technical requirements.

4.5 TECHNO | TECHNO will work on the development of verification techniques to
support the Machine Room use case.

4.5 ALMENDE | ALMENDE will add to the technical verification strategy the domain-

specific angle of smart buildings appliances.

4.5 TUE TUE will contribute to SW/AI integration and verification methodologies
focussing on Al model and training paradigms.

32,42 | FE FE works in defining the overall strategy for technical verification of these
enabling components as well as their integration into the intelligent
water tank energy optimisation application.

3.2;4.2 | NXTEN NXTEN works in defining the overall strategy for technical verification of
these enabling components as well as their integration into the
intelligent water tank energy optimisation application.

3.2;4.2 | PROLUX PROLUX works in defining the overall strategy for technical verification
of these enabling components as well as their integration into the mesh
intelligent lighting application.

3.2;4.2 | NXTECH NXTECH works in defining the overall strategy for technical verification
of these enabling components as well as their integration into the mesh
intelligent lighting, the intelligent distributed energy systems, and the
intelligent water tank energy optimisation solutions.

4 CONV CONV provides an overview of the demonstrators’ developments related
to state of the art and supports the communication, promotion, and
exploitation.

4.1 AMS-CH AMS-CH contributes to best practise definition.

SYNS SYNS contributes to best practise definition.

3.3 Relation to other activities in the project

This deliverable gives an overview of the integration strategies followed by the value chain
demonstrators in the Chips JU EdgeAl project and provides the description of these
strategies applied to the engineering, data science, software, hardware and Al principles

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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and considering a holistic view for the edge Al system as an embedded integration of
hardware, software, Al methods/algorithms/frameworks and data.

Ther work follows the requirements and specifications defined in WP1, the system design
concepts presented in WP2, the hardware developments in WP3 and the Al-methods,
models, algorithms and data processing developed in WP4,

4 Description of the technical work

The work in the Chips JU EdgeAl project facilitates cross-industrial developments in terms
of edge Al hardware, software, Al frameworks, and data and aims to develop an overall
strategy for technical verification of these enabling components and their integration into
the application.

The integration of the demonstrators on edge Al systems is based on established system
engineering principles. It signifies a shift from traditional methods to model and data-
driven approaches that enhance efficiency, accuracy, and innovation.

Edge Al systems' complexity and heterogeneity are constantly advancing, and the
integration strategies are designed to keep pace and ensure their performance. This
thorough approach reassures the developers of the robustness of our process.

The integration phase involves alignment activities for hardware and software
components developed by co-design principles (e.g., implementing interfaces for
hardware accelerated execution/inference of optimized Al models). Concepts and aspects
of common interest are defined in WP2 and implemented in WP3 and WP4 by each value
chain demonstrator in various domains, including digital industry, energy, agri-food and
beverage, mobility, and digital society. This synergistic development allows the project to
compile general Al best practise when it comes to hardware-software integration at the
edge and further highlight domain-specific challenges.

This report defines strategies for edge Al hardware and software verification and common
integration principles of enabling technologies into applications. These strategies are
applied during the integration and implementation of edge Al-based solutions in
demonstrators in various industries.

The integration strategy of an edge Al system begins with a comprehensive assessment
of the system's requirements, drawing on solid data science and engineering principles.
The integration of edge Al hardware, software, Al stack building blocks and data in an
edge Al design framework for the whole system, follows the concept illustrated in Figure
4.1 and developed in WP1.

This involves defining clear objectives for the integration of hardware, software, Al
methods, algorithms, frameworks, and data. The strategy must take a holistic approach,
considering the interdependencies and interactions between these components to create
a cohesive system. The process starts with the selection of appropriate hardware that
meets the computational and energy efficiency demands of the edge environment. This
includes choosing processors and accelerators that support the required Al workloads

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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and can operate within the constraints of the embedded system, such as reduced power
consumption and limited physical space.

Following the hardware selection, the focus shifts to the software and Al algorithms. The
software must be optimized for the edge, ensuring that it can manage resources
effectively and provide real-time processing capabilities. This involves implementing
lightweight and efficient Al models that are specifically designed for edge deployments.
Techniques such as model compression, quantization, and pruning are applied to reduce
the model size and increase inference speed, all while maintaining acceptable levels of
accuracy. The integration of Al algorithms must be seamless, leveraging frameworks that
support edge inference, which are tailored for deployment in constrained environments.

HARDWARE - Al Models
« HW platforms. + Methods
+ CPUs, GPUs, TPUs +» Algorithms
« ASICs, FPGAs gort
« Libraries

+ Neuromorphic
P * Frameworks

+ Data collection
» Features extraction
+ Data types

+ SW platforms
« Optimisation tools

+ SDKtools + Data sets

+ Software » Training data
engineering + Validation data

+ OSs SOFTWARE + Test data

» Inference data

Figure 4.1: Edge Al design framework based on the convergence of technologies.

Data management plays a critical role in the integration strategy. The system should be
designed to handle diverse data sources, enabling seamless data acquisition, processing,
and analysis. Strategies for data management include implementing data fusion
techniques to integrate multiple sensor inputs, ensuring robust and reliable situational
awareness. Additionally, mechanisms for on-device learning and adaptation are
important, allowing the system to improve over time through continuous, unsupervised,
or transfer learning approaches. This capability is vital in applications where the edge
device must operate independently and adapt to changing environmental conditions.

In terms of technical verification, the strategy must ensure that each component and the
integrated system as a whole are tested rigorously to guarantee reliability, performance,
and safety. The verification process begins at the component level, where the hardware
is subjected to stress and performance testing, ensuring it can handle the expected
computational loads and withstand the operational environment. Similarly, software
components are tested for robustness, security, and efficiency, using tools and
methodologies such as static code analysis, unit testing, and dynamic testing under
various conditions to capture potential failure modes.

Once individual components are verified, the focus shifts to system-level integration
testing. This stage involves simulating real-world scenarios to evaluate the system's ability

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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to function as intended within the target environment. It is essential to validate the
efficacy of the Al algorithms and their interaction with both software and hardware
components. Testing should cover various edge cases and failure scenarios to assess the
system's resilience and ability to recover safely from partial failures.

The technical verification strategy must also include continuous monitoring and feedback
mechanisms that can inform ongoing system improvements and updates. This involves
setting up diagnostic tools and processes for real-time performance monitoring and
anomaly detection, allowing for proactive maintenance and adaptive optimization. By
maintaining this level of scrutiny and continuous verification, the edge Al system can be
trusted to deliver accurate and reliable autonomous responses, even in highly dynamic
and resource-constrained environments.

Thus, the edge Al systems integration strategy require new engineering workflows to
enhance precision, achieve higher accuracy in simulations and designs, increase efficiency
enabling rapid prototyping, cost reduction through optimised resource utilization and
process automation and innovative solutions that foster creativity, allowing for the
exploration of new possibilities in demonstrator development and problem-solving.

The strategy followed by the value chains follows the following steps:

e Edge Al integration strategy outline by considering the holistic integration of
hardware, software, Al methods/algorithms/frameworks and data as defined in
WP1.

e Align the integration tasks with the functional/non-functional requirements and
specifications for the value chain demonstrators defined in WP1 considering the
KPIs and measures identified.

e Develop a verification and validation plan based on the work described in WP1.

e Define the integration of the architecture, topology, edge Al
HW/SW/algorithm/models components, modules, sub-systems and systems
defined and developed on WP2, WP3, WP4.

e Optimise the integration process and technology selection by choosing the
appropriate edge Al technologies and that meet the edge Al system demonstrator
requirements. Integrate approach for data science and engineering tasks
considering a holistic view for the edge Al system as an embedded integration of
hardware, software, Al methods/algorithms/frameworks and data.

e Address at the edge Al integrated system level data preparation using datasets for
Al algorithms (e.g. data cleaning, formatting, and the creation of training datasets)
and Al system model training using the prepared datasets.

e Integration and deployment of the edge Al system using trained edge Al models
into the complete engineering systems and workflows of the value chain
demonstrator.

e Verification and validation of the value chain demonstrator in conformance with
the requirements, KPIs and measures defined.

e Monitoring and optimisation of the performance of the edge Al system integrated
into the value chain demonstrator including the edge Al models and providing the
adjustments for optimisation.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Successful implementation of the edge Al value chain demonstrators requires
collaboration between the beneficiaries involved that have different roles within the
engineering process. This collaboration includes using shared tools and platforms that
facilitate sharing of knowledge and resources, cross-functional exchange of ideas, and
alignment of the technical design approaches, integration, verification, validation and
testing strategies.

The Chips JU EdgeAl project organises the activities in value chains that cover five different
industries and provide all together 20 value chain demonstrators. In addition, the project
has introduced seven specific technology demonstrators with lower TRLs, and which
cover advanced edge Al technological developments that are not demonstrated in value
chain demonstrators. The following sections give an overview of the integration strategy
and provides a summary of the main elements addressed in the value chain
demonstrators.

Edge Al integrating loT, edge computing and Al are enablers for the digital transformation
and across industry sectors, provide new paths towards growth of manufacturing and
services, and boost efficiency of the productivity. Managing end-to-end edge Al
technologies integration spanning hardware, software, Al methods, algorithms,
frameworks and data into the value chain and technology demonstrators is the key to
validate the end-to-end solutions and advance the adoption of edge Al technologies
across industrial sectors.

4.1 VC1 - Digital Industry

The VC1 addresses advancing the digital industry by developing digitized control systems
thatincorporate advanced sensing, automated defect classification, and virtual metrology
in an edge Al design framework for the Al-based systems developed in the value chain
demonstrators for the digital industry domain. A summary of the VC contributions to the
research on edge processing and Al is provided in the Table 4.1.
Table 4.1: Overview of Al and edge processing technologies used in VC1 demonstrators’
integration.

Al and edge processing technologies

Al Technologies: xAl-based modules, algorithms, middleware.

Al Frameworks and Libraries: TFLite, PyTorch, ONNX Runtime, CUDA, TensorRT, TFLite
Runtime with EdgeTPU delegate, OpenVINO.

Tools: NanoEdge Al Studio, Yocto.

Edge Processing: Micro (MCUs), Deep (Multisensory System for Object Recognition),
Meta (on-premises servers).

HW/SW Platforms: NXP iMX 8, NVIDIA Jetson, Coral Edge TPU, Intel NCS2.

Data: (Stereo-) images.

The table highlights that VC1 has a specific focus, with the edge processing and Al

technologies and tools used that match the techniques, methods and tools used in other
industries/domains.
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4.1.1 VCD 1.1: Smart Semiconductor Manufacturing Assistant (SSMA) (lead: IFAT,
SCUBE, TUWIEN)

In developing and deploying an edge Al system for semiconductor manufacturing
integration, itis important to define an integration strategy that encompasses engineering
principles, data science methodologies, software architecture, hardware design, and Al
algorithms. At the core of the approach lies the convergence of diverse data streams from
production environments, analysis documents, and design experiments into a cohesive
system that facilitates decision-making. This integration strategy must consider on-
premises computing's requirements, related to computational resources and the need
for real-time processing.

The illustration of the VCD1.1 is presented in Figure 4.2.
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Figure 4.2: Smart semiconductor manufacturing assistant concept.

The first step in the integration strategy is system architecture design, which necessitates
close collaboration between system engineers and data scientists. Engineers must ensure
that the hardware infrastructure can accommodate the demands of semiconductor
manufacturing data capture and processing. This involves setting up edge devices close
to machinery to collect thick layers of production data, including thickness measurements,
electrical parameters, and process conditions, which are critical for immediate local
processing. Hardware choices must incorporate enough processing power, ideally
through multi-core CPUs or dedicated Al accelerators, to handle initial data pre-
processing and lightweight inference tasks.

Concurrently, data scientists work on establishing data pipelines that connect different
data repositories such as Advanced Process Control (APC), Statistical Process Control
(SPC), and repository systems where human expert knowledge is stored (FMEA and 8D
reports with failure tree analysis (FTA) information). An integrated data layer should be
created that can unify these disparate sources, enabling efficient data ingestion,
cleansing, and normalization. This layer facilitates exploratory data analysis, which helps

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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identify potential exploratory variables and features relevant for predictive modelling. An
effective strategy will involve setting up ETL (Extract, Transform, Load) processes that can
handle large volumes of data with high velocity while ensuring data integrity and quality.

When integrating Al, software engineers collaborate closely with Al specialists to develop
and embed Al models directly into the processing stack. These models are designed to
identify causal relationships between observed deviations in manufacturing processes
and their potential root causes. The Al models utilise knowledge from the METIS
knowledge representation system to improve inference accuracy by cross-referencing
production data with documented expert analyses and failure tree analysis (FTA)
knowledge.

Software architecture must focus on modular design, allowing for flexibility and scalability
of the edge Al system components. Engineers need to implement microservices that
support distinct functionalities—such as data processing, inference, and Ul interaction—
independently. This modular approach allows for easier updates and improvements
without significant disruption, ensuring the system adapts quickly to the evolving
landscape of semiconductor manufacturing processes.

For technical verification, a multi-layered strategy is needed to assure the robustness and
reliability of the edge Al integration. This starts with unit testing of individual software
components to validate functionality and performance under isolated conditions.
Following this, integration testing ensures that the disparate system components—
hardware, Al models, and data pipelines—work seamlessly together before deployment.
Real-world testing is crucial and should be conducted in controlled stages, incorporating
gradual increases in data intensity to test system resilience.

The final verification step involves deployment in a broader operational context, where
the system undergoes extensive validation through its ability to accurately identify risks,
predict outcomes, and support decision-making in real-time. Consistent feedback
mechanisms must be in place to capture errors or mispredictions, enabling the Al models
to be refined and improved over time.

The integration of edge Al in semiconductor manufacturing requires a structured
approach that harmonizes engineering, data science, software development, hardware
selection, and Al algorithms to ensure the development of a resilient, efficient, and
effective decision support tool (SSMA) that significantly enhances the semiconductor
manufacturing process.

4.1.2 VCD 1.2: Virtual Metrology (lead: AMS-AT, SCUBE)

The integration strategy for deploying an edge Al system in semiconductor manufacturing
hinges on combining HW/SW, Al methods, and data science, to optimise production line
efficiency through real-time predictive analytics. This requires addressing the challenges
of semiconductor production, including the need for rapid data processing and decision-
making based on inline measurements and sensor data.

At the centre of this integration strategy is the engineering of a robust IT architecture that
supports the flow and processing of data from various sensors embedded in production
tools. These sensors capture critical parameters such as thin film thickness and critical
dimensions, which are crucial for process control.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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The illustration of the VCD1.2 is presented in Figure 4.3.
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Figure 4.3: Virtual metrology concept.

The hardware infrastructure must be designed to handle high-frequency data streams,
necessitating the deployment of edge computing units directly at the production site.
These units should be equipped with powerful processors, such as multi-core CPUs or
specialized Al accelerators, capable of executing complex machine learning algorithms in
real-time. This ensures that predictions about process outcomes can be made swiftly,
minimising latency and enhancing the responsiveness of the production line.

Simultaneously, data science principles play an important role in transforming raw sensor
data into actionable insights. The integration strategy involves establishing a robust data
pipeline that efficiently collects, cleanses, and normalises sensor data from disparate
sources. This data pipeline must support real-time data ingestion and processing,
employing techniques such as data streaming and real-time analytics to ensure that the
most current data is always available for analysis. Data scientists work to develop feature
extraction methods that highlight the most relevant aspects of the sensor data, which are
then used to train machine learning models.

On the software side, the integration strategy focuses on developing a modular
architecture that can support the deployment of machine learning algorithms at the edge.
This involves creating microservices that handle specific tasks, such as data collection,
preprocessing, model inference, and result dissemination. By adopting a microservices
architecture, the system gains flexibility, allowing for individual components to be
updated or scaled independently without disrupting the entire system.

The Al components of the integration strategy involve selecting and implementing
machine learning algorithms that are both accurate and efficient. Given the real-time
requirements of the system, algorithms must be optimised for speed and resource
efficiency. Edge Al frameworks are utilized to deploy these models on edge devices,
ensuring that they can make rapid predictions based on the incoming sensor data.

For technical verification, the integration strategy includes a testing approach that
ensures each component of the edge Al system functions correctly and efficiently. This
begins with unit testing of individual software modules to verify their functionality in
isolation. Integration testing follows, focusing on the interaction between hardware,
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software, and Al components to ensure seamless data flow and processing. Performance
testing is important for assessing the system's ability to handle real-time data streams
and deliver predictions within the required timeframes.

Finally, the system undergoes validation in a real-world production environment, where
its ability to accurately predict process outcomes and enhance production line efficiency
is evaluated. Feedback loops are established to continuously monitor system
performance and incorporate improvements based on operational data. This iterative
approach to verification ensures that the edge Al system remains robust, reliable, and
capable of adapting to the dynamic conditions of semiconductor manufacturing.

The integration strategy for an edge Al system in semiconductor manufacturing requires
coordination of engineering, data science, software development, and Al deployment that
effectively leverage real-time sensor data to optimise production processes, reduce costs,
and improve overall efficiency.

4.1.3 VCD 1.3: Gesture Recognition at the Edge (lead: AMS-CH, SYNS)

The integration strategy for deploying an edge Al system to enhance depth sensor signal
computation involves an approach that combines engineering, data science, software
development, and Al methodologies. The aim is to overcome the limitations of traditional
handcrafted algorithms by leveraging ML techniques, specifically Spiking Neural Networks
(SNNs), to process raw sensor signals in an end-to-end manner directly at the edge. This
approach addresses challenges such as generalization issues, bandwidth limitations, and
the need for real-time, low-power processing.

The illustration of the VCD1.3 is presented in Figure 4.4.
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Figure 4.4: Depth computation concept.

The strategy is focusing on engineering a robust hardware architecture designed on the
requirements for sensor data processing. This involves integrating a Spiking Neural
Network processor with the sensor, enabling the system to perform initial signal
processing as close to the source as possible. The SNN processor is chosen for its ability
to efficiently handle temporal data and its low power consumption, making it ideal for
real-time applications in constrained environments. The hardware design must ensure
seamless communication between the sensor and the SNN processor while minimizing
latency and maximizing data throughput.

the data and Al integration strategy focuses on developing ML models capable of
effectively interpreting raw sensor signals to produce accurate depth representations.
This requires the understanding of the signal characteristics and the environmental
factors that influence them, such as low-reflectivity targets and ambient light conditions.
Diverse datasets must be curated that captures a wide range of scenarios to train the ML
models, ensuring they can generalise well across various conditions. Feature extraction
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techniques are employed to identify the most informative aspects of the raw signals,
which are then used to train the SNN models.

The software development, integration strategy involves creating a modular software
architecture that supports the deployment and execution of ML algorithms on the edge
device. This includes developing firmware for the SNN processor that manages data flow,
model inference, and communication with the host system. The software must be
optimized for performance and resource efficiency, leveraging techniques such as
quantization and model compression to reduce computational demands without
sacrificing accuracy. Additionally, the software architecture should facilitate easy updates
and maintenance, allowing for continuous improvement of the ML models as new data
becomes available.

The Al component of the integration strategy focuses on leveraging Spiking Neural
Networks to process the raw sensor signals in an end-to-end manner. SNNs are
particularly well-suited for this task due to their ability to model temporal dynamics and
their inherent efficiency in processing spatiotemporal data. The integration strategy
involves selecting appropriate SNN architectures and training methodologies to ensure
the models can accurately capture the nuances of the raw signals and produce reliable
depth representations. This requires collaboration between Al researchers and hardware
engineers to ensure the models are compatible with the SNN processor's capabilities and
constraints.

The verification integration strategy considers a testing approach to ensure the system's
performance and reliability. This begins with unit testing of individual components, such
as the SNN processor firmware and the ML models, to verify their functionality in isolation.
Integration testing follows, focusing on the interaction between the sensor, SNN
processor, and host system to ensure seamless data flow and processing. Performance
testing is used for assessing the system's ability to handle real-time data streams and
produce accurate depth representations under various conditions.

The verification involves deploying the system in a real-world environment to evaluate its
effectiveness in addressing the challenges posed by traditional algorithms. This includes
testing the system's ability to generalise across different scenarios, such as varying light
conditions and target reflectivity, and its efficiency in terms of power consumption and
processing speed. Continuous monitoring and feedback mechanisms are established to
capture system performance data, enabling iterative improvements to the ML models and
overall system design.

The integration strategy for an edge Al system in depth sensor signal computation
combines hardware design, data science methodologies, software development, and Al
techniques/methods to enhance depth sensor performance.

4.1.4 VCD 1.4: Distributed sensing - Large-scale Object Recognition (lead: COGNI,
GNT)

The integration strategy for deploying an edge Al system to enhance Maintenance, Repair,
and Operations/Overhaul (MRO) solutions in digital industries involves a comprehensive
approach that create a distributed multisensory system with Al capabilities that can
operate independently, process data locally, and adapt to various industrial
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environments, thereby reducing maintenance downtime and costs while improving
productivity.

The integration strategy must ensure that the system can integrate multiple types of
sensors, such as vibration, temperature, acoustic, and visual sensors, to capture a
comprehensive set of data relevant to MRO tasks. Edge devices equipped with processing
units, such as multi-core CPUs or specialized Al accelerators, are deployed close to the
point of data capture. This proximity minimises latency and ensures rapid processing,
allowing for real-time analysis and decision-making.

The data pipelines must efficiently ingest, clean, and preprocess data in real-time,
ensuring that it is ready for analysis by Al models. Specific activities are dedicated on
designing feature extraction and segmentation algorithms that can operate efficiently on
edge devices, extracting meaningful insights from raw data to inform maintenance
decisions. The pipelines are designed to be adaptable, allowing the system to scale and
incorporate new sensor types as needed.

Software development is used to support a modular and scalable architecture that
supports the deployment of Al algorithms at the edge. The software must facilitate the
integration of different sensor types and support dynamic reconfiguration to
accommodate varying industrial environments. A modular approach simplifies
maintenance and scalability, allowing the system to grow and evolve with changing
industrial needs.

The illustration of the VCD1.4 is presented in Figure 4.5.
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Figure 4.5: Demonstrator for distributed sensing and large-scale object recognition for
Smart Factories: (a) Edge-based sensor processing, (b) Methodologies for continuous

improvement and upgradability.

The Al component of the integration strategy involves transferring existing Al capabilities
from cloud-based architectures to edge devices without compromising accuracy. This
requires selecting and optimizing Al models that can run efficiently on edge hardware,
leveraging techniques such as model compression, quantization, and pruning to reduce
computational demands. The Al models are designed to perform tasks such as
segmentation, feature extraction, and anomaly detection, enabling the system to identify
maintenance needs and potential failures in real-time. Additionally, the integration
strategy incorporates dynamic learning capabilities, allowing the Al models to update and
improve over time based on new data and operational feedback.
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The verification integration strategy includes a testing solution to check the system's
performance, reliability, and adaptability. Performance testing is used for assessing the
system's ability to handle real-time data streams and deliver accurate insights under
various conditions.

The verification involves deploying the system in industrial environments to evaluate its
effectiveness in reducing maintenance downtime and costs. This includes testing the
system's ability to adapt to different sensor configurations and industrial settings, such as
warehouses and production lines. Continuous monitoring and feedback mechanisms are
established to capture system performance data, enabling iterative improvements to the
Al models and overall system design.

The integration strategy for an edge Al system in digital industries need to ensure that the
system can use the edge Al and edge processing to enhance MRO solutions, improve
productivity, and expand its applicability to various industrial use cases.

4.1.5 VCD 1.5: Al-based Quality Control for Woodwork Production Process (lead:
SCM, DEEPS, STM, UNIBO, UNICA, UMIL, XTE)

The integration strategy for deploying an edge Al system to identify defects in furniture
production involves an approach that focuses on creating a system that can analyse high-
definition images and sensor data to detect manufacturing defects and provide
actionable feedback for process optimization. By using the edge-computing continuum
and edge Al capabilities, the system aims to enhance real-time decision-making
capabilities while minimising resource consumption.

The illustration of the VCD1.5 is presented in Figure 4.6.
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Figure 4.6: Demonstrator for wood production process.
The integration strategy is supported by a hardware infrastructure that allows efficient
data acquisition and processing. Low-power, low-cost IoT microcontrollers are deployed
at the machine level to capture high-definition images and data from laser-based
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profilometers and other sensors. These microcontrollers are responsible for pre-treating
the sampled signals, which involves filtering noise and extracting preliminary features that
reduce the data's dimensionality. This preprocessing step is crucial for minimizing the
workload and bandwidth requirements of the system, allowing only the most relevant
information to be transmitted to the main edge-processing unit.

The edge-processing system is designed to handle more complex computations and is
equipped with high-performance accelerators, such as GPUs or custom-designed
hardware provided by consortium partners. This system executes the trained Al
algorithms, which analyse the pre-processed data to identify defects in the furniture
panels. The use of high-performance computing architectures ensures that the system
can process data in near real-time, providing immediate feedback for defect
management. Additionally, the integration strategy explores the potential use of
neuromorphic computing, which mimics the human brain's neural architecture, to further
enhance processing efficiency and speed.

Al models developed should be capable of accurately identifying defects from diverse
data inputs. These models are trained using a combination of supervised learning
techniques and continuous learning strategies, allowing them to adapt to new defect
types and production variations over time. The data pipeline is designed to facilitate
continuous collection and integration of training data, including feedback from user
supervision, ensuring that the models remain up-to-date and effective.

Software development supports the deployment and execution of Al algorithms at the
edge. This involves implementing a software framework that allows for easy integration
of new data sources. The software also is considered to support target-aware
optimization techniques, such as Neural Architecture Search (NAS), to identify the most
efficient model architectures for the specific hardware being used. Post-training
optimisation techniques, including quantization and pruning, are applied to reduce the
computational workload and improve runtime performance.

The Al component of the integration strategy focuses on developing models that can
accurately detect defects and provide actionable insights. This involves selecting
appropriate neural network architectures and training methodologies that balance
accuracy and efficiency. The models must be optimized for deployment on edge devices,
considering the specific constraints and capabilities of the hardware. Continuous learning
mechanisms are integrated into the system to allow the models to evolve and improve
over time, based on new data and user feedback.

For technical verification, the focus on the unit testing of individual components, like the
data acquisition modules, preprocessing algorithms, and Al models, to verify their
functionality in isolation. Integration testing follows, focusing on the interaction between
hardware, software, and Al components to ensure seamless data flow and processing.
Performance testing is critical, particularly for assessing the system's ability to handle real-
time data streams and deliver accurate defect detection under various conditions.

The verification involves deploying the system in the SoM Assembly Process environment
to evaluate its effectiveness in identifying defects and optimising the production process.
This includes testing the system's ability to adapt to different sensor configurations and
production settings, as well as its efficiency in terms of power consumption and

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.

20



1, e L
\*—q‘lhlpSJU

Co-funded by
the European Union

processing speed. Continuous monitoring and feedback mechanisms are established to
capture system performance data, enabling iterative improvements to the Al models and
overall system design.

The integration strategy for an edge Al system in furniture production leverage edge Al
techniques to enhance defect detection, improve production efficiency, and provide
valuable insights for process optimisation.

4.1.6 VCD 1.6: Al-based Defect Detection in SoM Assembly Process (lead: HTS,
DEEPS, STM, UNIBO, UNICA, UMIL, XTE)

The integration strategy for deploying an edge Al system to automate industrial
production control in System-on-Module (SoM) environments involves an approach that
includes HW/SW and edge Al methodologies. The goal is to enhance the responsiveness
of production analysis by leveraging existing Automated Optical Inspection (AQI) systems,
such as the OMRON AOI station, to detect irregularities in component placement and
alignment on electronics boards. This strategy focuses on implementing a robust, on-
premises solution that provides real-time feedback to production controls, thereby
improving efficiency and reducing errors.

The illustration of the VCD1.6 is presented in Figure 4.7.
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Figure 4.7: Al-based defect detection in SoM assembly process.
The foundation of this integration strategy lies in the engineering of a versatile hardware
infrastructure that supports heterogeneous edge-processing platforms. These platforms
must be capable of handling high-definition image data and executing complex Al
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algorithms efficiently. The selection of hardware components is critical, as they must
balance performance with cost and power consumption. This involves deploying edge
devices equipped with advanced processors, such as GPUs or FPGAs, which can handle
the computational demands of image analysis and defect detection. The hardware setup
should ensure seamless integration with existing AOI machinery, enabling direct data
acquisition and processing.

The data and edge Al integration strategy involves developing the image processing
algorithms that can accurately identify defects in component placement and connectivity
tracks. These algorithms are trained on a diverse dataset of images captured by the AOI
systems, ensuring they can generalise well across different types of defects and
production conditions. Data processing focus on feature extraction techniques that
highlight relevant patterns and anomalies, which are then used to train machine learning
models. The models must be optimized for performance and accuracy, employing
techniques such as data augmentation and transfer learning to enhance their robustness.

Software development facilitates the integration with the AOI systems and support real-
time data processing and analysis. This means implementing workload reduction
techniques, such as event-based processing, to minimise latency and improve efficiency.
The software must also support a distributed approach, enabling the system to leverage
cloud facilities for continuous learning and refinement of the Al models. This ensures that
the system remains up-to-date and adapts to new production challenges over time.

The Al component of the integration strategy focuses on edge Al models optimised for
deployment on edge devices, considering the specific constraints and capabilities of the
hardware. Optimisation tools, such as model pruning, can be employed to reduce the
computational workload and enhance runtime performance. The integration strategy also
considers the interaction of the Al system with human users, ensuring that the interface
is intuitive and provides actionable insights for production control.

The testing approach is developed to ensure the system's performance, reliability, and
adaptability to verify the system components functionality. Integration testing follows,
focusing on the interaction between hardware, software, and Al components to ensure
seamless data flow and processing. Performance testing is is applied for assessing the
system's ability to handle real-time data streams and deliver accurate defect detection
under various conditions.

The verification involves deploying the system in the production environment to evaluate
its effectiveness in automating quality control and optimising production processes for
defect detection. This includes testing the system's ability to adapt to different production
settings and its efficiency in terms of power consumption and processing speed.
Continuous monitoring and feedback mechanisms are established to capture system
performance data, enabling iterative improvements to the Al models and overall system
design.

The integration strategy for an edge Al system in industrial production control requires to
address the HW/SW/AI system design to effectively leverage Al solutions to enhance
defect detection, improve production efficiency, and provide valuable insights for process
optimization.
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4.1 VC2 - Energy

The VC2 addresses the integration of edge Al hardware, software, Al stack building blocks
and data in an edge Al design framework for the Al-based systems developed in the value
chain demonstrators for the energy domain. A summary of the VC contributions to the
research on edge processing and Al is provided in the Table 4.2.

Table 4.2: Overview of Al and edge processing technologies used in VC2 demonstrators’
integration.

Al and edge processing technologies

Al Technologies: Al-based modules, algorithms, middleware, federated learning,
emergent Al technologies

Al Frameworks and Libraries: TensorFlow Lite, TensorFlow Lite Micro, PyTorch, Keras,
Prophet

Toolchains: NanoEdge Al Studio, Edge Impulse Studio, AutoML, Cube.Al

Edge Processing: Micro (Smart Meter, IloT devices), Deep (Energy Gateway), Meta (On-
premises Server - Energy Management System)

HW/SW Platforms: STM 32, NXP, Neuromorphic Modules

Data: Time series energy and different parameter sensors data.

The table highlights that VC2 has a specific focus, with the edge processing and Al

technologies and tools used that match the techniques, methods and tools used in other
industries.

4.1.1 VCD 2.1: Intelligent Water Tank Energy Optimisation (lead: FE, NXTEN,
NXTECH)

The integration strategy for deploying an edge Al system to optimize the energy efficiency
of traditional water heaters involves a comprehensive approach that combines
engineering, data science, software development, and Al methodologies. The goal is to
transform water heaters into intelligent energy storage systems that can be managed
dynamically based on cost and availability of energy, such as from local solar panels. This
strategy focuses on creating a scalable, user-friendly solution that integrates Al-driven
energy monitoring, analysis, and control within residential or commercial buildings.

Engineering design enables the integration of sensors and microcontrollers with the water
heater to monitor parameters such as water temperature, energy consumption, and
water flow. These sensors provide real-time data for making informed decisions about
energy usage. The hardware must include edge devices capable of processing this data
locally and enabling real-time responsiveness. This setup also involves the deployment of
micro-edge and deep-edge nodes that enhance the processing and sensing capabilities of
the system, allowing for more granular control and monitoring of the water heater's
operation.

The work address developing machine learning and deep learning algorithms that can
analyse the collected data to optimize the water heater's operation. These algorithms
must be capable of learning from historical data to predict energy demand and identify
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optimal times for heating water based on energy cost and availability. The Al models are
created to adapt to different configurations of local energy networks, ensuring that the
system can be tailored to specific user needs and energy sources. Feature engineering is
used for identifying the relevant data points that influence energy consumption and water
heating patterns.

Software development facilitates data processing and communication between the
hardware components and the Al algorithms. This middleware must support the
deployment of Al models on edge devices, enabling real-time data analysis and decision-
making.

The software architecture should be modular and scalable, allowing for integration with
existing home automation systems and the potential expansion of the system to include
additional energy management features. Furthermore, the user interface must be
intuitive and user-friendly, providing users with clear insights into their energy
consumption patterns and allowing them to set preferences for water heating schedules
and energy usage.

The illustration of the VCD2.1 is presented in Figure 4.8.
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Figure 4.8: Intelligent Water Tank Energy Optimisation.
The Al component of the integration strategy involves implementing self-learning
capabilities that enable the system to continuously improve its performance over time.
This requires the use of adaptive ML and DL models that can update themselves based
on new data and changing energy conditions.

The Al algorithms must be optimized for deployment on edge devices, leveraging
techniques such as model compression and quantization to ensure efficient operation
within the constraints of the hardware. The system should also support predictive
analytics, providing users with forecasts of energy consumption and recommendations
for optimizing energy use.

For verification, the integration strategy integrates unit testing of individual components,
to verify their functionality. Integration testing follows, focusing on the interaction
between hardware, software, and Al components to ensure data flow and processing.

The verification involves deploying the system in real residential environments to evaluate
its effectiveness in optimising water heater energy use and integrating with local energy
networks.
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Figure 4.9: VCD 2.1 verification and integration phase.
The integration strategy for an edge Al system in energy management for water heaters
focusses to enhance energy efficiency, reduce costs, and provide valuable insights for
optimising energy use in residential and commercial settings.

4.1.2 VCD 2.2: Embedded Edge Approaches for Intelligent Distributed Energy
Systems (lead: SINTEF, FE, NXTEN, NXTECH)

The integration strategy for deploying an edge Al system to optimise energy consumption
aligns with the Green Deal objectives by leveraging advanced technologies to reduce
energy use, cut emissions, and lower energy costs for various sectors. This strategy
involves a solution capable of energy management and optimisation across
heterogeneous energy networks.

The engineering integration involves deploying a network of interconnected edge devices
capable of monitoring and controlling energy consumption in real-time. These devices
allow to collect data on energy usage from appliances, storage systems, and other energy
systems vehicles. The hardware design should prioritise cost-effectiveness while ensuring
reliable communication across the mesh network. This setup allows for decentralised
data processing and enabling faster response times.

Ihe integration addresses the development of Al algorithms that can analyse the collected
energy data to optimise consumption and exchange. These algorithms need to be capable
of forecasting energy demand and identifying patterns that indicate inefficiencies or
opportunities for optimization. The edge Al models on creating models can adapt to the
dynamic nature of energy networks, considering factors such as time-of-use tariffs,
weather conditions, and user behaviour. Feature engineering is important in this context,
as itinvolves selecting and transforming relevant data points to improve the accuracy and
efficiency of the Al models.
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Software development supports a modular solution that facilitates seamless integration
with various energy management systems and supports real-time data processing and
analysis. The software must enable mesh communication among devices, allowing them
to share data and coordinate actions autonomously. The system should provide a user-
friendly interface that offers insights into energy consumption patterns and allows users
to set preferences for energy management.

The edge Al elements focus on algorithms that optimise energy consumption and
exchange in real-time. The Al algorithms must be optimised for deployment on resource-
constrained edge devices, and support predictive analytics, providing stakeholders with
alerts about current and future anomalous energy consumption and enabling proactive
measures to address potential issues.

The verification and integration testing address the interaction between hardware, and
edge Al components to ensure data flow and processing. Performance testing is is used
for assessing the system's ability to handle real-time data streams and deliver accurate
energy management recommendations.

The illustration of the VCD2.2 is presented in Figure 4.10.

Embedded Edge Approaches for Intelligent Disiributed Energy Systems

Edge
Processing .

On-premises
Processing

————— =] s B :7'
SEaas f’r,iﬂ‘?r)ﬂj;;l\; S i
L Energy \ [
1 ’l m Management
System = Q Q
HeateriCooler

Figure 4.10: Edge processing system with Al capabilities for heterogenous energy networks.
The verification involves deploying the system in residential environments to evaluate the
performance in optimising energy consumption and integrating with heterogeneous
energy networks. This includes testing the system's ability to adapt to different energy
sources and consumption patterns, as well as its efficiency in terms of energy savings and
user satisfaction.

4.1.3 VCD 2.3: Mesh Intelligent Lighting (lead: PROLUX, SINTEF, NXTECH)

The integration strategy for developing Al-enabled connected mesh lighting systems aims
to transform traditional lighting systems into intelligent, multi-functional networks that
can support a wide range of IoT applications beyond simple illumination. By incorporating
Al capabilities into these systems, the lighting infrastructure can be leveraged for
advanced monitoring and control of indoor and outdoor spaces, providing benefits such
as human-centric lighting, pattern recognition, and enhanced sensor usage.

The illustration of the VCD2.3 is presented in Figure 4.10.
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Light Fixtures in (low bandwidth) Mesh Network with Intelligent AT Nodes
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Figure 4.11: Mesh network of light fixtures with Al nodes.

Each lighting point is equipped with Al-enabled hardware nodes that work in conjunction
with the driver electronics of the light fixture. These nodes are responsible for processing
data locally, reducing the need for high bandwidth communication across the mesh
network. The hardware design must ensure that these nodes can efficiently perform Al
computations while maintaining low power consumption, leveraging the existing power
supply of the lighting fixtures. The nodes must also support various sensors that can
capture data relevant to the environment, such as motion, temperature, and light levels.

The integration strategy considers developing Al algorithms that can analyse sensor data
to provide actionable insights and control. These algorithms must be capable of operating
on resource-constrained devices, focusing on tasks such as human-centric lighting
control, auto-commissioning, usage pattern recognition, and individual recognition.
Feature extraction techniques are employed to identify the most relevant data points that
influence lighting control and other loT applications.

Software development is used to creating a reconfigurable Al-based mesh architecture
that supports the deployment and execution of Al algorithms on the lighting nodes. The
software must facilitate communication between nodes, allowing them to share data and
coordinate actions without relying on high-bandwidth networks. The software
architecture should allow for easy integration of new sensors and Al capabilities as the
system evolves.

The Al component of the integration strategy focuses on implementing computational
edge intelligence that enables the lighting nodes to operate autonomously and
collaboratively. This requires the use of lightweight machine learning models that can run
efficiently on the edge hardware, providing real-time analysis and control. The Al
algorithms must be optimised for the specific constraints of the lighting nodes.

The verification focuses to check efficient data flow and processing across the mesh
network and assessing the system's ability to handle real-time data streams and deliver
accurate lighting control and IoT functionalities.

The testing allows to identify the system's ability to adapt to different environmental
conditions and user behaviours, as well as its efficiency in terms of communication and
data processing for optimising indoor and outdoor environments.
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4.1.4 VCD 2.4: Efficient Al-based Attack-detection for Security Sensitive Systems
(lead: NXP-DE, UZL)

The integration strategy for developing an Al-based detection mechanism to safeguard
edge systems against physical attacks involves an approach with the primary objective is
to create a robust, low-power, and low-latency integrated system capable of detecting and
intelligently responding to various types of physical attacks, non-invasive, semi-invasive,
and invasive, that exploit hardware vulnerabilities.

The illustration of the VCD2.4 is presented in Figure 4.12.
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Figure 4.12: Al-based attack-detection electronic circuits

Engineering techniques involves integrating multiple on-chip sensors capable of capturing
a wide range of hardware features relevant to detecting physical attacks. These sensors
must be strategically placed to monitor different aspects of the hardware, such as power
consumption, electromagnetic emissions, and temperature variations, without
introducing significant overhead. The hardware design should ensure that these sensors
operate efficiently, maintaining low power consumption and minimal latency to facilitate
real-time detection and response.

The edge Al algorithms developed can analyse the data collected from the on-chip
sensors. The algorithms are used to identify patterns indicative of physical attacks while
minimizing false alarms. To achieve this, feature extraction techniques are needed to
intelligently select and combine relevant features from the sensor data, improving the
accuracy and robustness of the detection mechanism. The Al models are trained using a
diverse dataset that includes both attack scenarios and normal operational conditions,
ensuring they can distinguish between genuine threats and benign anomalies.

Software development supports the deployment of edge Al models on resource-
constrained devices, enabling real-time data processing and attack detection. This
involves optimising the Al algorithms for low power and low latency operation, using
techniques to reduce computational demands.

The edge Al elements of the integration strategy focus on implementing a robust attack
detection system with a False Alarm Minimization (FAM) technique. This involves
developing machine learning models that can achieve 100% attack detection accuracy
with a 0% instance-level false alarm rate. The models must be able to adapt to new attack
vectors and evolving threat landscapes, incorporating continuous learning capabilities
that allow them to update and improve over time based on new data and insights.
Additionally, the system should include an intelligent reaction mechanism that specifies
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appropriate responses for each detected attack, minimizing the potential impact on the
edge system.

The verification is performed for individual components, such as the on-chip sensors,
edge Al models, and response mechanisms, to verify their functionality. Performance
testing is used for assessing the system's ability to detect attacks in real-time and respond
appropriately without introducing significant overhead.

The verification involves deploying the system in environments to evaluate its
effectiveness in detecting and responding to physical attacks. This includes testing the
system's ability to adapt to different hardware configurations and attack scenarios.
Continuous monitoring and feedback mechanisms are established to capture system
performance data, enabling iterative improvements to the edge Al models and overall
detection system design.

The integration strategy for an Al-based detection mechanism against physical attacks on
edge systems requires a solution to enhance security, reduce false alarms, and provide
intelligent responses to potential threats, ensuring the integrity and reliability of edge
systems in various applications.

4.1 VC3 - Agri-food and Beverage

The VC3 addresses an end-to-end approach to implement precise tracking and
optimization strategies, applying Al-driven insights to improve quality and efficiency at
every stage in an edge Al design framework for the Al-based systems developed in the
value chain demonstrators for the Agri-food and beverage domain. A summary of the VC
contributions to the research on edge processing and Al is provided in the Table 4.3.

Table 4.3: Overview of Al and edge processing technologies used in VC3 demonstrators’
integration.

Al and edge processing technologies

Al Technologies: Al-based modules, algorithms, middleware.

Al Frameworks and Libraries: TFLite, PyTorch, ONNX Runtime, CUDA, TensorRT, TFLite
Runtime with EdgeTPU delegate, OpenVINO.

Tools: Nano Edge Studio, CubeAl, Yocto.

Edge Processing: Micro (Cellar), Deep (Environmental monitoring), Meta (Yield
Prediction, Diseases Detection).

HW/SW Platforms: STM32, NVIDIA Jetson, Coral Edge TPU.
Data: RGB images, environmental sensors (temperature, humidity, vibration, sound).

The table highlights that VC3 has a specific focus, with the edge processing and Al
technologies and tools used that match the techniques, methods and tools used in other
industries/domains.

4.1.1 VCD 3.1: Vineyard - Yield Prediction (lead: URCA, VPHV, CV, STM-FR)

The integration strategy for an edge Al system aimed at improving yield estimation in
vineyards centres around leveraging modern computing technologies to enhance
precision and efficiency in agricultural management. The goal is to reduce the traditional
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error margin of 15% in yield forecasts, using advanced data collection and processing
capabilities mounted on a robotic tractor. By integrating sensory data, historical analysis,
and Al, this system promises to transform how winegrowers approach the harvest season.

Engineering is the backbone of this endeavour, starting with the hardware integration on
the Vitibot Bakus® robotic tractor. The system utilises RGB cameras capable of capturing
high-resolution images of grape clusters. Optimal placement and calibration of these
cameras are critical to ensure comprehensive and accurate data acquisition as the tractor
navigates through the vineyard rows. This setup needs to be robust enough to handle
varied field conditions while maintaining a stable power supply and connectivity for data
transmission and processing.

The Al algorithms developed can analyse visual data to identify and count fruit clusters
automatically. This analysis involves training computer vision models that can distinguish
grape bunches under varying conditions of light and occlusion. The data processing
employs machine learning algorithms that incorporate not just image data but also
historical climate information and growth patterns to refine yield predictions. Advanced
feature extraction techniques are used to ensure the models consider the nuances of
grape growth stages, such as bud burst and development metrics, which significantly
influence yield.

The illustration of the VCD3.1 is presented in Figure 4.13.
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Figure 4.13: Vineyard yield prediction

Software development supports processing on edge devices. Given the need to shift from
cloud-based Al architectures, the software must is optimised for edge computing,
ensuring that image processing and model inference can be performed locally without
compromising accuracy. This involves employing model compression techniques to
enable lightweight execution on edge nodes, ensuring real-time data processing and
decision-making capabilities are upheld even in remote vineyard locations. Additionally,
the software should facilitate data integration from multiple sources, handling inputs
from meteorological sensors or databases to enrich the yield forecasts.

The Al component of the integration strategy is focused on harnessing deep learning
frameworks capable of continuous adaptation. The models are designed to improve
iteratively as more data becomes available throughout the growing season. This requires
leveraging historical yield data and integrating it with current observations to adjust the
predictive model dynamically. The objective is to ascertain the optimal point in the season

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.

30



<hipsyy

Co-funded by
the European Union

for yield estimation by analysing growth patterns and phenological stages, ensuring
forecasts remain relevant and accurate.

Verification techniques are used for the processing units to ensure they meet specific
operational benchmarks. Integration testing then examines the interaction between
these components, ensuring communication between devices is efficient and data flows
across systems placed in the field. Performance testing assesses the system's ability to
process data in real-time, under different environmental conditions to mimic the varied
realities of vineyard conditions.

The system undergoes deployment in a real-world environment for empirical validation
against traditional yield estimation methods. Here, real-time testing during different
phases of grape development allows for assessment against historical data, verifying
whether the Al-enhanced system can achieve the desired prediction accuracy. Feedback
mechanisms are established, collecting data to iterate and refine both the hardware setup
and the software models, ultimately leading to a solution that not only assists in accurate
yield forecasting but also adapts efficiently to each unique vineyard scenario.

Overall, the integration of this edge Al system in viticulture aims to improve yield
estimation by using precision, adaptability, and intelligence, thereby significantly aiding
winegrowers in fine-tuning their harvest strategies efficiently. By doing so, it aligns with
broader agricultural technology goals of sustainability and operational excellence.

4.1.2 VCD 3.2: Vineyard - Environment Monitoring (lead: STM-FR, VPHV, CV, URCA,
TECX, HMU)

The integration strategy for implementing an edge Al system in a field monitoring scenario
of vineyards focuses on optimizing environmental data collection and employing Al
algorithms for predictive analysis. The objective is to utilize sensor data effectively to
evaluate and communicate the vineyard's condition, emphasizing aspects like hydric
stress, disease potential, and yield prediction. To achieve this, a holistic approach that
encompasses engineering design, data science, software and hardware development,
and robust Al frameworks is essential.

The integration strategy involves deploying a network of environmental sensors that
measure air and soil temperature, humidity, pressure, water content, and precipitation.
These sensors are arranged in a Wireless Sensor Network (WSN) architecture, optimised
for power efficiency and reliability, enabling them to collect comprehensive
environmental data with minimal maintenance. Using self-powering methods, ensures
continuous and autonomous operation even in remote vineyard conditions. A gateway
with swarm intelligence capabilities will be essential for collating and preprocessing the
data collected by nearby sensors before transmitting it to the edge devices for further
analysis.

The VCD develops multi-objective Al models capable of analysing the wide array of data
from different sensors. These models should predict potential threats like mildew
spreading and bud freezing, as well as yield-related variables impacted by hydric stress
and precipitation levels. This involves employing advanced feature engineering
techniques to identify critical patterns in sensor data, facilitating the creation of robust
predictive models. The data models incorporate federated learning principles, allowing
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for distributed learning across multiple edge devices without the need for central data
storage, ensuring privacy and efficiency.

Software development enables collaborative Al approaches, where data from multiple
sensor nodes can be combined and analysed in real-time to provide actionable insights
and warnings. The use of micro-edge and deep-edge processing allows for the reduction
of data bottlenecks, enabling faster response times and more accurate predictions.
Additionally, the software must incorporate security measures to guard against
adversarial attacks, implementing low-power, edge-compatible defense strategies to
maintain the integrity of the system.

Al principles concentrate on developing predictive models that are both accurate and
versatile. These models must be capable of handling the environmental data's variability
and complexity, adjusting predictions based on changing vineyard conditions. Using
different intelligence approaches, the model can dynamically optimise sensor
communication and data processing strategies to improve overall system performance.
The goal is to establish a system that can learn and adapt continuously, ensuring that
predictions and warnings remain relevant and precise throughout the growth and harvest
seasons.

The illustration of the VCD3.2 is presented in Figure 4.14.

Figure 4.14: Vineyard environment monitoring.

Technical verification of the edge Al system components involves testing across several
phases. Initially, unit testing ensures that each sensor and gateway functions correctly
and communicates efficiently within the network. Integration testing follows, focusing on
sensor data aggregation and the compatibility of the Al models with the hardware
components. This stage ensures that the system handles real-time data effectively and
that the swarm intelligence aspects facilitate accurate and timely predictions.

Further performance testing assesses the system's ability to provide reliable predictions
under various vineyard environmental conditions. This includes evaluating the energy
efficiency of sensors and gateways, ensuring that the self-powering system suffices for
long-term operations without interruption. Security testing is also essential to ensure the
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system's resilience against potential cyber threats, verifying that the edge-compatible
defense mechanisms are effective.

Real deployment in vineyards is critical for empirically validating the system's predictions
and warnings. This involves comparing the Al system's output to traditional forecasting
methodologies, identifying any discrepancies and iteratively improving the model's
accuracy and responsiveness. Feedback mechanisms are important to capture
performance data, enabling continual refinement of the models and the overall
integration strategy.

The integration of an edge Al system for vineyard field monitoring ensures an intelligent,
secure, and efficient approach to managing vineyard conditions, ultimately aiding in
better agricultural decision-making and resource management.

4.1.3 VCD 3.3: Vineyard - Disease Identification (lead: URCA, VPHV, CV, STM-FR)

The integration strategy for deploying an edge Al system aimed at automated vine disease
detection involves a multi-disciplinary approach that combines advanced engineering,
data science, software development, hardware integration, and Al methodologies. The
objective is to enable real-time, large-scale detection of vineyard diseases using on-site
image processing, significantly improving the precision and efficiency of current disease
management practices.

From an engineering standpoint, the integration strategy involves equipping a robotic
tractor with high-resolution cameras capable of capturing detailed images of grapevines,
including leaves and fruits. These cameras are strategically mounted to provide optimal
coverage of the vineyard while maintaining flexibility and precision in image capture. This
setup must be resilient to the challenging outdoor conditions typical of vineyards, such as
variable lighting and weather conditions. Advanced optics and image stabilization
technologies are considered to ensure high-quality image acquisition necessary for
effective disease detection.

In terms of data processing, the integration strategy focuses on developing robust
computer vision algorithms to identify and classify disease symptoms in plantimages. The
use of deep learning models, particularly convolutional neural networks (CNNSs), is central
to this effort due to their proficiency in image recognition tasks. The data pipeline begins
with the collection of images, where background segmentation techniques, such as
thresholding, are applied to isolate the relevant parts of the vine, eliminating extraneous
elements. Once processed, symptom regions are identified and extracted, followed by
feature extraction and classification tasks to accurately diagnose the presence of diseases
such as botrytis, oidium, or acid rot. This approach utilises extensive datasets for training
and validation to ensure model accuracy and robustness across diverse scenarios.

Software development facilitates the deployment of Al models to edge devices. This
involves adapting existing cloud-based Al capabilities for execution on the edge,
emphasising low-latency and power-efficient processing. The software architecture
supports distributed computing models, enabling collaboration between different edge
devices to provide seamless, real-time disease detection. It should also incorporate
capabilities for generating spatial maps of disease prevalence, facilitating targeted
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interventions by winegrowers. Security protocols are integrated to protect data integrity
and ensure secure communication between devices.

The hardware components serve as the backbone for processing and communication
within this edge Al system. It involves integrating edge computing units capable of running
complex deep learning inference tasks in-field, reducing the dependency on cloud
processing. The choice of hardware, such as GPUs or specialized Al accelerators, must
strike a balance between processing power, energy consumption, and cost-effectiveness.
This enables the execution of deep learning models at the deep-edge or even micro-edge
level, making real-time, localized decisions feasible. Hardware accelerators tailored for Al
computations facilitate rapid inference speed, which is critical for time-sensitive
agricultural operations.

Al principles are leveraged to push capabilities of disease detection models beyond
current standards. This involves evolving models designed for different crops to adapt to
viticulture-specific requirements. Transfer learning and domain adaptation techniques
are employed to fine-tune these models for grapevine diseases, maintaining high
accuracy while reducing training times. The models are designed to continuously learn
from new data, improving over time and adapting to changes in disease prevalence and
vineyard conditions.

The illustration of the VCD3.3 is presented in Figure 4.15.

Figure 4.15: Vineyard disease identification.

Technical verification focuses on ensuring that the edge Al parts functions correctly and
as specified in WP1. Integration testing ensures data flow from image capture through
processing to disease identification and verifying system functionality under real vineyard
conditions. Performance testing evaluates the system’s capacity to process images in real-
time and accurately detect diseases with minimal latency and resource usage.

Field deployment tests the system's efficacy in actual vineyard environments. This
involves comparing disease detection outcomes against traditional methods to validate
improvements in precision and responsiveness. Feedback loops are established to
capture operational data, informing iterative improvements not just in Al algorithms, but
also in system integration for optimal performance across varied vineyard scenarios.
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The integration strategy centres on a cohesive application of Al-based technology for
disease detection in viticulture to provide winegrowers with tools to manage diseases
effectively and sustainably, minimizing the ecological impact through judicious use of
phytosanitary products and ensure that the system is scalable, adaptable, and prepared
to meet the challenges of modern agricultural practices.

4.1.4 VCD 3.4: The “Prise de Mousse” (lead: VPP, CV, URCA, STM-FR, STMR-FR, TECX)
The integration strategy for deploying an edge Al system to monitor and localize bottle
explosions during the Champagne production process involves a multifaceted approach
that combines engineering, data science, software development, hardware integration,
and Al methodologies. The goal is to create a robust, real-time monitoring system capable
of operating in the challenging environment of underground cellars, thereby enhancing
safety and efficiency in the production process.

The illustration of the VCD3.4 is presented in Figure 4.16.
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Figure 4.16: Champagne production process.
The integration strategy begins with designing a network of intelligent sensors capable of
detecting sound and vibrations indicative of bottle explosions. These sensors must be
rugged and reliable, able to withstand the high humidity and temperature fluctuations
typical of underground cellars. The placement of these sensors is crucial; they need to be
distributed strategically to ensure comprehensive coverage of the storage area while
maintaining efficient power usage. The sensors should be equipped with energy-efficient
communication modules to enable data transmission in environments with limited
network access, possibly leveraging low-power wireless technologies like LoRa or Zigbee.

Data processing is used in developing the Al algorithms necessary for detecting and
localising explosions. These algorithms must be capable of processing the data collected
from sound and vibration sensors to accurately identify explosion events amidst the
ambient noise of the cellar environment. This involves training machine learning models
that can distinguish between normal operational sounds and those indicative of an
explosion. The models must be lightweight enough to run on micro-edge devices,
enabling real-time analysis and decision-making. Additionally, integrating data from other
sensors, such as temperature and humidity, can provide contextual insights that help
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identify potential causes of explosions, such as overpressure due to temperature
changes.

Software development supports data collection, processing, and communication between
sensors and central systems and facilitates the deployment of Al models on micro-edge
devices, ensuring that they operate efficiently within the constraints of the environment.
It should also support mesh networking capabilities, allowing sensors to communicate
with each other and relay information to a central gateway, even in areas with limited
connectivity. This decentralised approach ensures that critical data is processed locally,
reducing latency and improving the system's responsiveness to explosion events.

The hardware components are selected to integrate suitable sensors and edge devices
that can operate reliably in the harsh conditions of the cellars. The choice of hardware
must balance performance and power consumption, ensuring that the edge Al system
can function autonomously for extended periods without frequent maintenance. This
may involve using battery-powered devices with energy-harvesting capabilities to extend
their operational life. Additionally, hardware accelerators could be employed to enhance
the processing power of edge devices, enabling them to run complex Al algorithms
efficiently.

Al principles are used to develop edge Al models that detect explosions and provide
insights into potential production-chain issues. By analysing patterns in the data collected
from various sensors, the edge Al system can help identify correlations between
environmental conditions, production contexts, and explosion events. This information
can be used to optimize the production process, reduce material losses, and enhance
safety protocols. The edge Al models must be adaptable, capable of learning from new
data to improve their accuracy and reliability over time.

Verification of the integrated edge Al system involves a testing strategy to verify their
functionality under controlled conditions. Integration testing is assessing the interaction
between hardware, software, and Al components in a simulated cellar environment. This
stage ensures that the edge Al system can accurately detect and localise explosions, even
in the presence of environmental noise and connectivity challenges.

Performance testing evaluates the system's ability to operate continuously and
autonomously in real cellar conditions. This requires deploying the system in actual cellars
to monitor its performance over time, ensuring that it can reliably detect explosions and
provide timely alerts.

The integration strategy for an edge Al system in Champagne production aims to create
a monitoring solution that enhances the safety and efficiency of the production process,
providing valuable insights that can lead to improved quality and reduced material losses
and ensures that the system is robust, scalable, and capable of meeting the unique
challenges of the Champagne production environment.

4.1 VCA4 - Mobility

The VC4 addresses advancing the mobility sector by developing edge Al-based perception,
cognition, and monitoring technologies with focus on mobile agents such as drones,
UAVs, UGVs, and other vehicles, stationary and mobile multi-agent collaboration through
distributed edge intelligence, and infrastructure enhancements, in an edge Al design
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framework for the Al-based systems developed in the value chain demonstrators for the
mobility domain. A summary of the VC contributions to the research on edge processing
and Al is provided in the Table 4.4.

Table 4.4: Overview of Al and edge processing technologies used in VC4 demonstrators’
integration.

Al and edge processing technologies

Al Technologies: Al-based modules, algorithms, middleware, object re-identification,
object detection, time series models, regression, forecasting, anomaly detection,
federated learning, image classification.

Al Frameworks and Libraries: PyTorch, CUDA, TensorFlow Lite, TinyML, Keras

Edge Processing: : Micro (MCU), Deep (GPU, CPU), Meta (HPC - GPU, on-premises server)
HW/SW Platforms: Nvidia Omniverse, Nvidia Jetson/Orion/Xavier, Trenz Xilinx 7020 SOC

Data: Synthetically generated data, (Infrared) images, RGBD, radar, lidar, pointcloud,
vibro-acoustic data, magnetic field data
The table highlights that VC4 has a specific focus, with the edge processing and Al

technologies that also match the techniques, and methods used in other
industries/domains.

4.1.1 VCD 4.1: Cognitive Mobile Multi-Agent Platform (lead: EDI, IMEC)

The integration strategy for deploying an edge Al system in mobile robots and drones
focuses on creating a robust framework that enables these agents to operate
autonomously in dynamic and unpredictable environments. The objective is to enhance
the perception, comprehension, and reasoning capabilities of mobile agents while
addressing challenges related to energy efficiency, resource allocation, and path planning.
This requires a comprehensive approach that integrates engineering, data science,
software development, hardware design, and Al methodologies.

The integration strategy involves designing a modular platform that combines both
reactive and deliberative planning components. Reactive planning provides quick,
deterministic responses to immediate environmental changes, essential for avoiding
collisions and ensuring safe operation. Deliberative planning, on the other hand, involves
deep learning algorithms that enable the system to generalize from past experiences and
adapt to new, unforeseen scenarios. This hybrid approach maximizes the advantages of
both paradigms, allowing mobile agents to respond effectively to dynamic conditions
while maintaining strategic long-term goals.

Data processing is used in developing the deep learning models that power the
perception and reasoning abilities of the mobile agents. These models are trained on
large datasets, including realistic synthetic data, to accelerate the training process and
improve the system's ability to recognise and interpret complex environmental cues.
Feature extraction techniques are employed to identify relevant patterns in sensor data,
enabling the models to make informed decisions based on the agents' surroundings. The
use of synthetic data helps in simulating a wide range of scenarios, ensuring the models
are robust and capable of handling diverse operational conditions.
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Software development facilitates the integration of the reactive and deliberative
components, allowing them to work in tandem to optimise mission performance. This
involves developing efficient algorithms for path planning, resource allocation, and task
management, ensuring that multiple agents can operate within confined spaces without
interference. The software must also support modularity and upgradability, enabling the
system to evolve and incorporate new capabilities over time.

The hardware components are equipping the mobile agents with the necessary sensors
and processing units to support edge Al functionalities. This includes selecting energy-
efficient components that can perform intensive computations without depleting the
agents' limited power resources. Edge computing devices, such as specialised Al
accelerators, are integrated to enable on-board processing of sensor data, reducing the
need for constant communication with centralised servers and enhancing the autonomy
of the agents. The hardware design must also consider factors such as weight, size, and
durability, ensuring the agents can operate effectively in various environments.

The illustration of the VCD4.1 is presented in Figure 4.17.
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Figure 4.17: Cognitive mobile multi-agent platform block diagram.

Al principles are deployed to develop the perception and acting systems that combines
both classical and deep learning approaches. The system uses deep learning models to
interpret sensory inputs and make high-level decisions, while classical algorithms handle
low-level control tasks. This combination ensures that the mobile agents can operate
efficiently in real-time, responding to immediate threats and opportunities while planning
for future actions. The Al models are designed to be adaptive, capable of learning from
new experiences and improving their performance over time.

Verification of the integrated edge Al-based system involves a testing strategy to ensure
its effectiveness, performance and functionality under controlled conditions. Integration
testing assesses how the system can process sensor data in real-time and make accurate
decisions based on the agents' surroundings.
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Performance testing evaluates the system's ability to operate continuously and
autonomously in real-world conditions. This involves deploying the system in both indoor
and outdoor scenarios to monitor its performance over time, ensuring that it can handle
dynamic environments and unforeseen situations. Feedback mechanisms are established
to capture operational data, enabling iterative improvements to the system's design and
functionality.

The integration strategy for an edge Al system in mobile robots and drones addresses the
creation of a perception and acting framework allowing the system enhances the
autonomy and efficiency of mobile agents, enabling them to navigate complex
environments and complete missions effectively.

4.1.2 VCD 4.2: Roadside Perception Units (RSPU) Connected with a LoRa 2.4 GHz
Mesh Network (lead: EDI, IMST, GNT, HUA, ITML)

The integration strategy for deploying an edge Al system in urban environments focuses
on enhancing automated mobility through advanced sensor networks and Al-driven data
processing. The goal is to improve the perception capabilities of road users at complex
and occluded crossings by utilizing stationary agents interconnected via a LoRa 2.4 GHz
mesh network. This approach aims to provide a cost-effective, energy-efficient, and
privacy-compliant solution that eliminates the need for extensive construction and wired
communication infrastructure.

The integration strategy involves designing and deploying stationary agents equipped
with multi-sensor platforms capable of processing data at the edge. These agents are
strategically positioned at key urban intersections to maximize coverage and
effectiveness. The choice of LoRa 2.4 GHz for the mesh network is critical, as it offers long-
range, low-power communication that is well-suited for urban environments where
traditional wired setups are impractical. The network architecture must ensure robust
connectivity between agents, allowing for seamless data exchange and communication of
non-safety critical messages, such as re-calibration instructions.

Data processing is used for developing Al algorithms for multi-sensor data fusion and
perception enhancement. These algorithms must be capable of integrating inputs from
various sensors, such as cameras, LiDAR, and radar, to create a comprehensive
understanding of the environment. The models need to be resilient to seasonal variations
and environmental changes, ensuring consistent performance throughout the year. By
processing data locally at the edge, these Al models reduce latency and enhance real-time
decision-making capabilities, while addressing data privacy concerns by minimizing the
need to transmit raw data to centralised servers.

Software development is used for implementing the edge Al methods and managing the
mesh network communication providing support for decentralised processing by
enabling each agent to operate autonomously while coordinating with others in the
network. This involves developing protocols for efficient data sharing and resource
management, ensuring that the network can handle dynamic changes in traffic and
environmental conditions. The software must also support the integration of Al
accelerators, which enhance the processing capabilities of the edge platforms, enabling
them to run edge Al algorithms efficiently.
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The illustration of the VCD4.2 is presented in Figure 4.18.
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Figure 4.18: Envisioned real-world RSPU testbed in Riga, Latvia.

The hardware components support multi-sensor processing, Al workloads and are
equipped with Al accelerators and LoRa 2.4 GHz radio modules to facilitate
communication and data processing. The design should prioritise low power
consumption to ensure sustainability and reduce operational costs. Additionally, the
hardware should be modular and scalable, allowing for easy upgrades and the addition
of new sensors or processing capabilities as needed.Al is used to develop perception
systems that enhance situational awareness for road users. The edge Al models must be
robust and adaptable, capable of learning from new data and improving over time. The
edge Al system should also be capable of prioritizing and filtering information, ensuring
that only relevant data is processed and communicated, thereby optimizing resource
usage.

Technical verification and integration testing assesses the interaction between the system
modules in simulated urban environments, ensuring that the system can process sensor
data in real-time and communicate effectively across the mesh network.

Performance testing evaluates the system's ability to operate continuously and
autonomously in real urban settings by deploying the system at various intersections to
monitor its performance over time, ensuring that it can handle the dynamic nature of
urban traffic and environmental conditions.

The integration strategy for an edge Al system in urban automated addresses the
perception and communication framework that enhances the safety and efficiency of
road users, providing a scalable and adaptable solution for urban environments.

4.1.3 VCD 4.3: Condition Monitoring for Mobile Agents (lead: NEURO, GNT)

The integration strategy for developing an edge Al system for condition monitoring in
mobile agents, such as UAVs and other vehicles with electric propulsion, focuses on
creating a robust and efficient framework for real-time anomaly detection. This involves
a comprehensive approach that combines engineering design, data science, software
development, hardware integration, and Al methodologies to ensure safe and enduring
operation under harsh conditions.

The integration strategy involves merging low-powered edge condition sensors with
passive UHF RFID tags, capable of providing meta condition data of the tagged asset.
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Examples of conditions monitoring are vibration, shock, or temperature) analysis. The
condition tags are read via mobile acquisition agents, which merge the Tag ID and
Condition Meta Data with GPS and Time Stamps to permit asset location tracking, GPS
history tracking, and asset condition history tracking.

Condition tags must be energy efficient to maximize condition monitoring lifetime. Mobile
GSM acquisition units must be lightweight to allow robot and drone-based acquisition
operations. The passive UHF transmission capability shall be performance / weight
optimized.

While temperature & shock condition monitoring are the most basic use-cases, VCD4.3
will demonstrate are more complex condition monitoring use-case - drone preflight
condition-monitoring of rotor blades. A DOE will be used to classify critical limiting
conditions. Based on that data an edge based neuromorphic Al classification will be
developed to identify acceptable performance conditions. The analysis results will then
be written to a UFH tag, which is read by a mobile UHV station, which relays the
information to the operator to grand lift-off permission.

The illustration of the VCD4.3 is presented in Figure 4.19.
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Figure 4.19: Condition monitoring for mobile agents.

Al models are developed to classify vibro-acoustic data and detect anomalies. This
involves employing techniques such as supervised learning and anomaly detection
algorithms to train models on labelled datasets, capturing a wide range of operating
conditions and potential fault scenarios. The Al models must be adaptive, capable of
learning from new data and improving their accuracy over time. This learning capabilities
are important for maintaining high performance as the system encounters new and
unforeseen conditions.

Technical verification is designed to ensure that the system can process sensor data in
real-time to accurately detect anomalies, while performance testing evaluates the
system's ability to operate continuously and autonomously in real conditions with the
system deployed on actual vehicles to monitor its performance over time, ensuring that
it can handle the dynamic nature of UAV operations and various environmental situations.
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The integration strategy for an edge Al system in mobile agents provides a condition
monitoring framework that enhances the safety and reliability of mobile agents, providing
valuable insights into component health and maintenance needs.

4.1 VC5 - Digital Society

The VC5 addresses enhancing Al's capacity to deliver high-quality situational information
that can trigger autonomous responses across various environments with focus on
industrial machine rooms, energy substations, and home/office environments, as well as
robotized manufacturing environments, in the value chain demonstrators for the digital
society domain. A summary of the VC contributions to the research on edge processing
and Al is provided in the Table 4.5.

Table 4.5: Overview of Al and edge processing technologies used in VC5 demonstrators’
integration.

Al and edge processing technologies

Al Technologies: Neural Architecture Search, Bayesian Optimization, Multi-Objective-
Optimization, Quantization, Supervised Learning, Self-supervised learning, Federated
Learning, On-line Learning.

Al Frameworks and Libraries: TensorFlow, PyTorch, TensorflowLite, TensorflowLite for
Micro, Keras, RayTune.

Toolchains: elQ, elQ Auto, DevOps implications to toolchains e.g., Puppet.

Edge Processing: Micro (MCU), Deep (Hybrid processing units), Meta (On-premises
Server).

HW/SW Platforms: NXP current & next generation i.MX platforms, Neuromorphic
Modules, STM 32, Nordic, Crownstone HW with BlueNet (to be followed up with
ZephyrOS), FlowCube, NVIDIA Jetson.

Data: Time-series-based sensor data (e.g., audio, temperature, vibration, power-
consumption, series for particulate data), vision-based camera data (high-resolution), IR-
based camera data (low-resolution), spectrum & reflection-based radar data.

The table highlights that VC5 has a specific focus, with the edge processing and Al
technologies and tools used that match the techniques, methods and tools used in other
industries/domains.

4.1.1 VCD 5.1: Machine Room (lead: TECHNO, NXP-NL, TUE)

The integration strategy for deploying an edge Al system in modern machine rooms
focuses on enhancing prognostic monitoring to identify and address potential failures
before they escalate into critical issues. This strategy involves an engineering approach to
ensure reliable and accurate monitoring of infrastructure with minimal false positives.

The integration strategy involves deploying a network of sensors capable of capturing
audio and other low data rate signals from various components within the machine room.
These sensors are strategically placed to monitor specific equipment and environmental
conditions, allowing the system to detect subtle changes that may indicate emerging
problems. The design should prioritize low power consumption and minimal maintenance
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requirements, ensuring that the system can operate autonomously over long periods. The
fixed reference frame and single detection location simplify the sensor deployment and
calibration process, providing a stable baseline for trend analysis.

The illustration of the VCD5.1 is presented in Figure 4.20.
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Figure 4.20: Machine room concept.
Datasets are used in developing Al algorithms for processing and analysing the sensor
data to create models that can detect long-term trends and subtle anomalies indicative
of potential failures. This involves training machine learning models on historical data to
recognize patterns associated with normal and abnormal conditions. The models must be
capable of distinguishing between true anomalies and benign variations, reducing the
prevalence of false positives. Techniques such as time-series analysis and anomaly
detection algorithms are employed to identify deviations from expected behaviour over
extended periods.
Software development supports efficient data acquisition, filtering, and analysis, ensuring
that the system can operate with limited processing power and bandwidth. This involves
developing algorithms for feature extraction and classification, allowing the system to
interpret sensor data and identify potential issues accurately. The software should also
facilitate integration with existing monitoring systems, providing operators with
actionable insights and alerts in a timely manner.
The hardware components and the hardware design should minimize its impact on the
machine room's overall power consumption, ensuring that it does not interfere with the
operation of critical infrastructure.
Al principles are to classify sensor data and detect anomalies, employing techniques such
as supervised learning and unsupervised anomaly detection to train models on labelled
datasets, capturing a wide range of operating conditions and potential fault scenarios.
The edge Al models must be adaptive, capable of learning from new data and improving
their accuracy over time.
System verification and performance testing is employed to evaluate the system's ability
to operate continuously in modern machine rooms conditions. This involves deploying
the system in actual machine rooms to monitor its performance over time, ensuring that
it can handle the dynamic nature of infrastructure operations and environmental
conditions.
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The integration strategy for an edge Al system in machine rooms create a prognostic
monitoring solution to increase the reliability and efficiency of infrastructure monitoring,
providing information into potential failures and maintenance needs.

4.1.2 VCD 5.2: Human Activity Inference in Office/Home/Industrial Facilities (lead:
SIG, ALMENDE, TUE, NXP-NL)

The integration strategy for deploying an edge Al system in building management focuses

on creating an intelligent environment that automatically adapts to the needs of its

occupants, enhancing comfort, safety, and energy efficiency.

The illustration of the VCD5.2 is presented in Figure 4.21.
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Figure 4.21: Human activity inference in office/home/industrial facilities.

The integration strategy involves deploying a network of heterogeneous sensors
throughout the building to capture data related to human activity and environmental
conditions. These sensors may include motion detectors, cameras, temperature and
humidity sensors, and light sensors, strategically placed to maximize coverage and
effectiveness while minimizing intrusiveness. The system must be designed to operate
efficiently, with low power consumption and minimal maintenance requirements,
ensuring long-term sustainability.

Data collection and datasets are used in developing Al algorithms capable of inferring
human behaviour, context, comfort, and intention from the sensor data. This involves
training machine learning models to recognize patterns associated with different activities
and preferences. The models must be robust and adaptable, capable of handling the
variability and complexity of human behaviour in both residential and office spaces.
Privacy-preserving techniques, such as differential privacy and federated learning, are
employed to ensure that personal data is protected while still allowing for accurate
inference.

Software development supports efficient data acquisition, filtering, and analysis, allowing
the system to operate with limited processing power and bandwidth. This involves
developing algorithms for feature extraction and classification, enabling the system to
interpret sensor data and make informed decisions about environmental adaptations.
The software should also facilitate integration with existing building management
systems, providing operators with actionable insights and control over various building
functions.
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The hardware components and the hardware design should use modular Al-based
platforms that can be integrated into the building's overall energy system.

Al models developed are used for classifying human activity and context, employing
supervised learning and unsupervised clustering to train models on labelled datasets,
capturing a wide range of activities and environmental conditions. The Al models must be
adaptive, capable of learning from new data and improving their accuracy over time.

The verification of the integrated Al system involves a testing strategy to ensure its
effectiveness and reliability.

Performance testing evaluates the system's ability to operate continuously in real
buildings and offices conditions. This require deploying the system in various residential
and office spaces to monitor its performance over time, ensuring that it can handle the
dynamic nature of human behaviour and environmental conditions.

The integration strategy for an edge Al system in building management provide an
environment adaptation solution to address the comfort, safety, and efficiency of
buildings, providing valuable insights into occupant behaviour and preferences.

4.1.3 VCD 5.3: Shared Human and Robot Operating Spaces (lead: TUE, NXP-NL,
TECHNO)

The integration strategy for deploying an edge Al system allowing robots and humans to
collaborate safely and efficiently in shared spaces involves a combination of engineering
techniques and principles. The goal is to create an environment where robots can
understand and anticipate human activities and intentions, while ensuring safety and
adaptability.

The integration strategy involves the deployment of multiple sensors on robotic
platforms, each capturing different aspects of the environment, such as visual data,
motion data, and proximity measurements. These sensors are integrated into a cohesive
system that moves within a dynamic reference frame inherent to mobile robots. To
ensure seamless operation, the system design must address issues such as sensor
calibration, data synchronization, and real-time processing capabilities. Each sensor
contributes to the creation of a unified "world view," providing the robots with a
comprehensive understanding of their surroundings and the intentions of human
collaborators.

Data collection and processing is an important phase in developing the algorithms that
process sensor streams and analyse human behaviours. The focus is on building Al
models capable of interpreting high-bandwidth data in real-time to identify human
activities, motions, and intentions. These models make use of pattern recognition, deep
learning, and sensor fusion techniques to integrate data from multiple sources, despite
the variability and noise introduced by moving platforms. The models are trained not only
to react to observed human actions, but also to predict future intentions, thereby enabling
proactive robot behaviour.

Software modules are used for managing data flows and executing Al algorithms on the
edge, all while maintaining quick response times necessary for dynamic environments.
The software architecture is designed to handle the high-bandwidth data generated by
the sensors and performs real-time processing to continuously update the robots'
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understanding of the shared space. This considers developing robust algorithms for
sensor fusion, path planning, and behavioural modulation, ensuring that the robots can
adapt their actions based on the inferred intentions of human users.

The illustration of the VCD5.3 is presented in Figure 4.22.
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Figure 4.22: Various learning technique used in shared human and robot operating spaces
demonstrator.

The hardware integration component involves selecting and configuring the right
onboard computing platforms and sensors that can meet the processing and scalability
demands. This includes edge computing devices capable of hosting the Al models and
supporting onboard processing requirements, reducing latency, and enabling quick
adaptation to environmental changes. Additionally, the hardware must ensure robust
operation in various environments and maintain communication both within the robotic
fleet and with external systems.

Al principles guide the development of predictive and adaptive behaviours in robots. The
focus is on enabling robots to move beyond reactive behaviours and towards anticipatory
actions. The system employs Al-driven safety mechanisms to automatically slow down or
stop robots when safety thresholds are approached, ensuring that safety is never
compromised even as physical barriers are removed. The Al models are continuously
refined using feedback from their interactions with humans and the environment,
fostering adaptability and learning.

The verification strategy involves rigorous testing assessing how well the components
interact when deployed in simulated environments that mimic real scenarios. This verifies
the creation of a coherent world view and its application in modulating robot behaviour.

Performance testing evaluates the system's ability to operate under real conditions where
robots are required to work collaboratively alongside humans and monitoring its ability
to anticipate human actions and adjust robot behaviour dynamically. Validation ensures
that safety mechanisms, such as the hard stop feature, are effectively integrated into this
new mode of operation.

The integration strategy establishes an Al-based solution for human-robot collaboration
in shared spaces to ensure that robots can understand human intent and adjust their
behaviour while maintaining high flexibility, adaptability, and safety.
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5 Conclusion

5.1 Contribution to overall picture

The edge Al platforms covering multiple hardware and software domains are ranging
from edge Al technologies to specialized applications that deliver capabilities across
several areas. The edge Al platforms, HW and SW, compatible interfaces, training and
learning capabilities, services, and applications are the foundation that support the
integration work into edge Al applications. Turning data into descriptive, diagnostic, and
predictive analytic insights requires visualised modelling and code testing environment,
and machine and deep learning platforms configured for real-time embedded
environments and edge Al applications. Edge Al-optimised HW provides the core
infrastructure for Al-based applications, and includes advanced integrated circuits with
large capacity, low latency, all-flash arrays, and solid-state storage devices, together with
high performance, high throughput, and highly scalable edge servers and network
equipment.

Edge Al technologies and applications integration follows the developments in the edge
Al technology stack with the different components provided by existing solutions or
developed in the different work packages (WP2, WP3, WP4) based on the requirements
and specifications in WP1. A Short summary of each value chain based on their
applications and the integration strategy are summarised below.

VC1 - Digital Industry: VC1 is focused on advancing the digital industry by developing
digitized control systems that incorporate advanced sensing, automated defect
classification, and virtual metrology. Central to this vision is the creation of a digital tacit
knowledge platform, which aims to establish a semi-autonomous, Al-supported
production environment that enhances sustainability and resilience. The integration
efforts are centred around embedding Al-based capabilities for monitoring, processing,
analysing, and controlling sensor and image data within industrial production systems.
These capabilities are deployed as distributed Al across the edge-computing continuum,
ensuring real-time responsiveness and efficiency.

To achieve this, VC1 is working on the development and assessment of optimized
hardware and software solutions that enable the efficient execution of Al algorithms at
the edge. These solutions are designed to align with emerging algorithm patterns and
computer architecture styles, facilitating seamless integration and performance.
Additionally, the initiative focuses on the development and evaluation of decentralized or
distributed edge intelligence, which is crucial for enhancing the autonomy and efficiency
of industrial processes. An important aspect of this effort is the advancement of
autonomous feature engineering processes, particularly for improving energy data
forecasting accuracy.

Real-time production quality control is another key area of focus, with monitoring systems
being implemented to enable continuous refinement and adaptive learning through
transfer learning techniques. VC1 also emphasizes the development of target- and
application-aware optimization methodologies for Al algorithms, considering the entire
design flow from early-stage Neural Architecture Search to deployment. Furthermore, the
initiative prioritizes the implementation of a human-centric Al-based analysis system,
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which considers human-Al interaction at every stage of the design process. This involves
continuously assessing and enhancing the usability of Al tools to ensure they effectively
support human operators and decision-makers. Through these comprehensive efforts,
VC1 aims to integrate Al seamlessly into industrial production, driving efficiency,
adaptability, and sustainability across the digital industry.

VC2 - Energy: VC2 is dedicated to advancing distributed edge Al technologies specifically
tailored for applications and services at the intersection of the mobility, energy, and
building sectors. This initiative aims to empower European stakeholders by fostering
innovation and entrepreneurship in sustainable energy. The core of VC2's integration
strategy is to develop real-time, Al-based feature engineering solutions that utilize edge
Al models. These solutions are designed to integrate and analyse a variety of data sources,
including historical data, weather patterns, and energy system parameters, to optimize
and manage energy consumption by both appliances and users.

A key aspect of VC2's approach is the development of decentralized or distributed
intelligent monitoring systems for energy management. These systems incorporate
advanced feature-engineering processes to enhance their diagnostic and predictive
capabilities. New analytical tools are being introduced for appliances and energy
management systems, which include functionalities such as load prediction, consumer
and load classification, load profiling, anomaly detection, energy consumption estimation,
and intelligent energy brokerage scheduling.

To achieve these goals, VC2 is implementing capabilities for monitoring, processing,
analysing, and controlling energy data within energy management systems across the
edge continuum. This involves the use of embedded Al on heterogeneous hardware and
software platforms, which advances the autonomous feature engineering process for
energy data forecasting. Furthermore, a series of demonstrators is being developed to
showcase the practical applications of these technologies at the intersection of the
mobility, energy, and building sectors. These demonstrators encompass a variety of
scenarios involving smart meters, 10T devices, lighting systems, energy gateways, and on-
premises energy management systems. Through these efforts, VC2 aims to create a
robust framework for sustainable energy management that leverages cutting-edge Al
technologies.

VC3 - Agri-food and Beverage: This end-to-end approach allows VC3 to implement
precise tracking and optimization strategies, applying Al-driven insights to improve quality
and efficiency at every stage. The project leverages Al to develop and integrate various
subsystems and components that address distinct steps in the Champagne production
process. By doing so, VC3 not only ensures superior product quality but also aligns with
broader goals of sustainability and climate neutrality, setting a benchmark for other
segments of the agri-food and beverage industry. Through this meticulous application of
technology and Al, the project signifies a leap towards a more sustainable and
internationally respected European agricultural sector.

VC4 - Mobility: VC4 is dedicated to advancing the mobility sector by developing edge Al-
based perception, cognition, and monitoring technologies. These innovations focus on
three primary areas: mobile agents such as drones, UAVs, UGVs, and other vehicles;
stationary and mobile multi-agent collaboration through distributed edge intelligence;
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and infrastructure enhancements. These technologies are crucial for enabling connected
and automated mobility that is more energy-efficient, reliable, private, and reusable,
applicable to both indoor and outdoor environments.

The integration strategy is meticulously optimized to create energy-efficient methods that
empower mobile agents to anticipate events, allowing them to effectively navigate harsh,
dynamic conditions and unforeseen situations. This capability supports both reactive and
deliberative planning, enhancing the adaptability of these systems. Additionally, VC4 is
developing multi-sensor perception and fusion technologies for interconnected
stationary agents, as well as a scheduling system for multiple mobile robots using the
unidirectional directed graph method. These advancements are complemented by the
generation of synthetic data for Al algorithm training and simulation, which improves the
robustness and accuracy of Al models.

Furthermore, VC4 is focused on co-designing hardware and algorithm architectures and
components for deep-edge event-based sensor fusion. This approach enables low-latency
perception in highly dynamic environments, which is essential for real-time decision-
making. The project also involves implementing current data acquisition, processing, and
analysis capabilities into embedded control systems using embedded Al, enhancing the
overall functionality and responsiveness of these systems. To ensure the reliability and
safety of mobile agents such as UAVs and UGVs, VC4 is developing condition monitoring
functionalities for pre-flight anomaly detection and service diagnostics. These innovations
collectively aim to transform the mobility sector by integrating cutting-edge Al
technologies into its core operations.

VC5 - Digital Society: The primary objective of The VC5 is to enhance Al's capacity to
deliver high-quality situational information that can trigger autonomous responses across
various environments. The focus is on three specific settings: an industrial machine room,
an energy substation, and a home or office environment, as well as a robotized
manufacturing environment. For these use cases, the information provided by Al must be
precise, noise-free, and delivered promptly. Moreover, it is crucial that this information
remains accessible even in the event of partial system failures, such as when certain
sensors become unavailable or occluded. The system must also ensure user safety by
failing safely when necessary.

The use cases are designed to identify underlying situations that warrant an autonomous
response. Typically, these Al systems will operate for extended periods without producing
a positive output, maintaining a "watching brief" over the environment and waiting for
specific circumstances that require action. Consequently, these systems must be highly
energy-efficient, capable of autonomous operation even when disconnected from
supporting resources, which may only be intermittently or expensively available. They
should also be adaptive, optimizing their actions over time by learning the most effective
strategies.

5.2 Contribution to demonstration

The deliverable provides a summary of the integration strategies followed by the project
partners in implementing the value chain demonstrators based on the Al-based
technology developments in WP2, WP3, and WP4 in WP5.
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5.3 Other conclusions and lessons learned

The deliverable highlights the challenges in the edge Al systems development in managing
end-to-end edge Al technologies integration spanning hardware, software, Al methods,
algorithms, frameworks and data into the value chain and technology demonstrators with
the aim to verify and validate the end-to-end solutions based on the functional and non-
functional requirements defined in WP1 considering the KPIs and quantitative and
qualitative measures in operational environments.
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