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1 Publishable summary

Validation is “ensuring that the right edge Al system has been built. That is the system
fulfils its intended purpose and meets the need of its users” [9]. It goes beyond traditional
software checks by evaluating performance, usability, effectiveness, and impact.
Depending on the application domain, the key validation elements include [9]: Confirming
the system is fit for its intended purpose and operational context; ensuring user needs
and stakeholder expectations are met, covering usability, integration, and business
alignment; assessing real-world effectiveness through KPIs and operational outcomes;
evaluating usability and human-Al interaction via user studies and feedback; validating
ethical alignment, including fairness, accountability, transparency, and societal impacts;
and ensuring data quality and suitability, addressing relevance, representativeness, bias,
and edge-specific challenges.

The generic description of the VCDs validation and test scope below will form the basis
for the deliverables in WP6 and will be transferred to a detailed description in the
deliverables D6.2-D6.6, covering benchmarking, validation, and testing for each industrial
domain and their demonstrators, as well as their respective functional and non-functional
requirements. This scope description outlines the objectives, the edge Al system assessed
in the VCDs, and main findings on performance and reliability. It updates stakeholders on
operational readiness by presenting key results for inference speed, accuracy, and energy
efficiency, without requiring a deep dive into technical details. It defines the edge Al use
case in various VCDs, outlines validation and testing boundaries, and distinguishes
between simulated and actual device performance.

The VCDs devices under test summarise the edge Al system of the VCD by detailing
hardware, software stack, and neural network topology used in benchmarking. The
validation and test methodology details the procedures for validating system
requirements and performance goals from WP1. It covers functional validation,
performance benchmarking, and the end-to-end testing process, including model
optimisation, quantisation, and inference execution, ensuring repeatable and reliable
testing. The test setup outlines the physical and logical test environment, detailing edge
devices and VCDs configurations, data collection interfaces, simulated network
conditions, and environmental controls used to minimize external interference. The test
and measurement equipment outlines specific tools used to capture objective
performance data, including power analysers for energy consumption, signal integrity
equipment, and software for logging inference latency, memory usage, and processor
utilisation. The validation and test parameters section details how the KPIs are met and
presents data demonstrating the VCDs edge Al system's success, including latency,
throughput, energy consumption, and task-specific accuracy metrics. The validation and
test datasets section characterises the data used for validation and benchmarking,
detailing sources, types, and distinctions between calibration and test sets. It also covers
data diversity, real-world scenarios, and any augmentation methods for robustness
testing.

Since edge Al devices in the various VCDs operate outside controlled server rooms, the
environmental and robustness testing part addresses tests of edge Al VCD systems under

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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different environmental conditions, evaluating performance stability with temperature
changes, voltage fluctuations, and network interruptions, and addressing specific non-
functional hardware and Al model requirements for unpredictable deployment scenarios.
The analysis of the results section converts raw data into actionable insights by comparing
results to baseline/benchmarks, identifying pipeline challenges, and determining if
performance issues are due to hardware, software, or Al algorithmic factors. It evaluates
trade-offs between accuracy, latency, and power consumption for the VCDs or specific
sub-systems. The developments beyond the State-of-the-Art and recommendation part
details the VCD's key features, advancements beyond state-of-the-art, and suitability for
its intended environment and requirements. It provides improvement recommendations,
(covering edge Al models techniques, hardware accelerator upgrades, and software
patches requirements), and concludes with next steps for integration, long-term
performance monitoring, and exploitation and deployment in the intended VCDs
applications and environments.

2 Non-publishable summary

N.A. (this document is public).

3 Introduction and Scope

3.1 Purpose and target group

This report covers the definitions of the general methodologies for validating, testing and
benchmarking the value chain demonstrators (VCDs) and edge Al systems/sub-
systems/components. These methodologies provide guidelines for evaluating edge Al for
the different industrial applications represented by the project’s value chains (VCs) (D6.2-
D6-6), and for evaluating edge Al across different industrial applications (D6.7), enabling
a common retrospective of the current state and performance of edge Al systems
implementations. This generic description of the VCDs validation and testing scope
prepared will pave the way for the stakeholders in the consecutive tasks and be
transferred to a detailed descriptions aligned with the requirements in the different VCs.

3.2 Contributions of partners

The contribution of the partners is summarised in the Table 3.1.
Table 3.1: Partner contribution

Chapter | Partner Contribution

1;3; 4.1, | SINTEF SINTEF is the task T6.1 leader and worked on the overall
4.2;4.4; methodologies for edge Al benchmarking, validation, and testing in
5 the different industrial domains to be used for the specific VCs and

their demonstrators in the upcoming tasks (T6.2-T6.6). The results
from these tasks will be used to provide recommendations across the
industrial application domains, and a roadmap for upcoming edge Al

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.

8



<hipsyy

Co-funded by
the European Union

undertakings and the direction for technical developments in the
future.

3.2;4.3

IFAT

IFAT contributed on identification of the benchmarking
methodologies in respect to Digital Industry value chain and its
demonstrators. Furthermore, IFAT contributed to the evaluation of
VCD1.1 demonstrator functional and non-functional requirements.
For systematic documentation of testing and validation results
VeriACT by SoftwareCube is in use.

4.3

AMS-AT

AMS-AT evaluated the benefits of demonstrator implementation
through an in-depth analysis of functional and non-functional
requirements, leveraging SCUBE's VeriACT software for systematic
verification and validation.

4.3.1;
4.3.2

SCUBE

SCUBE contributed to all aspects of benchmarking, results, open

challenges, and future developments for VCD1.1. We also provide the
VeriACT software for systematic verification and validation to IFAT and
AMS-AT in their respective VCD1.1 and VCD1.2.

3.2,4.3

TUWIEN

TUWIEN took an active part in collaborating with its partners for
benchmark making, validation and testing of the developed edge Al
application.

3.2,4.6

IMEC

IMEC contributed to defining the validation and benchmarking
methodologies of the inferences of the micro-edge in VCD4.1. IMEC
adapted the KPI defined in WP1 (loU) to the more realistic KPIs
(segmentation accuracy) based on the final processing pipeline and
conducted experiments.

3.2,44

NXP-DE

NXP-DE contributed to the general methodologies for validation and
testing concepts to be used within the demonstrator VCD2.4 to verify
the functional and non-functional requirements.

3.2,4.6

GNT

GNT contributed to the development of methodologies for testing
and validation together with partners involved in VCD1.4, VCD4.2 and
VCDA4.3. GNT also contributed to the definition of edge Al benchmark
methodologies and conducts the validation and testing with regards
to the KPIs defined in WP1 for the aforementioned VCDs. The
obtained results and conclusions for these VCDs were fed into the
overall analysis, allowing to define a cross-industrial roadmap for
edge Al validation. Finally, as WP6 leader, GNT facilitated discussions
and planning for testing, benchmarking and validation activities on a
project level and proposed a methodology for monitoring the
progress of WP6 tasks.

3.2;4.6

NEURO

NEURO cooperated with development partners to cross-validate
competing Edge-Al classification via alternative sensing approaches.

3.2;4.3

COGNI

COGNI prepared validation procedures for the functional and non-
functional requirements KPIs defined in WP1 for VCD1.4. COGNI
conducted several initial tests based on the requirements KPIs, and
co-ordinated a series of changes together with GNT to reach the
required target values.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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3.2,4.6 | IMST Began implementing and integrating of test and measurement
methods to verify KPIs within the Mesh firmware stack variants and
the simulation framework. These methods allowed determining
packet delivery rates as well as activity states (Rx, Tx, Idle) and power-
saving states in the simulation framework and partially on real 2.4
GHz Mesh hardware components.

3.2;4.6 | HUA HUA contributed to common benchmarking methodologies and the
evaluation of cross-industrial technical applicability of the results
from demonstrator VCDA4.2.

3.2;4.4 | UZL UZL set up and integrated the developed module into the Edge
hardware to validate and test the proposed Al-based attack detection
module and then makes it ready for testing and validation.

3.2;45 | VPHV VPHV contributed with the partners to establish a roadmap for the
validation of the models according to vineyard expectations. VPHV is
building the prototype that contains the hardware (camera, edge
board, GPS) that will run the models made by URCA/INPG for VCD3.1
and VCD3.3.

32,45 | ¢V CV contributed with the partners to establish a roadmap for the
validation of the models according to vineyard and cellar
expectations.

3.2;45 | VPP VPP contributed with the partners to establish a roadmap for the
validation of the models according to cellar expectations.
- TECX N.A.
3.2;45 | CEA CEA defined the test methodologies adapted to characterize its

neuromorphic accelerators developed within TD5. In addition,
collaborated with VC3 partners to define the test methodology for the
joint demonstration in the context of vineyard yield prediction (grapes
detection)

3.2,4.5 | INPG INPG is collaborating with URCA to validate the performance and
energy efficiency of real-time object detection models regarding
VCD3.1 and VCD3.3.

3.2;4.5 | URCA URCA is focused on the validation of the detection/segmentation
models for VCD3.1 and VCD3.3 with INPG, CV/VPHV, STM-FR and CEA.
Validation is performed in multiple step: training/validation,
extension to other benchmark/dataset and actual deployment of the
model in the vineyards.

3.2,45 | CNRS CNRS/UPHF is focused on implementing benchmarking and validation
of the results of applying approximate computing to federated
learning systems for larger models, by evaluating the findings of TD1
within the framework of the application of detecting grape diseases
in vineyards (using data and models from VCD 3.3 partners) to meet
the relevant requirements from VCD 3.3, especially relating to
inference on the edge, with a focus on the privacy of training data and
robustness to data leakage attacks.

3.2;4.5 UPHF See CNRS above.
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3.2;4.3

SCM

SCM verified and validated an Al driven wood machinery where Al is
applied to identify defects and reconfigure the machinery.

3.2;4.3

HTS

HTS demonstrated how the edge Al approach works in practice in the
digital industry will be carried out.

3.2;4.3

DEEPS

DEEPS demonstrated how the edge Al approach works in practice in
the digital industry will be carried out by pointing out the advantage
of using a distributed/continuous learning approach.

3.2;4.3

XTE

XTE worked on selected applications that will be tested by group(s) of
users and assessed in ad-hoc focus group before the final release and
validation.

3.2;4.3

UNICA

UNICA tested and assessed performance improvements deriving by
the utilization of FPGA-based accelerators and of the tools for the
automated design and deployment of DNNs at the edge.

3.2;4.3;

UNIBO

In TD3, UNIBO investigated a surrogate model for edge-Al integration,
acting as a performance-and-deployment modeller to support
benchmarking, validation, and testing across VCD. The approach uses
graph-based representations of code enriched with execution and
platform metadata to enable early-stage feasibility screening and
automated deployment decisions (e.g., device mapping and
optimization choices) on heterogeneous edge targets. Although
currently at low TRL and validated mainly through research
prototypes, it provides a transferable methodology to narrow the
benchmarking space, prioritize the most relevant test configurations,
and support regression-oriented validation workflows, reducing time
and effort when assessing edge-Al integration in industrial scenarios.

3.2,4.3

UMIL

UMIL cooperated with the partners in defining the software best
practices and algorithms for benchmarking the models designed and
developed in previous WPs (06.1, 06.4).

4.6.1;
4.6.2

EDI

EDI contributed on identification of the benchmarking methodologies
in respect to mobility value chain and its demonstrators.

3.2

NXP-NL

NXP-NL in TD2 contributes to methodologies for edge-Al
benchmarking, validation, and testing by providing a reproducible,
resource-constrained  framework that quantifies accuracy,
communication, latency, and privacy trade-offs in collaborative
on-device learning scenarios.

3.2, 4.7;

SIG

SIG contributed by giving feedback to the Edge Al methodologies from
the lighting value chain and use case.

3.2;4.7

TECHNO

TECHNO contributed to the definition of the validation and testing
framework with a specific focus on the elements identified as needed
to support the machine room and traffic management camera use
cases.

3.2;4.7

ALMENDE

ALMENDE added to the Edge-Al validation and testing strategy the
domain-specific angle of smart buildings appliances.

3.2;4.7

TUE

TUE contributed to benchmarking, validation, and testing of its Al
technologies focussing on Al model and training paradigms.
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- FE N.A. (FE decided to terminate its involvement in the project during the
project month m37 (December 2025), and all remaining activities (and
budget) for the remaining period have been transferred to a new
partner SMARTEN and reported by them).

3.2;4.2; | NXTEN NXTEN addressed the overall validation and testing issues of edge Al
4.4 deployed into various energy sector applications. In the upcoming
task T6.3 (VCD2.1, VCD2.2), open challenges will potentially be
identified for the validation of Al-based technologies in the energy
sector, and a set of recommendation will be provided for a cross-
sectorial roadmap.

- PROLUX N.A. (PROLUX decided to terminate its involvement in the project
during the project month m31 (June 2025), and all remaining activities
(and budget) for the remaining period have been transferred to
NXTECH and reported by them).

3.2;4.2; | NXTECH NXTECH addressed the overall validation and testing issues of edge Al
4.4 deployed into energy and lighting applications. In the upcoming task
T6.3 (VCD2.1, VCD2.2, VCD2.3), open challenges will potentially be
identified for the validation of Al-based technologies in the energy
sector, and a set of recommendation will be provided for a cross-
sectorial roadmap.

- CONV N.A.

43 AMS-CH AMS-CH performs systematic benchmarking against CNN-based
approaches in offline (PC-based inference) and online (Xylo hardware
inference) modes, as well as validation and robustness testing,
including zero-shot generalization, for up to nine users of the VCD1.3
demonstrator.

3.2:4.3 | SYNS SynSense supports AMS-CH in adapting benchmarking methods,
building on Xylo’s established use in multiple audio classification
tasks, to the domain of gesture recognition. This involves
developing metrics and evaluation procedures specifically suited for
assessing the demonstrator’s performance in real-time, low-power,
edge Al scenarios.

3.2;4.2; | SMARTEN SMARTEN addressed the overall validation and testing issues of edge
4.4 Al deployed into various energy sector applications. In the upcoming
task T6.3 (VCD2.1, VCD2.2), open challenges will potentially be
identified for the validation of Al-based technologies in the energy
sector, and a set of recommendation will be provided for a cross-
sectorial roadmap.

3.3 Relation to other activities in the project

Work package WP6 address validating and testing of the requirements from work package
WP1 for all the VC demonstrators in the different industrial sectors. It benchmarks the
demonstrators and edge Al systems/sub-systems/components integrated and verified in
work package WP5, ensuring testing aligns with each demonstrator's TRL and specific
industrial environment conditions.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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The current task T6.1 builds on the verification and integration tasks in WP5, and on the
requirements tasks in WP1 for validation and testing of the edge Al deployed into various
industrial demonstrators, proving benefits against initial state-of-the-art/practices
defined. Further, it establishes benchmarking methods for domain-specific validation and
testing in tasks T6.2-T6.6 and reported in the consecutive deliverables D6.2-D6.6. Finally,
the methodologies for edge Al benchmarking, validation, and testing across industrial
application domains will be prepared. The results and open challenges will be identified
and reported in the subsequent deliverable D6.7, which will serve as a roadmap for
upcoming edge Al undertakings and the direction for technical developments in the
future.

4 Description of the technical work

4.1 Validation and testing aspects

Validation is “ensuring that the right edge Al system has been built. That is the system
fulfils its intended purpose and meets the need of its users” [9]. Considering that
validation emphasizes suitability for intended use and fulfilling stakeholder requirements,
the aspects evaluated go beyond traditional software checks. Validating Al systems
requires evaluating a wider range of characteristics that reflect their performance,
usability, effectiveness, and impact. The specific scope may differ depending on the
application domain, but the key elements subjected to validation include [9]:

e Ensuring fitness for intended purpose and operational context - This is a
central element of validation and involves confirming that the Al system effectively
achieves its stated goals within the specific environment and conditions of its
intended use.

¢ Meeting user needs and stakeholder expectations - Validation clearly confirms
that the system meets the requirements and expectations of its end-users and
other relevant stakeholders [14]. This goes beyond just functional requirements to
encompass aspects like usability, user satisfaction, seamless integration into
existing workflows, and alignment with business objectives.

e Assessing real-world effectiveness and outcomes - Validation should measure
how the Al system performs in practice, assessing its actual effectiveness in
achieving intended results within realistic contexts/ scenarios. This process entails
evaluating the system's impact on relevant KPIs, operational efficiency, safety
records, cost savings, or other context-specific measures of success.

e Evaluating usability and human-Al interaction - For Al and edge Al systems that
interact with or assist humans, validation must evaluate the quality and
effectiveness of this interaction. This encompasses assessing usability such as ease
of use, learnability, and efficiency, the clarity and utility of the interface, the
cognitive load imposed on the user, and overall user satisfaction. This requires
human-centred evaluation methods, including usability studies, task analyses with
representative users, and systematic gathering of user feedback.
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e Validating ethical alignment and societal impact - An essential aspect of edge
Al validation involves assessing the system's alignment with ethical principles and
societal values, which includes aspects like fairness, accountability, and
transparency in practice. Additionally, it involves considering wider societal
consequences concerning employment, environmental sustainability, and the
operation of democratic processes.

o Data quality and suitability - High-quality data is essential for effective model
training and accurate predictions in real-world scenarios. As Al and edge Al
systems become more complex and are utilized in a variety of environments, the
challenges associated with data quality and suitability have become increasingly
significant. Considering the distinct needs of different Al and edge Al systems, the
challenges pertaining to data quality and suitability in the validation of Al and edge
Al include important aspects such relevance and representativeness, volume and
availability, label quality, bias and fairness, data drift, data preprocessing, synthetic
data, and edge specific challenges.

4.2 VCDs validation and test scope

This summary provides a high-level overview of the testing activities, summarising the
objectives, the specific edge Al system evaluated in the VCDs, and the primary conclusions
regarding performance and reliability. It informs stakeholders about the system's
operational readiness by highlighting key results on inference speed, accuracy, and
energy efficiency without requiring a deep dive into technical details.

The introduction establishes the evaluation's context by defining the intended use case
for the edge Al deployment in the different VCDs. It explicitly sets the boundaries for
validation and testing by defining which aspects of the hardware and software stack are
under review, ensuring a clear distinction between simulated model performance and
actual on-device behaviour.

4.2.1 VCDs device under test description

Describe the details and the specific technical specifications of the edge Al system of the
VCD being evaluated to ensure full transparency. It describes the hardware architecture,
including dedicated processing units (GPUs, CPUs, NPUs, TPUs, neuromorphic, etc.),
memory and storage configurations, and the electronic board used. The description
further elaborates on the software stack by identifying the operating system, specific Al
frameworks such as TensorFlow Lite or ONNX Runtime, and the neural network topology
used in the benchmark.

4.2.2 VCDs validation and test methodology description

The methodology section outlines the procedural framework for validating that the
system meets its design requirements and performance goals defined in WP1. It explains
the approach to functional validation to ensure correct operation and to performance
benchmarking to quantify limits. This narrative describes the end-to-end process, ranging
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from model optimisation and quantisation techniques to the execution of inference loops,
ensuring the testing process is repeatable and practically sound.

4.2.3 VCDs test setup description

This component provides a detailed presentation of the physical and logical environment
in which the testing occurred. It describes how the edge devices and the VCD were
configured, how they interfaced with the host system for data collection, and the specific
network conditions simulated during the tests. The description includes environmental
controls to clarify how external variables were managed to prevent interference with the
results.

4.2.4 VCDs test and measurement equipment description

The section describes the specific tools employed to capture objective performance data
during the evaluation. It identifies external hardware, such as power analysers for energy
consumption measurement, and equipment for signal integrity. It also describes the
software instrumentation and profiling tools used to log inference latency, memory
footprint, and kernel-level processor utilisation.

4.2.5 VCDs validation and test parameters description

The section of the report describes how the specific KPls and measures are achieved and
presents the measurements to demonstrate the VCD edge Al system's success. It explains,
for example, the chosen measures for latency, including pre-processing and post-
processing times, and throughput measured in frames per second. The section also
covers energy measures and accuracy metrics relevant to the algorithms for specific tasks.

4.2.6 VCDs validation and test datasets description

The section characterises the data used to drive the validation and benchmarking process.
It describes the source and nature of the datasets, differentiating between calibration
data used for quantisation and the specific validation or hold-out test sets used for final
scoring. The presentation addresses the data's diversity to ensure it reflects real-world
scenarios and discusses any data augmentation techniques applied to stress-test the
model's robustness.

4.2.7 VCDs environmental and robustness testing description

Since edge Al devices in the various VCDs operate outside controlled server rooms, this
section details tests conducted under varying environmental conditions. It describes the
edge Al VCD system's performance stability under thermal conditions, voltage
fluctuations, and intermittent network connectivity. The section addresses the specific
non-functional requirements for the hardware and the Al model against the
unpredictable nature of edge Al deployment environments.

4.2.8 VCDs analysis of results

The analysis section synthesises raw data into actionable insights by comparing observed
results with defined baselines or benchmarks. It identifies specific challenges in the
pipeline and discusses whether performance limitations stem from hardware constraints,
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unoptimized software drivers, or edge Al algorithmic performance. This presentation
interprets the trade-offs observed between accuracy, latency, and power consumption for
the VCD or specific sub-systems of the demonstrator.

4.2.9 VCDs developments beyond the State-of-the-Art and recommendations

The section provides a description of the VCD's best features, an overview of
developments beyond the state of the art, and an evaluation of the suitability of the VCD
edge Al system for its intended environment and the VCD's requirements. The section
provides concrete recommendations for improvement, including specific edge Al models
techniques, hardware-accelerator upgrades, and software patch requirements. The
section concludes by outlining the necessary next steps for integration, long-term
performance monitoring of the VCD, exploitation and deployment in the intended
applications and environments.

4.3 VC1 - Digital industry

The generic description of the VCDs validation and test scope above will be transferred to
a detailed description in deliverable D6.2 (Report on edge Al benchmarking, validation,
and testing for selected demonstrators in Digital industry) for the six demonstrators in
VC1. These demonstrators together with their identified functional and non-functional
requirements are given in the following subsections.

4.3.1 VCD 1.1: Smart Semiconductor Manufacturing Assistant (SSMA)

4.3.1.1 VCD1.1 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.1. If there has been a need for FRs updates, this is explained after
the table.

Table 4.1: VCD1.1 functional requirements [2]

Data extraction and analysis

Titles SSMA Data completeness Document Knowledge out of Failure Tree Analysis
graph
ID EdgeAl_VC1_D1_FR-1_new |EdgeAl_VC1_D1_FR-2 EdgeAl_VC1_D1_FR-3
Name SSMA Data completeness Application to make document |Data extraction and analysis
knowledge available out of Failure Tree Analysis
graph
Definition A web-based application Making different data types Extract causal links out of
collecting and displaying available in METIS; HLC; graphs; provide data interface

knowledge and data from equipment document
defined sources. It is mainly |(document reader), FTA
the user interface that available using SSMA
supports domain experts in
making informed decisions
quickly while ensuring
consistent levels of data
detail in the collection
phase.
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Visual/ manual check in
Userlinterface

Description SSMA will integrate different [Measure different types of Technical diagrams like flow
data types e.g. tabular data [documents chart in Infineon’s internal
(excel), pdf documents documents, such as
which includes failure trees, presentation slides, contain
word documents; with the rich information in causal links
holistic lot check different for production.
data sources will be ->In order to integrate these
connected which includes causal links, combining visual-
historical lot data; textual analysis is needed to
Data comp|etenes$ transform the input media
(picture) into a machine-
readable intermediate
structure (e.g. JSON format)
for further analysis and
integration.
What is Function of retrieving the Measure different types of Fidelity of the analysis results
measured data documents
KPI Number of connected data |Connected Data Data Accuracy Rate
sources/ databases Data Relevance Score
Method of Different methods of Connected systems Objective metrics can be
collection and |collection based on data 1. document reader: > table |evaluated against the labels
measurement [type(s)

extraction

2. FTA extraction: --> LLM
METIS: --> knowledge graph
HLC: --> data collection tool
e.g. data extraction, post
processing and visualization

w

from ground truth.

Subjective metrics are
evaluated by the experts.

Target Value

>16 data sources

Connected systems
1. document reader:
. FTA extraction
B. METIS

4. HLC

1. The analyses from
technical diagrams achieve
> 75%.

2. added knowledge to
existing causal links >75%
of extracted data add new
value

Verification
and validation
method

Manual testing by
domain expert(s)

Connected systems
document reader:
FTA extraction
METIS

HLC

User test of system against
manual collection

S W~ =

Verification of accuracy is
done by evaluating the
analysis results from
testing cases.

Human assessment is also
needed to verify subjective
metrics to verify relevance
of data.

4.3.1.2 VCD1.1 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.4. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
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Table 4.2: VCD1.1 non-functional requirements [2]

Titles Time-behaviour Modularity Func":lonal
appropriateness
ID EdgeAl_VC1_D1_NFR-1 EdgeAl_VC1_D1_NFR-2 EdgeAl_VC1_D1_NFR-3
Name Characteristic: Characteristic: Characteristic: Functional
Performance Efficiency Maintainability Suitability
Sub- characteristics: Time- |Sub- characteristics: Sub- characteristics:
behaviour of SSMA and Modularity of the SSMA - [Functional appropriateness
existing equipment method(s) (ISO/IEC 25100) |of the SSMA (ISO/IEC
methods (ISO/IEC 25100) 25100)
Definition Performance per main Each module (HLC, METIS,  |Degree to which the
request equipment document functions facilitate the
extraction, FTA information accomplishment of
extraction) in the application|specified tasks and
should perform a distinct  |opjectives
function and can be
developed, modified,
replaced or scaled without
requiring changes to other
modules
Description  |Parallelization and load Each functional module for [System should support the
balancing should be used [SSMA should only be Problem-solving activities
loosely coupled. in SemiCond
What is Performance of extraction |Dependencies among the [Problem solving Time,
measured modules Resources
KPI Response time Number of dependencies  |problem solving Time.
Resources of Human
experts
Method of  |system tests / profiler test |Count the number of direct|textual and visual data:
collection and function calls or shared  |35essment of textual and
measurement

resource dependencies
between modules. Use
static and dynamic code
analysis tools to identify
these dependencies.

visual data by SSMA
compare both approaches
ien regards of used time
for analysis and calculate
needed consumed time a
manpower for root cause
finding

Target Value

<12s

Maximum of 1 direct
dependency

consumed resources: 25%
Improvement in Problem
solving Time.

reduction of time to
solution: 25%
Improvement of Resources
of Human experts

quality of results
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Verification  |system tests / profiler test |code analysis analysis of both
and validation approaches in regards of
method

used time for analysis and
calculate needed
consumed time a
manpower for root cause
finding

4.3.2 VCD 1.2: Virtual Metrology

4.3.2.1 VCD1.2 functional requirements

The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.3. Furthermore, AMS-AT is in the process of defining additional,
more detailed functional requirements necessary to enable specific aspects of statistical

process control with inference data.
Table 4.3: VCD1.2 functional requirements [2]

Titles Accuracy Breadth of Input Parameters Data completeness
ID EdgeAl_VC1_D2_FR-1 EdgeAl_VC1_D2_FR-2 EdgeAl_VC1_D2_FR-3
Name Accuracy Breadth of Input Parameters |Data completeness
Definition Degree to which the Degree to which the model can |Degree to which the data in
predicted value matches the |make use of multiple types of |the Data Handling Layer is
measured value sensor data complete.
Description Depending on the processin - -
P P . g P & Limited availability of data
- step, various temperature, .
To serve as an efficient sources, as well as flaws in the
. pressure, gas flow etc. sensor L
process and quality . . setup of the data pipeline
o data is available. The Data .
monitoring tool, the - . |could lead to missing data
- Handling Layer should contain . .
prediction accuracy must be entries in the Data Handling
as many of these sensor . .
lower than the natural arameters as possible to serve Layer. This could, in turn,
process variation. P . P negatively impact prediction
as input parameters for
. accuracy.
modelling.
What is Ratio of mean total error to Number of sensor data . Percer.1tage of empty/n:?m
measured L . available in the Data Handling |value in the Data Handling
process variation (six sigma)
Layer. Layer.
KPI Prediction accuracy Number of Input parameters |Data completeness
Method of
collection and |Data analysis Data analysis Data analysis
measurement
Target Value 80% 5 85%
Verification and
validation Data analysis Data analysis Data analysis
method

4.3.2.2 VCD1.2 non-functional requirements

The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.4. The non-functional requirements are based on the

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.

19



<hipsyy

* *
* oy ®

Co-funded by
the European Union

characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.

Table 4.4: VCD1.2 non-functional requirements [2]

Usability — User Error

Titles Reliability — Availability Maintainability — Reusability .
Protection
ID EdgeAl_VC1_D2_NFR-1 EdgeAl_VC1_D2_NFR-2 EdgeAl_VC1_D2_NFR-3
ACIi1S Characteristics: Reliability, Sub- Cha'ract.erls’Fl'cs: Characteristics: Usability, Sub-
. L Maintainability, Sub- .
Characteristics: Availability Characteristics: Reusability Characteristics: User Error
| IEC 2501 ' Protecti | IEC 2501
(1Is0/ 5010) (ISO/IEC 25010) rotection (1SO/ 5010)
Definition Degree to which a system, Degree to which an asset can b t0 which t
. r s m
product or component is be used in more than one esree to whic a_ yste .
: : . - protects users against making
operational and accessible system, or in building other
. errors.
when required for use. assets.
Description The architecture should not
High reliability is key for | h
& y y . only support the current, but The end-user should not be
eventual use in productive also future use-cases. . .
. . . required to provide a manual
environment: Ideally, each Therefore, the main . . L
: . . input to obtain a prediction
measurement in the architectural building blocks . o
L . . result, which eliminates the
production line should (scripts, hardware, training ossibility of user errors
correspond to a prediction, methodology, ...) should be P y '
reusable.
What is Number of measurements in H building block Number of I
measured the production line, number of oW many buliding blocks can um. er of manual inputs
. be reused for future use-cases |required by the end user.
predictions done
KPI Ratio of predicted lots to Ratio of re-used building blocks End-user manual inputs
measured lots to total building blocks P
Method of Semi-automated comparison
collection and|of equipment tracking data Analysis of system architecture [Analysis of system architecture
measurement|and prediction output

Target Value |75% 60% 0

Verification

and validation|Data analysis Data analysis Analysis of system architecture
method

4.3.3 VCD 1.3: Gesture Recognition at the Edge

4.3.3.1 VCD1.3 functional requirements

The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.5. If there has been a need for FRs updates, this is explained after

the table.
Table 4.5: VCD1.3 functional requirements [2]
Titles Accuracy Robustness to noises Hardware/Software co-design
ID EdgeAl_VC1_D3_FR-1 EdgeAl_VC1_D3_FR-2 EdgeAl_VC1_D3_FR-3
Name Accuracy Robustness to noises Hardware/Software co-design
Definition Event detection accuracy Dependence of accuracy to Accuracy gain due to
noises Hardware/Software co-design
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Description Event detection on difficult |Event detection on difficult Design hardware and software
data lead to failures in data lead to failures in jointly to increase their mutual
detections. We aim at detections. We aim at adaptability.
maximizing the amount of  |maximizing the amount of
correct predictions. correct predictions, in such

difficult cases.

What is The accuracy of the events |The accuracy of the events The accuracy of the events

measured detection and classification. |detection and classification in |detection and classification

the presence of noises. after HW/SW co-design

KPI Accuracy Accuracy Accuracy

Method of Inference in real-use Inference in difficult real-use  |Inference in real-use

collection and |conditions and careful conditions and careful labelling [conditions and careful labelling

measurement |labelling

Target Value 80 % accuracy 70 % accuracy 10% relative improvement

Verification and |Accuracy measurement on  |Accuracy measurement on Accuracy measurement on

validation various scenes and various scenes and conditions |various scenes and conditions

method conditions

4.3.3.2 VCD1.3 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.6. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
Table 4.6: VCD1.3 non-functional requirements [2]

Titles Performance efficiency — Performance efficiency — Performance efficiency —
Resource Utilization Time-behaviour Resource Utilization
ID EdgeAl_VC1_D3_NFR-1 EdgeAl_VC1_D3_NFR-2 EdgeAl_VC1_D3_NFR-3
Name Characteristics: Performance |Characteristics: Performance |Characteristics: Performance
efficiency, Sub-Characteristics: |efficiency, Sub-Characteristics: |efficiency, Sub-Characteristics:
Resource Utilization (ISO/IEC  |Time-behaviour (ISO/IEC Resource Utilization (ISO/IEC
25010) 25010) 25010)
Definition System power consumption System frame rate System memory consumption
Description [Power consumption Frame rate Memory consumption
What is How much the edge SNN chip |How many predictions the How much memory is required
measured consume power while used on |system can perform per unit of |by the edge SNN chip-based
raw sensor data time. system, and the related ML
model.
KPI Power consumption Frame rate Memory
Method of Inference in real-use Inference in real-use Occupied memory
collection and|conditions conditions measurement
measurement
Target Value |50 mW 20 frames per second <2 MB
Verification |Power measurement on Frame rate measurement on  |Memory measurement
and validation|various scenes and conditions |various scenes and conditions
method

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.

21



<hipsyy

** %
*
* *

* *
* oy ®

Co-funded by
the European Union

4.3.4 VCD 1.4: Distributed sensing - Large-scale Object Recognition

4.3.4.1 VCD1.4 functional requirements

The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.7. If there has been a need for FRs updates, this is explained after

the table.
Table 4.7: VCD1.4 functional requirements [2]
Titles Real Time Functioning Inference accuracy System reconfigurability
ID EdgeAl_VC1_D4_FR-1 EdgeAl_VC1_D4_FR-2 EdgeAl_VC1_D4_FR-3
Name Real Time Functioning |Inference accuracy System reconfigurability
Definition The accuracy measured - . .
To enable real-time use [as the percentage of Degree of efficiency with which a
. . . e system, product or component
and dynamic learning |correctly identified
o . can be transferred from one
by minimising time and |objects from a test set :
. ) . ; hardware/software/environment
resource requirements |simulating real-life
. to another
scenarios
Description  [Near real-time _
operation is important Transfer Al capabilities
from a cloud-based The developed software
for overall user )
. architecture to the edge |components must rely on
experience and ithout - tainer technol
usability of the without compromising  |container technology
integrated system accuracy
What is Inference time, end-to- |Edge inference accuracy |Number of components ran
measured end latency of the vs cloud-based inside containers for increased
system architecture accuracy portability and greater efficiency
KPI Number of developed
System Latency Recognition Accuracy components adopting
containerisation
Method of . . .
: . . . . Live Demonstration, Service
collection and |Live Demonstration Live Demonstration .
measurement Architecture Showcase
Target Value |Base Inference: Edge-architecture
2sec/inference request |accuracy must not be
o . > 80%
Other functionalities: 2-60 |below Cloud-architecture
sec/request accuracy
Verification . . .
o . . . . Live Demonstration, Service
and validation|Live Demonstration Live Demonstration .
method Architecture Showcase

4.3.4.2 VCD1.4 non-functional requirements

The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.8. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
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Table 4.8: VCD1.4 non-functional requirements [2]

Edge MLOps Framework

downtime/update

Titles Maintainability Data Integrity System Independency
ID EdgeAl_VC1_D4_NFR-1 EdgeAl_VC1_D4_NFR-2 EdgeAl_VC1_D4_NFR-3
Name Edge MLOps Framework :
Ma%ntainalgility Data Integrity System Independency
Definition Management Framework . ;
capable of serving Al Degree to which a system |The developed system is
models and updating them protects data so other needed to be able to run
as needed. as well as systems and sub-systems |locally without cloud
scaling up,types of can access and use the dependency (referring to
supported sensory input data external cloud providers)
Description To develop an efficient Data synchronization and
T transfer mechanisms must
scalable, and maintainable , ... |The developed system
guarantee the integrity in
Edge Al framework rerms of protectin must be structured as a
adaptable to various forms P & .__|standalone product
of sensory feedback exchanged data from being
corrupted
What is Number of faults in a Number of external
measured Downtime required for series of messages. components required for
maintenance and updates |Number of packets without |the operation of the overall
encryption system
KPI Number of other
. : . components located in the
Time required for Number of failed requests | (Fj)r ired for th
maintenance and updates |in Apache Kafka Broker cloud required for the
operation of the overall
system
Method of Measurement of time Live Demonstration,
collection and during live deol ; Live demonstration Service Architecture
measurement|duUring live deploymen chowcase
Target Value |Under 30 mins of fails/second/topic < 1
at most two

request/second

Verification
and validation
method

Measurement of time
during live deployment

Live Demonstration

Live Demonstration,
Service Architecture
Showcase

4.3.5 VCD 1.5: Al-based Quality Control for Woodwork Production Process

4.3.5.1 VCD1.5 functional requirements

The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.9 If there has been a need for FRs updates, this is explained after

the table.
Table 4.9: VCD1.5 functional requirements [2]
Titles Stack Panels Max Height Maximum cut length Maximum feeding speed
ID EdgeAl_VC1_D5_FR-1 EdgeAl_VC1_D5_FR-2 EdgeAl_VC1_D5_FR-3
Name Stack Panels Max Height |Maximum cut length Maximum feeding speed
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Definition . , Maximum length of the cut |The maximum feeding
The maximum height of } }
made by the machine speed sets a constrain on
the stacked wood panels. i
blade the computation speed.
Description The maximum height of . . .

The Al quality control has  |Maximum feeding speed
the stacked wood panels ‘ dict defects al th t not affect the Al
which the Al system has o predict defects along the must not affect the

entire cutted panel. performance.
to analyse.

What is . , The capacity of the edge Al
d The capacity of the Al The capacity of the edge Al padity &
measure system to detect defects at
system to detect defects |system to detect defects . .
. the maximum feeding
on the stack of maximum|across all the length of the .
height. wood panel speed of the working
' blade.
KPI . Algorithm performan
Target accuracy with the (Target accuracy across all gor t. pertormance
. . prediction at maximum
maximum height of stack |the panel length
speed
Method of . . .
collalecct)io:and Test on the machine or  |Test on the machine or on |Test on the machine or on
measurement |01 @ Prototype a prototype a prototype
Target Value .
8 ! Target accuracy with the The edge Al system must
: : Target accuracy across all  |detect defects at the
maximum height of stack ) i
> 9504 the panel length > 90% maximum feeding speed
of the working blade.
Verificati d . . .
v:ﬁ:j;ct?olr?n aN%1Test on the machine or  [Test on the machine or on [Test on the machine or on
method on a prototype a prototype a prototype

4.3.5.2 VCD1.5 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.10. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
Table 4.10: VCD1.5 non-functional requirements [2]

Titles Real time solution Dust immunity Vibration immunity
ID EdgeAl_VC1_D5_NFR-1 EdgeAl_VC1_D5_NFR-2 EdgeAl_VC1_D5_NFR-3
Name Real time solution Dust immunity Vibration immunity
Definition The inspection has to be
done during the normal ) )
machine operation which The quality control has to |The quality control has to
means that the Al be immune to the dust be immune to the normal
algorithm has to predict produced by the sizing operation vibration
defects while the saw is process. condition.
cutting.
Description The quality check solution The dust must not affect  [The vibration during the
must be on the real time the accuracy of the cut must not affect the
solution. accuracy of the solution.
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What is The inference speed, ) ,
T latency The Al algorithm accuracy |The Al algorithm accuracy
KPI Algorithm throughput,
frame analysed per
seconds. For example,
acquiring 100mm per The Al algorithm accuracy (The Al algorithm accuracy
frame and based onthe  |in normal operation in normal operation
maximum speed of condition vibration condition
40m/min the KPl is 6.67
frame computed per
seconds.
Method of
collection and|Test on the machine Test on the machine Test on the machine
measurement

Target Value

The machine should
continue to work at its max
speed of 40 m/min

The Al algorithm accuracy
has to be > 90% in normal
operation condition

The Al algorithm accuracy
has to be > 90% in normal
operation vibration
condition

Verification
and validation
method

Test on the machine

Test on the machine

Test on the machine

4.3.6 VCD 1.6: Al-based Defect Detection in SoM Assembly Process

4.3.6.1 VCD1.6 functional requirements

The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.11. If there has been a need for FRs updates, this is explained after

the table.
Table 4.11: VCD1.6 functional requirements [2]
Titles mAPO,5 Throughput Yield On Line Learning
ID EdgeAl_VC1_D6_FR-1 EdgeAl_VC1_D6_FR-2 EdgeAl_VC1_D6_FR-3
Name mAPO,5 Throughput Yield On Line Learning
Definition Mean of the average Optimize the learning
. Frequency of the .
precisions for the classification svstem model from experimental
Intersection of Union=0,5 icat! y data
Description It should have a high
) 8 It should have a suitable
MAP suitable to support ; tern in which t
the process capability It should be able to detect ztg:zgdeazs’t:rc;;?ov\\/’er'cnevs
required by the industrial|PCBA defects in real time . .
; defects using on line
sector of interest, | .
i.e.Cpk=1,33 earning
What is The mAP of the discovery The increase of MAPQO,5 in
measured process of the PCBA FPS of the classified PCBA |time or the increasing in
defects discovery new defects
KPI mAP Throughput Yield Delta mAPO,5/DeltaTime
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Method of
collection and
measurement

By ad hoc SW

By ad hoc SW

By ad hoc SW

Target Value

>90% in the selected
time unit

>20 FPS of the classified
PCBA

>0,1% in the selected time
unit

validation
method

Verification and

Comparing the result
with one of the relevant
AOlI, e.g. the OMRON
S1080

Comparing the result with
one of the relevant AOlI,
e.g. the OMRON S1080

Comparing the result with
one of the relevant AOlI,
e.g.,the OMRON S1080

4.3.6.2 VCD1.6 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.12. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
Table 4.12: VCD1.6 non-functional requirements [2]

Titles WTS DF EXP

ID EdgeAl_VC1_D6_NFR-1 EdgeAl_VC1_D6_NFR-2 EdgeAl_VC1_D6_NFR-3

Name WTS DF EXP

Definition  |Working Time Saving due  |Working Time Saving due |Product optimization due
to automation to Data Feedback to defect explanation

Description  |Enabling efficient use of  |Improve control capability |Explaining the defects at
worker's time through trough real time data least locating the defects
automation feedback found on the PCBA

What is By measuring the time

measured required to produce a lot :
of PCBs requested by the |False calls Percentage of explained
customer divided by the defects
number of PCBs

KPI Takt Time Takt and Lead time Accuracy

Method of  |By measuring the time By measuring the time Number of defects

collection and|required to produce a lot  |required to produce a lot |explained with respect the

measurement) of pCBs requested by the |of PCBs requested by the |ones discovered by the
customer divided by the  |customer divided by the  |binary detection defect
number of PCBs number of PCBs algorithm

Target Value 0 , Percentage of explained
improvement of 10% 5% of improvement defects greater than 50%

Verifica.tion. Measuring the production Measuring Fhe prgduction Measuring the

and validation| = """ and the delivery time improvement of the
time improvement ) .

method improvement production accuracy

4.4 VC2 - Energy

The generic description of the VCDs validation and test scope above will be transferred to
a detailed description in deliverable D6.3 (Report on selected demonstrators in energy
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industry for industrial edge Al benchmarking, validation, and testing) for the four
demonstrators in VC2. These demonstrators together with their identified functional and
non-functional requirements are given in the following subsections.

4.4.1 VCD 2.1: Intelligent Water Tank Energy Optimisation

4.4.1.1 VCD2.1 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.13 [3]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.13: VCD2.1 functional requirements [3]

Titles State of charge Energy optimisation Energy forecasting

ID EdgeAl_VC2_D1_FR-1 EdgeAl_VC2_D1_FR-2. EdgeAl_VC2_D1_FR-3.

Name State of charge. Energy optimisation. Energy forecasting.

Definition Estimate the State of Charge |Optimize energy usage for Prediction of future energy
(SoC) which is proportional |delivery of tempered water consumption based on
to thermal energy stored in |while minimizing energy historical data, user habits, and
the water heater. consumption and maintaining |other relevant factors.

user comfort and reliability.

Description To provide an accurate Analysis of real-time data, Analysis of past energy
estimate of SoC, to indicate |historical usage patterns, and |consumption patterns, identify
how much thermal energy  |external factors to make trends, inputs like peak energy
remains. dynamic adjustments to the hours, user schedules to

heating operations. predict energy usage.

What is The EdgeAl should measure |Difference in energy Predicted energy usage vs.

measured and estimate the SoC as a consumption before and after |actual energy usage over a
percentage of total energy. |enabling and disabling of given period.

algorithm, while maintaining
same level of user experience.

KPI Achieve an SoC estimation  |Percentage reduction in energy |[Accuracy percentage of the
accuracy within a specified |consumption while maintaining |energy usage forecast
percentage of the actual or improving service quality compared to actual
remaining energy. and reliability. consumption.

Method of Monitoring of temperature |Utilize sensors and external Storage of historical energy

collection and |[sensor(s) and flow monitoring tools and log consumption data, retrieve

measurement |measurement sensor(s). energy consumption and user |real-time energy usage, and
satisfaction metrics before and |compare the forecasted values
after edge-Al at work. with actual values.

Target Value Deviation < 10% Achieve at least a 5% reduction |Forecasting accuracy of 10% or

in energy consumption while |higher.
maintaining user comfort and
reliability.

Verification and |Conduct controlled tests Continuously measure and Over a given test period, use

validation where energy input and compare the same metrics to |the forecasts and compare

method output are precisely evaluate the effectiveness of  [them to actual consumption.
measured to validate the the optimization strategies.
accuracy targets.
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4.4.1.2 VCD2.1 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.14 [3]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
Table 4.14: VCD2.1 non-functional requirements [3]
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temperature crossings.

Titles Maturity Learnabillity Confidentiality

ID EdgeAl_VC2_D1_NFR-1. EdgeAl_VC2_D1_NFR-2. EdgeAl_VC2_D1_NFR-3.

Name Characteristics: Reliability, Characteristics: Usability, Sub- |Characteristics: Security, Sub-
Sub-Characteristics: Maturity |Characteristics: Learnability Characteristics: Confidentiality
(1ISO/IEC 25010). (ISO/IEC 25010). (ISO/IEC 25010).

Definition The ability of the water heater |Ensure learnability by ensuring |Access to generated data and
to exhibit fault correction, a user-friendly interface and control functionalities are
despite potential faults within |intuitive control for user. strictly protected preventing
its edge-Al control algorithm. unauthorised adjustments of

parameters.

Description  [In case of potential fault, Provision of self-explanatory  [Confidentiality implies that
reduce future discomfort by user interface with intuitive sensitive information related
performing fault correction. controls, and status of to user patterns and

temperature and time- preferences are only available
capability of warm water to authorised entities.
delivery.

What is Number of times boundaries of |User satisfaction rating. Unauthorized access attempts

measured upper and lower allowed and successes.
temperature are crossed.

KPI Boundary compliance rate Usability score on a scale Unauthorized Access Rate
(BCR) [%] ranging from 1 to 10. (UAR):

BCR = 100 - Successful_attempts /
(number_of_temperature_bou Total_access_attempts * 100.
ndary_crossings /

total_number_activations) *

100

Method of  [Temperature measurements. |Let various persons tyre the Monitor outcome penetration

collection and |Incidents stored into a interface, observe time spend |testing.

measurement |memory, for lower and upper |to perform some common

functions. Measure task
success rate and time on task.

Target Value

BCR>5%

Target value to be at least 8 on
a scale from 1 to 10.

No successful access (0) should
be achieved when
login/password are not known
beforehand.

Verification
and validation
method

Continuous monitoring and
logging of water outlet
temperature.

Usability test with 10 different
people related to the
company, measuring task
success rate and time on task.
Record the values.

Penetration testing and use
experience of the access
control to ensure that security
measures do not impede
usability.
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4.4.2 VCD 2.2: Embedded Edge Approaches for Intelligent Distributed Energy
Systems

4.4.2.1 VCD2.2 functional requirements

The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.15 [3]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.15: VCD2.2 functional requirements [3]

. Communication . .
Titles . Wireless range Al algorithms
multiprotocol

ID EdgeAl_VC2_D2_FR-1 EdgeAl_VC2_D2_FR-2 EdgeAl_VC2_D2_FR-3

Name Communication . .

. Wireless range. Al algorithms.
multiprotocol.

Definition Seamless integration of Wireless coverage area of the L .

. L . Prediction algorithms for
wireless communication communication protocols S
. ) A . . energy optimisation at deep
protocols into Al enhanced |integrated in the intelligent edge
gateway. gateway. ge:

Description Wireless communication range |The ability to take advantage
Wireless communication optimised for indoors use in a |of collected data and optimise
protocols supported and typical residential/office energy consumption
used by the system. building including normal (residential/office) in a specific

obstacles. period.

What is . . The optimised ener

. The maximum functional P . &Y .
measured Number of compatible distance between the gatewa consumption compared with
wireless protocols used. & Y lthe actual/measured energy
and nodes/sensors. .
consumption.

KPI Quantitative [#]. Quantitative [m]. Quantitative [%].

Method of

collection and [Demonstrator evaluation. Demonstrator evaluation. Demonstrator evaluation.

measurement

Target Value At least 3 different wireless Minimum 30m |n5|.de for at Al model accuracy = 90% for a

least one communication . ) .
protocols. specified period of time.
protocol.

Verification and . .

s Validation of 3 wireless Validation of 30m wireless

validation L Accuracy.
protocols. transmission link.

method

4.4.2.2 VCD2.2 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.16 [3]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.

Table 4.16: VCD2.2 non-functional requirements [3]

Characteristics: Reliability,
Sub-Characteristics:
Availability (ISO/IEC 25010).

Titles Reliability (Availability) Maintainability (Reusability) Portability (Adaptability)
ID EdgeAl_VC2_D2_NFR-1 EdgeAl_VC2_D2_NFR-2 EdgeAl_VC2_D2_NFR-3
Name Characteristics:

Maintainability, Sub-
Characteristics: Reusability
(ISO/IEC 25010).

Characteristics: Portability,
Sub-Characteristics:
Adaptability (ISO/IEC 25010).
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Definition Degree to which a system or
Degree to which a system, Degree to which the intelligent |product can
product or component is gateway can be used in more |effectively/efficiently be
operational and accessible than one energy management |adapted for different or
when required for use in a system, or in building other evolving HW/SW or other
specified period. systems. operational/usage

environments.

Description How efficient the gateways
Energy management system  |functional blocks can be used |Adaptability to the evolving Al-
availability and mean to other energy management |based algorithms running on
downtime. system regarding reusability  [the HW/SW architecture.

assets.
What is The occurrence of system The efficiency of the functional .
measured downtime for a specified block used in different energy Type§ of Al-based algorithms
. . - running on the platform.

period of time. management applications.

KPI Qualitative [%]. Qualitative [%]. Qualitative [Times].

Method of

collection and [Demonstrator evaluation. Demonstrator evaluation. Demonstrator evaluation.

measurement

Target Value

Availability > 90%

At least 80% reusability.

Types of Al-based algorithms
increased with 3 times from
the start to the end of the
project.

Verification
and validation
method

Validation of
availability/downtime
parameters.

Validation of reusability.

Validation of the types of Al-
based algorithms running on
the intelligent gateway.

4.4.3 VCD 2.3: Mesh Intelligent Lighting

4.4.3.1 VCD2.3 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.17 [3]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.17: VCD2.3 functional requirements [3]

Titles Multi-sensor measurement Wirel . Al aleorith
parameters collection ireless connectivity range algorithms

ID EdgeAl_VC2_D3_FR-1 EdgeAl_VC2_D3_FR-2 EdgeAl_VC2_D3_FR-3

Name Multi-sensor measurement . L .

. Wireless connectivity range. Al algorithms.
parameters collection.

Definition Realtime multi-sensor data \é\.lflfreless connectllwl'iy V\ll.lt: . N . .
collection in industrial ifferent p'rotoco s for lighting pajctern recognition earnlng

. . nodes for indoor and outdoor |algorithms based on multi-
environment with edge . . )
. - usage, gaining reliable data sensor data input.
computing capabilities.
routes and long range.

Description Type of different sensor Pattern recognition capabilities
measurement parameters - Al algorithms identifying
supported by the system,  |Wireless protocols supported |lighting and environmental
(ambient light colour, by the system. characteristics and process
Environmental data gas adjustment parameters based
content of air, IR occupancy). on sensor data analysis.
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collection and

measurement

Demonstrator evaluation:
monitor ambient light,
occupancy and air quality.

Demonstrator evaluation:
MESH protocols used in
intelligent lighting solutions.

What is Number of different Tvpical nod q ;
measured parameters monitored/ .y(!l:nca nod etodno € range for Recognise.
collected. indoor and outdoor usage.
KPI Quantitative [#]. Quantitative [#]. Qualitative.
Method of 40% improvement in Al

algorithm performance
compared to the beginning of
the implementation.

Target Value

> 2 different types of sensor
parameters.

Perform better than
commercial standards like
Zigbee.

Measure ambient light
intensity, ambient light colour
components and air quality.
Process adjustments to light
and share data with

BAS/HVAC.
Verification and [Data collection from sensors
validation measuring each different >50 m indoor. Performance.
method parameter.

4.4.3.2 VCD2.3 non-functional requirements

The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.18 [3]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
Table 4.18: VCD2.3 non-functional requirements [3]

best practice within building
automation.

. Security Compatibility Reliability
Titles . s i -
(Confidentiality) (Interoperability) (Recoverability)
ID EdgeAl_VC2_D3_NFR-1 EdgeAl_VC2_D3_NFR-2 EdgeAl_VC2_D3_NFR-3
N h stics: bili
ame Characteristics: Security, Sub- ¢ aracterlst|c§ (T'ompatlbl ty, Characteristics: Reliability,
. . ... |Sub-Characteristics: .
Characteristics: Confidentiality Interoperability (ISO/IEC Sub-Characteristics:
(ISO/IEC 25010). Yso1 O;’ v Recoverability (ISO/IEC 25010)
Definition Confidentiality. Interoperability. Network link failures.
Description How efficient will the modules
contribute to perform and
Reduce risk of unintended use |"™MP"OVE the capab!llty t(_) .
exchange information with Enable for quick recovery and
or access to node and shared - ]
data other units (products, systems, |repair of network dropouts.
' components) by compatibility
functions (coexistence,
interoperability).
What is Strength of cryptographic . .
. External interface adequacy. |Mean recovery time.
measured algorithms.
KPI Avoid access form non .
. Share data with TCP/IP
authenticated systems and/or Fast route recovery.
connected gateway.
users.
Method of Detect security issues by
. . . Collect sensor data on nodes
collection and [checking against relevant . . .
. and share over MESH network |Force failure by isolating router
measurement|standards, regulations, and

to network
coordinator/gateway.

node in network.
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Target Value

Less than 0,1% unintended
use.

Interoperability with 5
different gateways.

< 10 seconds.

Verification
and validation
method

Vulnerability analysis of
components and
communication methods.

Mirror local node
measurements on gateway.

Measure time from node
dropout till back in function.

4.4.4 VCD 2.4: Efficient Al-based Attack-detection for Security Sensitive Systems

4.4.4.1 VCD2.4 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.19 [3]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.19: VCD2.4 functional requirements [3]

Titles Attack miss rate Attack detection latency False alarm rate

ID EdgeAl_VC2_D4_FR-1 EdgeAl_VC2_D4_FR-2 EdgeAl_VC2_D4_FR-3

Name Attack miss rate. Attack detection latency. False alarm rate.

Definition Low Attack miss rate. Low/no attack detection Low False alarm rate.

latency.

Description Ensure secure data Ensure immediate attack Ensure highest level of user
processing of the IC by detection to prevent IC experience by lowest
protection of HW and SW operation while HW/SW interference with main
integrity. Ensure high level of |and/or data are potentially application in case of non-
data integrity. manipulated. attack relevant events.

What is Attack miss rate. Attack detection latency. False alarm rate.

measured

KPI Low Attack miss rate. Low/no Attack detection low false alarm rate.

latency.

Method of Evaluation of miss rate based|Simulation and verification Evaluation of false alarm rate

collection and |on several Al model using FPGA setup. based on several Al model

measurement |implementation using pre- implementation using pre-
defined data set. defined data set.

Target Value Attack miss rate trending to |Attack Detection Latency: <10 |False alarm rate < 5%.

0. CPU clock cycles.

Verification and |Evaluation of miss rate based|Simulation and verification Evaluation of false alarm rate

validation on several Al model using FPGA setup. based on several Al model

method implementation using pre- implementation using pre-
defined data set. defined data set.

4.4.4.2 VCD2.4 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.20[3]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
Table 4.20: VCD2.4 non-functional requirements [3]

Titles Hardware resources Silicon area Attack resistance
ID EdgeAl_VC2_D4_NFR-1 EdgeAl_VC2_D4_NFR-3 EdgeAl_VC2_D4 NFR-5
Name Hardware resources: Silicon area: Attack resistance:
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Characteristics: Performance |Characteristics: Performance |Characteristics: Reliability,
efficiency, Sub-Characteristics: |efficiency, Sub-Characteristics: [Sub-Characteristics: Fault
Resource Utilization (ISO/IEC |Resource Utilization (ISO/IEC |tolerance (ISO/IEC 25010).
25010). 25010).

Definition Use of hardware resources Silicon area of an Al Protection of Al accelerator on
shall be reduced to a accelerator shall be reduced to |physical, logical and side
minimum. a minimum channel attacks.

Description  |Available HW resources are Silicon area is a major cost The interest on secure edge
optimized for specific factor on secure edge devices. |devices by attackers is
application use cases and Therefore, the area overhead |continuously increasing. To
therefore available of an Al accelerator needs to  |trust the result of an Al based
computational power is be kept minimal. attack detection evaluation the
limited. implementation itself needs to

be hardened to physical,
logical and side channel
attacks.

What is Interaction with CPU, MMU Gate count. Attack and side channel

measured and other IPs. analysis.

KPI Minimize use of other Minimize gate count. Robust implementation to
hardware resources. prevent manipulation.

Method of Simulation and FPGA Gate count analysis. Simulation, security

collection and|debugging. analysis/review.

measurement

Target Value |Not blocking parallel main Minimum gate count. Al accelerator needs to be
application. robust related to physical,

logical and side channel
attacks.

Verification |Simulation and execution on  |Gate count analysis. Simulation, security

and validation|FPGA using artificial stimuli. analysis/review.

method

4.5 V(3 - Agri-food and beverage

The generic description of the VCDs validation and test scope above will be transferred to
a detailed description in deliverable D6.4 (Report on selected demonstrators in agri-food
and beverage industry for industrial edge Al benchmarking, validation, and testing) for the
four demonstrators in VC3. These demonstrators together with their identified functional
and non-functional requirements are given in the following subsections.

4.5.1 VCD 3.1: Vineyard - Yield Prediction

4.5.1.1 VCD3.1 functional requirement

The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.9 [3]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.9: VCD3.1 non-functional requirements [3]

Titles 10T Detection Geo-positioning Al algorithms
ID EdgeAl_VC3_D1_FR-1 EdgeAl_VC3_D1_FR-2 EdgeAl_VC3_D1_FR-3
Name lloT detection. Geo-positioning. Al algorithms.
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growing conditions in
vineyards and dead plants.

Definition Real-time camera data . Al pattern recognition learning
L The process of determining or .
collection in the autonomous estimating the geographic algorithms based on RGB
straddling Robot with edge . & geograp Camera data input in natural
. i position of the robot. .
computing capabilities. environment.
Description  |Type of different camera . .
> VP . Pattern recognition capabilities
measurement parameters Type of different geo- . . .
. — Al algorithms identifying
supported by the system to positioning measurements. . .
grapes in a 2D RGB image.
detect grapes and dead plants.
What is Capacity of a system to detect . . Measure the effective
. Geographical position .
measured both grape and dead vines. estimated grape count.
KPI . R Pattern recognition
lloT detection. Geo-positioning. . &
algorithms.
Method of Camera used in production .
. - p. Use of edge device on the
collection and|process optimization — Compare and map geo- .
o s . . autonomous robot during the
measurement [monitoring grape positioning with historical

parcel maps.

BBCH77 period — June/July
2024.

Target Value

Address different types of
problems (Dead plants, yield
estimation: Grape detection,
berry analysis).

Integration of RTK GPS.

Estimate yield with an error
estimation less than 15%.

Verification
and validation
method

Grape detection with YOLO,
Further image analysis for
berries, wood and stem
detection.

Accuracy of the geo-
positioning.

Strict and manageable manual
grape counting. Comparison
with Al estimated counting.

4.5.1.2 VCD3.1 Non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.10 [3]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table
Table 4.10: VCD3.1 non-functional requirements [3]

Titles Connectability Security Autonomous behaviour
ID EdgeAl_VC3_D1_NFR-1 EdgeAl_VC3_D1_NFR-2 EdgeAl_VC3_D1_NFR-3
Name Connectability Security Autonomous behaviour
Definition Degree to which a product, . System autonomy is the ability
The system security is : .
system or component can . . of an intelligent system to
. responsible for controlling .
connect with other products, independently compose
access to system resources, .
systems, or components, . s . among different goals to
. . which will include sensitive . .
and/or perform its required accomplish based on its
. data
functions knowledge
Description How efficient and simple will How efficient is the synergy
between the autonomous
the lloT/Al can seamlessly How secure the IloT/Al system
. robot and the lloT/Al system
connect to the autonomous will be . .
while processing data from the
robot .
environment
What is IloT/Al functions 1loT/Al functions autonomous
measured connectability: Appropriate & |lloT/Al functions security behaviour: Modularity, Real-
flexible supply voltages time, Autonomy
KPI IloT/Al connectability functions |lloT/Al functions security 1loT/Al Autonomous functions
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Method of
collection and
measurement

Vineyard’s detection and Vineyard’s detection and Vineyard’s detection and
estimation. estimation. estimation.

Target Value |Connectability improvement .
Improved correlation between

based on lloT/Al functions Ensure secure communications accuracy and model execution
compared with the start of the |between different edge levels ¥
. speed: more accurate, faster
project
Verification The demonstrator was adapted
and validation|Camera and Jetson Nano . |for real-time inference with
Current demonstrator works in .
method powered by the USB port of vehicle speed between 3 and 4

the Vitibot autonomous robot offline mode km/h. This was evaluated with

an autonomous robot

The Technological Demonstrator 5 is currently under integration within VCD3.1. An
advanced and energy-efficient computing platform based on a novel NeuroCorgi test
board is under development within TD5. Based on this computing platform, VCD3.1
partners CEA, URCA and INPG are collaborating together to develop a HW/SW prototype
able to perform real-time grapes detection in real-world vineyard field environments.
Therefore, the possibility to use this NeuroCorgi-based platform, which consists on the
coupling of the novel NeuroCorgi test board with FX3 peripheral controllers and a
STM32MP25 MCU combined with a camera module, for real-time grapes detection is now
taken into consideration into the overall VCD3.1 verification and validation methodology.

4.5.2 VCD 3.2: Vineyard - Environment Monitoring

4.5.2.1 VCD3.2 functional requirements

The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.11 [3]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.11: VCD3.2 functional requirements [3]

Low-power lloT wireless

Titles lloT monitoring L. Prognostic module
connectivity

ID EdgeAl_VC3_D2 FR1 EdgeAl_VC3_D2_FR2 EdgeAl_VC3_D2_FR3

Name . Low power lloT wireless .
lloT monitoring powe Prognostic module

connectivity

Definition Realtime multi-sensor data Low Power wireless Prognostics management

collection in industrial connectivity for lloT devices in

technologies reduce time

environment with deep edge |industrial environments, . .
. i L and costs for implementing
computing capabilities. gaining low power data o . o
transfer and seamless efficient diagnostic in
integration crops.
Description An effective prognostic

module using Al to predict
and highlight the hydric
stress of the plants, to
warn about favourable
conditions for some
disease

Development of different
sensors supporting Al at the Long range Protocol supported
edge and integration in the 10T |by the system

monitoring Infrastructure
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What is Number of different . .
) . Fungi diseases with a
measured parameters monitored/ Battery lifetime .
percentage of risk
collected.
KPI Novel Al based sensors Years Number of diseases
Method of Sensors used in Monitorin The module will collect via
collection and rape in erowin conditiongs in The method includes a real-life |database all the information
measurement g. P & & usage of the system where Al methods will be
vineyards. .
applied
Target Value [>2 >5 >1
Verification — . . . . .
. .. |The validation will be done on |The validation will be done on |The validation will be done on
and validation ) ) )
method the field the field the field

4.5.2.2 VCD3.2 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.12 [3]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table
Table 4.12: VCD3.2 non-functional requirements [3]

Titles Connectivity BoM Maintainability

ID EdgeAl_VC3_D2_NFR1 EdgeAl_VC3_D2_NFR2 EdgeAl_VC3_D2_NFR3

Name Connectivity BoM Maintainability

Definition . Degree of effectiveness and
Degree to which a product, o . .
svstem or component can efficiency with which a product

Y . P The property of a system to or system can be modified to
connect with other products, . . . .
reduce the BoM in the improve it, correct it or adapt
systems or components, ) . . .
. . endpoints it to changes in environment,
and/or perform its required . .
functions and in requirements (ISO
) 25010).
Description How efficient will the lloT/Al
modules contribute to perform
How efficient and simple will . and improve the capability to
How cheap will the BoM of adapt changes and new needs
the lloT/Al can seamlessly IloT/Al system by maintainability functions
connect to the DST ¥ ' v . yur
(modularity, reusability,
analysability, modifiability,
testability

What is loT/Al functi
Long Distance and large area  |BoM cost ° ./ . unc.t!ons

measured maintainability.

KPI Connectability improvement Maintainability improvement
based on lloT/Al functions reduction compared with the |based on IlloT/Al functions
compared with the start of the |start of the project compared with the start of the
project project

Method of Distributed lloT syst

y O. ° Istribu e. O systems Distributed lloT systems
collection and |deployed in Pommery .
. I deployed in Pommery
measurement [vineyards and Cellars. Many System specification of the loT |,
. vineyards can be used as
sensor data are collected using |sensor node
. testbeds to collect and to
distributed sensor nodes and verify this NER
brought to the cloud. ¥ )
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Target Value

25% Connectability
improvement in term of area
and/or distance

20% cost reduction

25% improvement

Verification
and validation
method

Analytical measurements
according to the real location
of the IoT sensor node at the
end of the project

Analytical analysis accordingly
the final version of the loT
sensor node components

Design improvement
assessment, especially
concerning water-proofness
and communication
efficiency/range.

4.5.3 VCD 3.3: Vineyard - Disease Identification

4.5.3.1 VCD3.3 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.13 [3]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.13: VCD3.3 functional requirements [3]

Titles Inference on the edge Fast Inference Speed Disease mapping with a GPS
ID EdgeAl_VC3_D3_FR1 EdgeAl_VC3_D3_FR-2 EdgeAl_VC3_D3_FR-3
Name Inference on the edge Fast inference speed Disease mapping with a GPS
Definiti A - -
efinition Capability to perform Al _ _ utom.atlc map generation
. . Reduce inference time accessible through a web
inference on edge devices .
interface
Description Models and data workflow
Models will be executed on allowing quasi-real-time RTK/PPK GPS coordinates are
low powered edge devices analysis at the edge and less  |used to indicate the location of
with Al acceleration than 1 minute analysis on the |suspected plants in a map.
meta edge/cloud servers
What i Model i h
atls . o.de adeguatlon tot e. . Meta Edge/Cloud services to
measured limited available computing Inference time, s )
the final user
resources
KPI Real-time use of Edge Al Real-time use of Edge Al Edge performance to rival
capabilities capabilities cloud
Method of . . .
collection and System indicators (memory, Benchmarks on the processing |Generation of maps and the
CPU usage) queue delays. feedback from winegrowers
measurement

Target Value

Lightweight models that fit in
the devices

Quasi-real-time analysis at the
edge and less than 1 minute
analysis on the meta
edge/cloud servers

Adoption by the final users

Verification
and validation
method

Capacity of processing data in
(quasi) real time, with reduced
storage footprint. The
hardware prototype running
the model shall be able to
perform data collection and in-
situ analysis covering a full
vineyard plot without pauses.

For the Edge inference,
inference shall not disturb the
operation during the scan of a
full vineyard plot. Once the
data is uploaded to meta
edge/cloud, results may be
available within a reasonable
time, an with a progress bar-
like indicator.

Confidence to locate real
disease spots
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4.5.3.2 VCD3.3 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.14 [3]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table
Table 4.14: VCD3.3 non-functional requirements [3]

* *
* oy ®
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. High for di
Titles Self-supervised training High resolution processing = ac.c ur.:;\cY or. Iseases
discrimination
ID EdgeAl_VC3_D3_NFR1 EdgeAl_VC3_D3_NFR2 EdgeAl_VC3_D3_NFR3
Name . . . . . High accuracy for diseases
Self-supervised training High resolution processing .g N Y
discrimination
Definition - . Capability of t
1t Ability to create labelled Be able to analyse high- apa. .I ! y.o éccura e.
. . . classification in a multi-class
images to improve the dataset |resolution images
model
Description Good image resolution is
for di
The models should be able to necess.ary r |se§se .. |Models should be able to
. L. detection, but their analysisis | . . . .
train themselves to avoid time- . . differentiate the diseases with
consuming image labellin expensive. Models shall find high accurac
& g & the balance between accuracy g ¥
and inference time
What is Precision of the self-labelled |Adequation of the models for .
. . . . Multi-class accuracy/recall; loU
measured images with respect to human |real-time analysis on the Edge . .
. when detecting target objects
labelled ones devices
KPI Scalable and Efficient Edge performance to rival Edge performance to rival
Architecture cloud cloud
Method of . . - St lysis with i
. Continuous analysis of the System-level indicators . ress'ana ysis With Images
collection and including real symptoms as
accuracy of the models when |(memory, CPU usage) and .
measurement | . . . > well as confounding symptoms
including self-labelled images |processing queue size
from other causes
Target Value Real-time analysis on the edge
g No more than 5% of accuracy ¥ . & More than 75% accuracy on
loss or at least respecting a selected diseases
bounded buffer size
Verification i i h lassificati
jalel Capacity tF) |mpr9vet g Field tests with the data C §55| ication assessment. by
and validation|dataset without imprecise . ) . winegrowers and plant disease
collection / first analysis step
method labels experts.

4.5.4 VCD 3.4: The “Prise de Mousse”

4.5.4.1 VCD3.4 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.15 [3]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.15: VCD3.4 functional requirements [3]

lloT monitoring

Titles lloT monitoring Connectivity Prise de mousse sensor
ID EdgeAl_VC3_D4_FR1 EdgeAl_VC3_D4_FR2 EdgeAl_VC3_D4_FR3
Name lloT wireless connectivity

combined with wired
communication

Prise de mousse sensor
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grape in growing conditions in
vineyards.

Definition Realtime multi-sensor data Wireless connectivity for lloT

collection in industrial devices in environments, .

) i L A novel prise de mousse sensor
environment with deep edge |gaining low power data
. - enhanced by Al
computing capabilities. transfer and seamless
integration
Description |Development of specific sensor An effective prise de mousse
. Long range Protocol supported . .

supporting Al at the edge and sensor will be developed using

. Lo by a powerful gateway

integration in the loT . . Al to follow second

. integrating Al . .

monitoring Infrastructure fermentation/ageing phase
What is Number of different second fermentation/agein
measured parameters monitored/ Number of connected loT node hase geing

collected. P
KPI Novel Al based sensors specific To detect unusual pressure

. P Number of connected loT node . P .

to prise de mouse readings and bottle explosion
Method of Continuous monitoring of
collection and bottle pressure on selected
measurement|Sensors used in Monitoring wine samples. Identification of

The method includes a real-life
usage of the system

nominal conditions/behaviour,
as well as abnormal conditions
(maybe with the help of non-
conform wine mixes).

Target Value

>2

>20

>2

Verification
and validation
method

The validation will be done on
the field

The validation will be done on
the field

The validation will be done on
the field, with alerts raised in
case of abnormal readings

4.5.4.2 VCD3.4 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.16 [3]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table
Table 4.16: VCD3.4 non-functional requirements [3]

How efficient and simple will
the lloT/Al can seamlessly
connect to the DST

Titles Connectivity BoM Maintainability
ID EdgeAl_VC3_D4_NFR1 EdgeAl_VC3_D4_NFR2 EdgeAl_VC3_D4_NFR3
Name Connectivity BoM Maintainability
Definition . Degree of effectiveness and
Degree to which a product, o . .
svstem or component can efficiency with which a product
Y . P The property of a system to or system can be modified to
connect with other products, . . . .
reduce the BoM in the improve it, correct it or adapt
systems, or components, ) . . .
. . endpoints it to changes in environment,
and/or perform its required . .
functions and in requirements (ISO
) 25010).
Description How efficient will the lloT/Al

How cheap will the BoM of
IloT/Al system.

modules contribute to perform
and improve the capability to
adapt changes and new needs
by maintainability functions
(modularity, reusability,
analysability, modifiability,
testability
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sensor data are collected using
distributed sensor nodes and
brought to the cloud.

What is . IloT/Al functions

measured Long Distance and large area  |BoM cost maintainability.

KPI Connectability improvement maintainability improvement
based on lloT/Al functions reduction compared with the |based on IloT/Al functions
compared with the start of the |start of the project compared with the start of the
project project

Metho'd of Dlstrlbute'd lloT systems Distributed lloT systems

collection and|deployed in Pommery .

. e deployed in Pommery
measurement|vineyards and Cellars. Many  |System Specification of the loT

sensor node

vineyards can be used as
testbed to collect and to verify
this NFR.

Target Value

25% Connectability
improvement in term of area
and/or distance

20% cost reduction

25% improvement

Verification Lifetime monitoring of
and validation . batteries for sensors in the
Analytical measurements . . . .
method . . Analytical analysis accordingly |cellars, as well as the easiness
according to the real location . .
the final version of the loT to locate them and proceed
of the IoT sensor node at the . . .
end of the proiect sensor node components with maintenance (batteries,
prol antennas) at the end of their
lifetime.
4.6 VC4 - Mobility

The generic description of the VCDs validation and test scope above will be transferred to
a detailed description in deliverable D6.5 (Report on selected demonstrators in mobility
industry for industrial edge Al benchmarking, validation, and testing) for the three
demonstrators in VC4. These demonstrators together with their identified functional and
non-functional requirements are given in the following subsections.

4.6.1 VCD 4.1: Cognitive Mobile Multi-Agent Platform

4.6.1.1 VCD4.1 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.21 [5]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.21: VCD4.1 functional requirements [5]

Natural language

Radar-camera fusion for

mobile agent platform to
generate and execute plans
based on natural language
instructions provided by
users.

Titl i- i
Hes conditioned planning terrain segmentation Multi-platform perception
ID EdgeAl_VC4_D1_FR-1 EdgeAl_VC4_D1_FR-2 EdgeAl_VC4_D1_FR-3
Name Natural language Radar-camera fusion for terrain . .
. . . Multi-platform perception
conditioned planning segmentation
Definition Capability of the cognitive  |Capability of the mobile agent

to perceive the environment by
fusion of vision and radar data.

Capability of the ground and
aerial platforms to acquire
complementary environmental
data and combine them into a
unified representation.
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least two out of the three
experts agree that the plan is
valid and correctly executed,
it will be marked as a
success.

Description Enables users to Increases the system
communicate with the robustness in harsh
mobile agents using natural |environmental situations by Enables the system to expand
language, such as written or |enabling the system to its observation data by utilizing
spoken instructions, to perceive the environment an aerial platform to collect
specify tasks, goals, or when camera fails to work additional information from
actions. The platform should |(extreme light/weather). regions not directly observable
be able to understand and by the ground unit, with
interpret these natural subsequent integration into a
language instructions and unified map representation.
then generate plans and act
accordingly.

What is Success rate of the Increases the system

measured platform's ability to generate [robustness in harsh
and execute plans based on |environmental situations by . .

. Fused map vis-a-vis ground
natural language enabling the system to
. . . . truth data.
instructions. perceive the environment
when camera fails to work
(extreme light/weather).

KPI Plan and execution success |Segmentation accuracy Viable path planning success
rate; rate.

Method of Three experts will evaluate |Camera and radar data are

collection and [the validity of the generated |recorded from drone, and the

measurement |plan and its execution, if at |recorded data are manually

labelled to be used as ground
truth.

Evaluate based on ground
truth data.

Target Value

Average plan success rate
across different level of scenario
difficulties > 85%

Execution success rate
>80%

Segmentation accuracy > 0.9

80% success rate.

Verification and
validation
method

Verification by planner and
primitive evaluation in isolation.
Validation by end-to-end task
execution.

The segmentation results of
the radar-camera-based model
is compared against the ground
truth.

Verification by evaluating the
capability to build the maps.
Validation by path planning.

In WP1, loU was used as the KPI for radar-camera fusion in terrain segmentation. As the
project advanced, radar provided high-resolution depth data, making loU irrelevant. IMEC
therefore switched to segmentation accuracy as a more suitable KPI for micro-edge
functionality. FR3 was refined to ensure consistency between the defined capability, the

envisioned KPI, and the corresponding validation methodology.

4.6.1.2 VCD4.1 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.22 [5]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
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Table 4.22: VCD4.1 non-functional requirements [5]

Titles Functional Suitability Portability Usability
ID EdgeAl_VC4_D1_NFR-1 EdgeAl_VC4_D1_NFR-2 EdgeAl_VC4_D1_NFR-3
Name Functional Suitability Portability Usability
Definition Degree of effectiveness and Degree to which a product or
Degree to which a product or |efficiency with which a system, |system can be used by
system provides functions that |product or component can be |specified users to achieve
meet stated and implied needs |transferred from one specified goals with
when used under specified hardware, software or other |effectiveness, efficiency, and
conditions (ISO 25010). operational or usage satisfaction in a specified
Addressed Sub-characteristics: |environment to another. context of use. (ISO 25010).
Functional Completeness. Addressed Sub-characteristics: |Addressed Sub-characteristics:
Adaptability. Operability
Description  |The platform should cover all . .
> P . The agents should seamlessly |Ease with which users can
necessary functions and . . . . .
. . migrate and function across interact with agents, ensuring
features, leaving no significant > . . .
. L various environments and that these interactions are
gaps or limitations in its . . o
. configurations. smooth and intuitive.
functional coverage.
What is The extent to which the
. . How well the NLP based .
measured platform's functions and lanning seneralizes to How well users can interact
features align with the defined p. & g' . with the mobile agents.
. different situations
requirements.
KPI Functional Completeness Adaptability of high-level
Ease of use.
score. planner.
Method of b luati 4 b luati q
collection and |Demonstrator evaluation. emorI\strafco.r evaluation an emor?stratco.r evaluation an
expert's opinion. expert's opinion.
measurement
Target Value |Functional Completeness score |Expert evaluates the
> 90%, demonstrating that the |performance as satisfactory Expert evaluates the ease of
platform fulfils the majority of |across multiple environments |use as satisfactory
user-defined system functions. |and configurations
Verification e L Verification by integration
., .. _|Verification by reviewing the . . e
and validation| e testing on various platforms.  |Verification by NLP test cases.
list of system capabilities. . L -
method . . Validation by evaluating final |Validation by end-user
Validation by evaluating the . . .
e . performance on said friendliness as rated by experts
capabilities in practice.
platforms.

4.6.2 VCD 4.2: Roadside Perception Units (RSPU) Connected with a LoRa 2.4 GHz
Mesh Network

4.6.2.1 VCDA4.2 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.23 [5]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.23: VCD4.2 functional requirements [5]

Titles

Near real-time multi-sensor
processing

Reliable wireless
communication of multiple
clients

Power saving support

EdgeAl_VC4_D2_FR-1

EdgeAl_VC4_D2_FR-2

EdgeAl_VC4_D2_FR-3
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Name . . Reliable wireless
Near real-time multi-sensor . . .
. communication of multiple Power saving support
processing. }
clients.
Definition This functional requirement
pertains to the timely and Reliability - degree to which a
efficient processing of data |system, product or component |[LoRa Mesh Protocol Stack with
from multiple sensors in a performs specified functions  [power saving support for
manner that enables near under specified conditions for |battery powered end-devices
real-time insights and a specified period.
actions.
Description The system can handle and
analyse data from various . Prolong the lifetime of battery
. Successful delivery of .
environmental sensors and powered end nodes utilising
. . messages between all
provide actionable . the LoRa Mesh Protocol Stack
. . . participants of the network. . .
information without with power saving support.
significant delay.
What is The time elapsed from the
measured moment sensor data
payloads arrive at the Power consumption of LoRa
preprocessing module to Packet delivery ratio. Mesh devices during different
when the data is processed operational states.
and prepared for input to
the predictive model.
KPI L Time for different operational
. Number of communication .
Average Processing Latency. clients states with known energy
) consumption.
Method of The svstem records logs to Measurement of power
collection and v . & Packet counting of Rx and Tc  [consumption during different
measure the processing - . .
measurement packets per communication known operational states in

latency. The average latency
in seconds is computed.

client.

combination with known
states from the simulator.

Target Value

Less than 10 seconds for
average processing latency.

Configuration Options for tiny
(8), medium (8 — 16) and larger
networks (32 — 64) with End-
to-End packet delivery ratio
above 90%.

< 1% duty cycle for Tx state
with less than 50mA current
consumption.

< 2% duty cycle for Rx state
with less than 50mA current
consumption.

< 2% duty cycle for further
activities with less than 10mA
current consumption.

> 95% duty cycle for Sleep
state with less than 1mA
current consumption.

Verification and
validation
method

Verification by
benchmarking. Validation by
comparing real-time
processing results with the
actual sensor data to ensure
the system is delivering near
real-time insights.

Verification by integration
testing. Validation by offline
comparison of Counters after a
dedicated measurement time.

Verification by simulation and
in-laboratory current
consumption measurements.
Validation by comparing the
simulation data with end node
current consumption
characteristics.
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4.6.2.2 VCD4.2 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.24 [5]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
Table 4.24: VCD4.2 non-functional requirements [5]

* *
* ok

Co-funded by
the European Union

Titles Functional Correctness Integrity Installability
ID EdgeAl_VC4_D2_NFR-1 EdgeAl_VC4_D2_NFR-2 EdgeAl_VC4_D2_NFR-3
Name . Integrity or other securit -
Functional Correctness. grity ¥ Installability.
related sub-char.
Definition Security: Degree to which a .
roduc\t/ or sgstem rotects Degree of effectiveness and
Degree to which a product or p . y P efficiency with which a system,
. . information and data so that
system provides functions that product or component can be
N persons or other products or
meet stated and implied needs transferred from one
o systems have the degree of
when used under specified A hardware, software or other
o data access appropriate to .
conditions (ISO 25010). . operational or usage
~|their types and levels of .
Addressed Sub-characteristics: A environment to another. (ISO
i authorization. (1ISO 25010). 25010). Addressed Sub-
Functional Correctness. Addressed Sub-characteristics: e .
. characteristics: Installability.
Integrity.
Description  [Functional correctness is the Inteerity relates to protectin Installations can be seamlessly
capability of the interface to gnty P & done, and components of the
. exchanged data over these .
produce correct results with . practice should be replaceable
o channels from being . o
respect to the specified without affecting its
. corrupted. .
behaviour. operations.
What is The extent to which the
measured platform's functions and How many faults in series of  |The extent of interoperable
features align with the defined |messages. deployment of software.
requirements.
KPI Failed Requests in Apache Percentage of services
Functional Correctness score. |Kafka broker and number of  |deployed using containerized
packets without encryption. form (e.g., using Docker).
Method of Automated log production Manual verification of
collection and [Demonstrator evaluation. during testing/demonstration |deployment method of
measurement phase. installed software/services.
Target Value Failed requests per second per
topic: <1 request per second,
. demonstrating that the
Functional Correctness score > latform provides uncorruted
90%, demonstrating that the P P P >90% of services deployed
. data exchange. Number of . L
platform provides the correct . using a containerized form.
results failed decrypted messages <2
' per connection demonstrating
that the platform provides a
fault tolerant data exchange.
Verification |Verification by reviewing the Verification by reviewing the
and validation|platform's functions and Verification by unit testing. list of deployed services and
method features. Validation by Validation by inspecting the their deployment methods.
evaluating the platform's generated logs after 24 hours |Validation by evaluating the
functions and features in of system uptime. deployed service deployment
practice. methods in practice.
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4.6.3 VCDA4.3: Condition Monitoring for Mobile Agents

4.6.3.1 VCD4.3 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.25 [5]. If there has been a need for FRs updates, this is explained
after the table.

* *
* oy ®

Co-funded by

the European Union

Table 4.25: VCDA4.3 functional requirements [5]

Communication Power

Titles Classification Robustness | Communication Robustness .
Reduction
ID EdgeAl_VC4_D3_FR-1 EdgeAl_VC4_D3_FR-2 EdgeAl_VC4_D3_FR-3
Name e Infrastructure to Edge- .
Edge Sensor Classification . g Edge Sensor Communication
Sensor Communication .
Performance N Power Reduction
Reliability
Definition Speed Differential > Critical ,
Deviati Estimated edge-sensor
eviation duction by ch X
o ower reduction by changin
Magnetic Flux Texture > NFC/(VHF) Communication P . y changing
I . o from active communication
Critical Deviation Reliability .
to passive nfc
Vibration Texture > Critical communication.
Deviation
Description Communication is the main
power consumers of battery
The capability of the Micro- - owered edge-sensors.
i y . . NFC Tags have a limited P . & L
Edge Sensor to differentiate - Reducing or eliminating
. communication range and a .
between normal operation . communication power
. focused sensing envelop .
and critical defects. requirements greatly exceed
operation time on limited
power sources.
What is Comparison of
measured communication energy for
BLE, WiFi, NB-1OT and
Detection of smallest fault |Amount of signal loss, and  |Passive NFC energy
size out-of-position sensitivity requirements as a function
of communication
frequency, load, and
distance.
KPI . . No communication loss Operational Lifetime
No noticeable flight control L . . . .
. within pre-defined lift-off Extension for various Use-
degradation .
zone Cases Assumption.
Method of ) ) . .
collection and Human judgement on drone |Operational Test in and Computation model
flight control degradation outside targeted lift-off zone |evaluation.
measurement

Target Value

No noticeable flight control
degradation

No communication loss
within pre-defined lift-off
zone

Use-space specific power
reduction of 5-70%.

Verification and
validation
method

Multiple operators

Operational Test in and
outside targeted lift-off zone

Expert review.
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4.6.3.2 VCD4.3 non-functional requirements
The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.26 [5]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.
Table 4.26: VCD4.3 non-functional requirements [5]

* *
* ok

Co-funded by
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Titles Functional Suitability Portability Usability
ID EdgeAl_VC4_D3_NFR-1 EdgeAl_VC4_D3_NFR-2 EdgeAl_VC4_D3_NFR-3
Name Functional Suitability Modularity Usability
Definition Degree to which a product or
Degree to which a product or |Modularity: degree to which a [system can be used by
system provides functions that |system or computer program is|specified users to achieve
meet stated and implied needs [composed of discrete specified goals with
when used under specified components such that a effectiveness, efficiency, and
conditions (ISO 25010). change to one component has |satisfaction in a specified
Addressed Sub-characteristics: minimal impact on other context of use. (ISO 25010)
Functional Completeness. components. Addressed Sub-characteristics:
Operability
Description |The demonstrator shall cover
all necessary functions and The condition monitoring
features, leaving no significant |device shall be easily to Ease of use and intuitive use.
gaps or limitations in its integrate in the overall system.
functional coverage.
What is The demonstrator functions . . . How easy and/ or intuitive it is
Ease of installation and impact . .
measured and features shall cover for the users to interact with
) . on overall performance.
defined requirements. the demonstrator.
KPI . Cost, weight, percentage load
Functional Completeness L .
reduction, installation Ease of use.
score. .
complexity.
Method of . .
. . Demonstrator evaluation and |Demonstrator evaluation and
collection and [Demonstrator evaluation. . . ' o
expert's opinion. expert's opinion.
measurement
Target Value . Expert evaluation of overall
Functional Completeness score Expert evaluates the ease of
KPIs and system performance .
>90% . use as satisfactory.
impacts.
Verification
and validation|Verification by review. Verification by review. Verification by review.
method
4.7 VCS - Digital society

The generic description of the VCDs validation and test scope above will be transferred to
a detailed description in deliverable D6.6 (Report on selected demonstrators in digital
society for industrial edge Al benchmarking, validation, and testing) for the three
demonstrators in VC5. These demonstrators together with their identified functional and
non-functional requirements are given in the following subsections.
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471 VCD 5.1: Machine Room

4.7.1.1 VCD 5.1 functional requirements
The functional requirements (FRs) of the demonstrators were identified in WP1 and is
summarized in Table 4.27 [6].

Table 4.27: VCD 5.1 functional requirements [6]

Titles False positives False Negatives Availability
ID EdgeAl_VC5_D1_FR-1 EdgeAl_VC5_D1_FR-2 EdgeAl_VC5_D1_FR-3
Name False Positives False Negatives Availability
Definition (Bad Alerts / Total Alerts) | (False Negative Alerts / Total | Proportion of time for which
*100, reported as a | Alerts) *100, reported as a | the system is monitoring the
percentage. percentage. environment. Expressed as a
percentage.
Description Number of exception | Number of  exception | Time for which the system is
conditions reported to the | conditions not reported to | fully available and

back-end system which are | the back end system which | operational as a proportion
not  actually  exception | are actually exceptions, as | of all time.

conditions. discovered by later manual
observation.
What is | The total number of alerts | The number of faults in the | (micro, deep, meta-edge)
measured from the system and the | system which were not | and the intersection

number of those which | automatically detected by | between those times.
represented an exception | the sensing system. Note
condition  that required | that this only only relates to

intervention. conditions of types that the
system is designed to detect.
KPI KPI 5.2 KPI 5.2 KPI5.1
Method  of | System operation reporting System operation reporting | Record downtime which is
collection and not due to specific
measurement engineering issues (e.g.
experimental intervention)
during the observation
period.
Target Value | <20% <20% Better than 88 machine
hours or outage per year
Verification Measurement of system | Measurement of system | Measurement of system
and behaviour over evaluation | behaviour over evaluation | availability over evaluation
validation phase deployment. phase deployment. phase deployment.

method

4.7.1.2 VCD 5.1 non-functional requirements
The non-functional requirements (NFRs) of the demonstrators were identified in WP1 and
are summarised in Table 4.28 [6].

Table 4.28: VCD 5.1 non-functional requirements [6]

Titles Timeliness Data Sources Power Consumption
ID EdgeAl_VC5_D1_NFR-1 EdgeAl_VC5_D1_NFR-2 EdgeAl_VC5_D1_NFR-3
Name Timeliness Data Sources Power Consumption
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delay between it going out of

Definition Delay in reporting that an | Number of sources the | Sum of power consumption
exception limit has been | micro-edge can | of micro, deep and meta-
exceeded and that an | accommodate edge devices.
intervention is required.

Description Delay between an exception | Multiple  sensed  data | Power consumption is a
condition being recognised | sources may be used to infer | critical factor in system
based on objective | that an exception has been | monitoring. It is essential
observation and the system | reached. A certain minimum | thatitis minimised, even for
detecting that an exception is | number of such sources shall | devices which are connected
in progress. be accommodated. to external power sources.

What is | Time delay as a percentage of | Number of data sources Sum of power consumption

measured time required for the of all edge devices.
exception to become service
affecting. Expressed as a
percentage.

KPI KPI5.1 KPI5.1 KPI5.1

Method  of | Experimentation. Condition is | Assessment of completed | Extended measurement of

collection and | gradually increased until it | system edge devices in

measurement | goes out of tolerance. The experimental deployment.

tolerance and being
recognised as such s
recorded.
Target Value | <50% >=2 <50W on average.

Verification
and
validation
method

Experimentation.

Observation

Experimental Assessment

4.7.2 VCD 5.2: Human Activity Inference in Office/Home/Industrial Facilities

4.7.2.1 VCD5.2 functional requirements
The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.29 [6]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.29: VCD5.2 functional requirements

. Detectability of semi-| Detectability of semi- . Localization of persons
Titles . . Fall detection
static persons static persons
ID EdgeAl_VC5_D2_FR-1 |EdgeAl_VC5 D2 _FR-2 |EdgeAl_VC5 D2_FR-3 |EdgeAl_VC5_D2_FR-4
Name Detectability of semi- |Detectability of semi- Estimating presence for
static persons using [static persons using Fall detection by radar |each of the sensor
camera camera covered areas
Definition Detectability of semi- |Detectability of semi- When RF-motion
: : . . - events are observed,
static persons using  [static persons using Detectability of persons .
. . . an estimate for
camera in household |camera in household  |[falling at home L
application application presence is given for
each of the areas
Description [When camera + Al is . . When RF-motion
£ . . . When camera + Al is Detectability of persons
active, a semi-static . . events are observed,
active there shall be no |falling at home .
person shall be an estimate for
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detected when false events of persons presence is given for
presentin a be detected each
household of the areas
What is Amount of total
measured True positives and false improvement due to
True positives False positives ) -p fusion of events from
positives .
various areas versus
non fusion
KPI . Percentage of falls
Number positive . .
events per 20 Number positive events |detected - number of |False positives at equal
. per 24 hours false positive events true positives
minutes
per month
Method of
collection . . . . . . . .
and Experimentation Experimentation Experimentation Experimentation
measurement
Target Value |In >90% of the
. . In 90% of the
>20min lasting L
. application areas, a 90% of falls shall be .
scenarios (e.g. » False positives
. false positive shall not |detectable, number )
watching TV), a o reduction of more than
occur more often than |false positives per
person shall be 10%
once per 24 hours of  |month less than 1
detected at least once ”
per 20 minutes operation
Verification
e Data analysis Dat lysi E i tati E i tati
validation y ata analysis xperimentation xperimentation
method

4.7.2.2 VCD5.2 non-functional requirements

The non-functional requirements (NFRs) of the demonstrator were identified in WP1 and
is summarised in Table 4.30 [6]. The non-functional requirements are based on the
characteristics and sub-characteristics of the standard ISO/IEC 25010. If there has been a
need for NFRs updates, this is explained after the table.

Table 4.30: VCD5.2 non-functional requirements

Processing Scalability Modifiability
. Camera power . .
Titles Radar integration resources RF
usage -
sensing

ID EdgeAl_VC5_D2_ |EdgeAl_VC5_D2_ |EdgeAl_VC5_D2_ |EdgeAl_VC5_D2_ |EdgeAl_VC5_D2_
NFR-1 NFR-2 NFR-3 NFR-4 NFR-5

N C bject . . . - -

ame dzgi'z?o(; [::ce)sver Radar integration |RF sensingin Scalability (RF Modifiability of RF

efficiency compatibility system sensing in system) |sensing system

Definiti -

etinition Power Radar sensor + Measure Measure how Mamfcenance of
: . S learnings of
consumption of  |processing processing time of |[many sensor areas
. . . system upon small
camera when a integrated intoa |sensor fusion canbeusedonl | .
person is present |lighting device algorithm hue bridge installation
ghting g & modifications
Description M Radar sensor + Measure Measure how Algorithm is
easure of power ; T
consumption processing processing time of [many sensor areas |expected to (self-
camera integrated into a |sensor fusion can beusedon1 |)learnthe
lighting device algorithm hue bridge customer’s
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environment such
as which
boundaries suffer
from non-
confinement.
Upon system
modifications
(addition of a
sensor), most
learnings should
be maintained
such that
additional self
learnings are kept
to a minimum

What is A Check if radar can .
verage power - . Amount of time a

measured . be integrated into |Measure Number of areas

consumption that N S system needs

. consumer lighting |processing time of |that can be .
can be attributed ; > before it reaches a
. device and sensor fusion handled by 1 hue .
to light control L . . satisfactory
. whether it is still |algorithm bridge
function _ performance
operational

KPI Number of areas

Whr / (24hours of Size + operation Seconds per that can be Davs

operation) P inference handled by 1 hue ¥

bridge

Method of
collection
and Experimentation |Experimentation |Experimentation |Experimentation |Experimentation
measuremen
t

Target Value

10Whr / (24hours
of operation)

Should both work

<1 second

12

Verification
and
validation
method

Experimentation

Experimentation

Experimentation

Experimentation

Experimentation

4.7.3 VCD 5.3: Understanding Human Behaviour in Shat Spaces

4.7.3.1 VCD5.3 functional requirements

The functional requirements (FRs) of the demonstrator were identified in WP1 and are
summarised in Table 4.7 [6]. If there has been a need for FRs updates, this is explained
after the table.

Table 4.31: VCD5.3 functional requirements

Titles Segmentation Quality Tracking Quality Perception Efficiency
ID EdgeAl_VC5_D3_FR-1 EdgeAl_VC5_D3_FR-2 EdgeAl_VC5_D3_FR-3
Name Improved perception 1 Improved perception 2 Improved perception 3
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quality in deployment area
measured with relevant
metric

Definition Perception is the ability of a |Perception is the ability of a  |Perception is the ability of a
robot to perceive and robot to perceive and robot to perceive and
understand its environment |understand its environment  |understand its environment

Description Increase in perception Allow more capable models to

Increase in perception quality
in deployment area measured
with relevant metric

run on edge hardware by
reducing the computational
load of foundation models

What is measured

Quality of semantic
segmentation

Quality of human action
classification

Frames per second on edge
device (FPS)

KPI Mean Intersection-over- mean average- precision Frames per second on edge
Union (mloU) (MAP) device

Method of

collection and . Academic benchmark data
A m nchmark dat i

measurement cademic benc data |Academic benchmark data

Target Value

+25 increase in mloU wrt.
state-of-the-art on edge
devices

+25 increase in mloU wrt.
state-of-the-art on edge
devices

+50% increase in FPS

Verification and
validation
method

Standard generalisation
tests on out-of-distribution
data

Standard generalization tests
on out-of-distribution data

Standard generalization tests
on out-of-distribution data

4.7.3.2 VCD5.3 non-functional requirements

The purpose of the VCD5.3 demonstrator is to showcase the capabilities of beyond SotA
Al on edge devices that are developed in TD6. In contrast to other industry demonstrators
where the SotA Al is a means to a goal, in this academic demonstrator, the goal is beyond
SotA Al. As such, there are no non-functional requirements related to the industrial
deployment of beyond SotA Al technology, at this moment.

5 Conclusion

5.1 Contribution to overall picture

The edge Al systems developed in the project demonstrators cover multiple HW and SW
solutions and edge Al technologies, implemented in specialised applications that deliver
capabilities across several areas. The edge Al platforms, HW and SW, compatible
interfaces, training and learning capabilities, services, and applications form the
foundation that supports integration into edge Al applications. Turning data into
descriptive, diagnostic, and predictive analytic insights requires visualised modelling and
code-testing environments, as well as machine and deep learning platforms configured
for real-time embedded environments and edge Al applications. Edge Al-optimised HW
provides the core infrastructure for Al-based applications and includes advanced
integrated circuits with low-latency processing capabilities tailored to the edge
environments.
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The key application areas are represented by the value chains (VCs). Edge Al technologies
and applications integration follow the developments in the edge Al technology stack, with
the different components provided by existing solutions or developed in the different
work packages (WP2, WP3, WP4) based on the requirements and specifications in WP1.
The verification and integration of the value chain demonstrators (VCDs) are carried out
in WP5, and the benchmarking, validation, and testing of the demonstrators are carried
out in WP6. A short summary of each value chain based on their applications and the
integration strategy is summarised below.

VC1 - Digital Industry: VC1 is dedicated to advancing Europe’s digital industry with a
semi-autonomous, Al-supported production environment that is sustainable and
resilient. As the value chain for the sector, VC1 envisions digitized control systems with
advanced sensing, automated defect classification, virtual metrology, and a Digital Tacit
Knowledge platform. This defines VC1's scope: turning state-of-the-art Al into
industry-ready capabilities deployed across the edge-computing continuum.

Within this scope, VC1 embedded Al-based sensor and image data monitoring,
processing, analysis, and control directly in production lines, distributing intelligence
across edge devices. The forced developments are based on optimized
hardware/software solutions for efficient execution of emerging Al patterns on modern
architectures and advance decentralized edge intelligence for responsive operations. VC1
will improve autonomous feature engineering for energy forecasting and deploy real-time
production quality monitoring with continuous refinement and transfer learning. It is
developing target- and application-aware optimization methodologies spanning the
design flow—from Neural Architecture Search to deployment—and implement a
human-centric Al analysis system that embeds human-Al interaction throughout design
and operation, with continuous usability assessment to keep systems actionable on the
factory floor. Together, these efforts define VC1's scope: an integrated path from Al
research to dependable, human-aligned, edge-native industrial solutions.

VC1 is dedicated to integrating embedded Al capabilities across the edge-to-cloud
continuum, spanning micro-edge sensor-level inference on STM32N6, deep-edge
intelligence in PLCs and HMIs for on-site training and decision-making, and cloud
resources for training when deep-edge capacity is constrained architecture.pptx. This
layered architecture is underpinned by an edge Al technology stack that includes Linux,
Python, and C, together with modern Al frameworks such as PyTorch, Keras,
Transformers, LLMs, Hugging Face, RAG, and LangChain, enabling applications like
distributed sensing, large-scale object recognition, and VCSEL-based gesture recognition
architecture.pptx. Guided by explicit quality properties—time-behaviour (frame rate),
resource utilization (power and memory), and non-functional requirements such as
co-existence and adaptability—the VC1 approach supports low-latency perception and
near real-time decision-making while maintaining resilient operation across industrial
deployments architecture.pptx.

VC2 - Energy: VC2 is dedicated to advancing distributed edge Al technologies specifically
tailored for applications and services at the intersection of the mobility, energy, and
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building sectors. This initiative aims to empower European stakeholders by fostering
innovation and entrepreneurship in sustainable energy. The core of VC2's integration
strategy is to develop real-time, Al-based feature engineering solutions that utilize edge
Al models. These solutions are designed to integrate and analyse a variety of data sources,
including historical data, weather patterns, and energy system parameters, to optimize
and manage energy consumption by both appliances and users.

A key aspect of VC2's approach is the development of decentralized or distributed
intelligent monitoring systems for energy management. These systems incorporate
advanced feature-engineering processes to enhance their diagnostic and predictive
capabilities. New analytical tools are being introduced for appliances and energy
management systems, which include functionalities such as load prediction, consumer
and load classification, load profiling, anomaly detection, energy consumption estimation,
and intelligent energy brokerage scheduling.

To achieve these goals, VC2 is implementing capabilities for monitoring, processing,
analysing, and controlling energy data within energy management systems across the
edge continuum. This involves the use of embedded Al on heterogeneous hardware and
software platforms, which advances the autonomous feature engineering process for
energy data forecasting. Furthermore, a series of demonstrators is being developed to
showcase the practical applications of these technologies at the intersection of the
mobility, energy, and building sectors. These demonstrators encompass a variety of
scenarios involving smart meters, [loT devices, water heater/ thermal battery systems,
lighting systems, energy gateways, and on-premises energy management systems.
Through these efforts, VC2 aims to create a robust framework for sustainable energy
management that leverages cutting-edge Al technologies.

VC3 - Agree-food and Beverage:

The VC3 adopts an end-to-end approach to implement precise tracking and optimisation
strategies, applying Al-driven insights to improve quality and efficiency at every stage of
an edge Al design framework for Al-based systems developed in the value chain
demonstrators for the Agri-food and beverage domain.

The VC3 end-to-end approach enables precise tracking and optimisation, applying Al-
driven insights to improve quality and efficiency at every stage. The project leverages Al
to develop and integrate various subsystems and components that address distinct steps
in the Champagne production process. By doing so, VC3 ensures superior product quality
and aligns with broader sustainability and climate-neutrality goals, setting a benchmark
for other segments of the agri-food and beverage industry. Through this application of
technology and Al, the VC3 aims to develop Al-based solutions to advance a sustainable
and internationally respected European agricultural sector. The four VCDs comprising
VCD 3.1: Vineyard - Yield Prediction, VCD 3.2: Vineyard - Environment Monitoring, VCD
3.3: Vineyard - Disease |dentification and VCD 3.4: The “Prise de Mousse” are evaluated
and tested based on the methodology presented in this deliverable and described in
detail in deliverable D6.04.
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VC4 - Mobility: VC4 - Mobility advances distributed edge Al technologies for intelligent,
cooperative, and autonomous mobility systems. The VC4 vision is to develop edge Al-
based perception, cognition, and monitoring technologies to advance the mobility sector
in three different aspects: the mobile agent (e.g., drones, UAVs, UGVs and other vehicles),
multi-agent collaboration (distributed edge intelligence), and infrastructure. These
technologies are key to enable connected and automated mobility with increased energy-
efficiency, reliability, privacy, and reusability for both indoor and outdoor applications.

At the core of VC4's integration strategy lies the development of embedded Al capabilities
distributed across the edge continuum, spanning micro-edge (sensor-level processing),
deep-edge (on-vehicle and roadside units), and meta-edge (training, simulations). This
layered architecture supports low-latency perception, near real-time decision-making,
and communication-efficient coordination in dynamic environments.

VC5 - Digital Society: The Digital Society value chain (VC5) represents a vital intersection
between human-centric environments and autonomous technological systems. By
leveraging the project's foundational edge Al platforms—which span specialized
hardware accelerators like the NXP i.MX series and Ambarella SoCs to advanced software
libraries such as TensorFlow Lite and PyTorch—VC5 successfully translates raw
environmental stimuli into actionable diagnostic and predictive insights. The
requirements established for the three primary demonstrators (VCD5.1, VCD5.2, and
VCD5.3) ensure that these systems can operate within the rigorous constraints of real-
time embedded environments, specifically focusing on low-latency response, high-
throughput data processing, and minimal power consumption (targeting under 50W for
industrial monitoring and 10Whr for smart-building sensors).

The integration strategy for VC5 bridges the gap between complex data acquisition—
ranging from low-bandwidth audio and PIR signals to high-bandwidth video streams—
and the deployment of optimized neural networks. Through the application of Neural
Architecture Search (NAS), quantization, and pruning (VCD5-ET), the project ensures that
sophisticated models, including foundation models for robot perception, can run
efficiently on edge hardware without compromising user privacy or system safety. As
these technologies move from the specification phase of WP1 into the development and
integration cycles of WP5 and WP6, they will provide the "watching brief" capability
essential for modern infrastructure. Ultimately, VC5 demonstrates that the synergy
between optimized Al hardware and scalable software building blocks is the key to
creating a digital society that is more responsive, energy-efficient, and seamlessly
integrated with human activity.

Materialised critical risks related to the project implementation of WP6, and their
mitigation measures are given at the VC level below:

VC1 - Digital Industry: IFAT and ams OSRAM identified a core risk of insufficient training
data, with recommended actions including the use of synthetic datasets with controlled
variability, the definition of a stability strategy, and a data-analysis-driven improvement
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pipeline. ams OSRAM additionally flagged inaccurate prediction of outliers, prompting
tighter accuracy requirements and the creation of tailored training datasets.
Implementation risks on the Al edge platform for deep learning were addressed by
designing and deploying a new analogue front-end aligned to sensor-domain parameters.
COGN!I reported that, during early end-to-end testing, Al performance was constrained by
data availability—specifically insufficient labelled data for statistically robust KPI
estimation—mitigated by augmenting in-house labels with manually curated images from
open-source datasets on mechanical components. SCM redesigned and simplified the
autoencoder to remove the need for labelled defect images, but the final model on the
target STM32N6 has not yet met the required accuracy (pending validation).

VC2 - Energy: The risks for the VC2 were related to the termination of two beneficiaries
who participated in both WP6 and VC2. PROLUX decided to terminate its involvement in
the EdgeAl project during the project month m31 (June 2025), and all remaining activities
(and budget) for the remaining period have been transferred to NXTECH and reported by
them. PROLUX and NXTECH worked closely together on the project, with a focus on VC2
and the demonstrator VCD2.3 (Mesh intelligent lighting), and key personnel in the project
have been transferred from PROLUX to NXTECH. These mitigation measures have
effectively addressed this challenge. FE decided to terminate its involvement in the EdgeAl
project during m37 (December 2025). The remaining activities (and budget) for the
remaining period have been transferred to the new partner SMARTEN and reported by
them, with focus on VC2 and the demonstrators VCD2.1 (Intelligent Water Tank Energy
Optimisation) and VCD2.2 (Embedded Edge Approaches for Intelligent Distributed Energy
Systems. SMARTEN is ideally positioned to continue this work seamlessly.

VC3 - Agree-food and Beverage:

The risk materialised in VCD3.2, related to the delayed equipment acquisition procedure
for electronic components, was mitigated by replacing the missing components with
alternatives, e.g., the Tnode v1 board was replaced with the B-WL5M-SUBG1 board. The
risk in VCD3.3, related to the possibility that weather conditions may lead to unbalanced
datasets, especially in the case of disease detection, was mitigated by external data
collection. The risk for VC3 related to the termination of one beneficiary, TECX, who
participated in WP6, VC3, and the technology demonstrator TD8, was minimal, as TECX
was involved in the evaluation of an educational Al-based design kit used for teaching
purposes in schools. TECX decided to terminate its involvement in the EdgeAl project
during m31 (June 2025).

VC4 - Mobility: EDI and HUA have determined that there is a risk in VCD4.2 related to the
use of a 360-degree fisheye cameras for object detection, it might hinder accuracy,
inference performance and resolution handling. Typically, object detection models use
rectilinear imagery for training, hence an additional fine-tuning is required. We are also
exploring the camera calibration with hardware-specific information and image tilting
mechanisms to format the incoming frames into a suitable format for the model.
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VC5 - Digital Society: The VC5 project experienced several actual risks that led to
significant strategic and technical changes. A primary occurrence was the lack of high-
quality labelled data for voltage transformer stations in VCD 5.1, which forced the team
to switch their approach from fault detection to anomaly detection and incorporate
synthetic data sources. Furthermore, changing business circumstances led VCD 5.1 to
pivot to an entirely different use case through an adopted change request, resulting in
the creation of an additional fallback demonstrator that eventually became a permanent
addition to the project. To manage technical uncertainties and hardware availability, the
project also decoupled its hardware, software, and Al development workflows and utilized
PC-based edge computers for initial data collection while final hardware was being
developed. In VCD 5.2, technical issues were discovered within the RF sensing algorithms
for presence detection, requiring the implementation of specific mitigations. Additionally,
the team encountered difficulties collecting data from the intended deployment
environment for camera-based person detection, which necessitated adjustments to the
implementation plan and the redefinition of demonstrator objectives and key
performance indicators for radar-based fall detection.

5.2 Contribution to demonstration

The deliverable D6.1 provides a summary of the validation and testing strategies followed
by the project partners in evaluating the value chain demonstrators based on the Al-based
technology developments in WP2, WP3, and WP4; the verification and integration in WP5;
and to be validated, tested and benchmarked in WP6.

5.3 Other conclusions and lessons learned

The deliverable highlights the challenges in defining common methodologies suitable for
validating and testing all the value chain demonstrators and their edge Al systems, sub-
systems, and components. The various integrated and developed edge Al technologies
span hardware, software, Al methods, algorithms, frameworks and data into the
demonstrators with the aim to validate, test and benchmark all and/or parts of the end-
to-end solutions based on the requirements defined in WP1, considering the KPIs and
qguantitative and qualitative measures in operational environments.
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