& KDTJU

y

o

The EdgeAl project has received funding from KDT JU under grant agreement No 101097300. The
KDT JU receives support from the European Union’s Horizon Europe research and innovation

program and Austria, Belgium, France, Greece, Italy, Latvia, Luxembourg, Netherlands, Norway.

e~

Co-funded by
the Eurcpean Union

Al

Edge Al Technologies for Optimised Performance
Embedded Processing

Initial Standardisation Plan

Involved VCs |All Deliverable type | Public
Deliverable File (D7.4 Related Task | T7.4
Project |EdgeAl Grant Agreement Nr. | 101097300
Due Date [m13 - 2023-12-31 Actual Submission Date | m14 - 2024-01-23
Status |Final Version | 1.00
Contact Person |Lucrezia Quarato Organisation | CSR

Phone

+39 335 7431468

E-Mail

Iquarato@scmgroup.com




& KDT JU

Co-funded by
the European Union

Document history

Vv Date Author Description
0.01 | 29.08.2023 CSR Initial Version
0.02 | 17.11.2024 CSR Integration of inputs received by: SCM, CSR
0.03 | 24.11.2024 SINTEF Input ISO standards
0.04 | 29.11.2024 CSR Document update
0.05 | 20.12.2024 CSR Integration of inputs received from the partners
0.06 | 19.01.2024 CSR Integration of inputs received by: SCM, CSR, EDI,

INTRA, ITML, GNT, AMS-AT, SINTEF, FE, PROLUX,
NXTEN, NXTECH, URCA, TUWIEN, SCUBE, IFAT, IMEC

0.07 | 22.01.2024 ITML Internal reviewed version

0.08 | 22.01.2024 SINTEF Final reviewed version

0.09 | 23.01.2024 CSR Last review comments addressed

1.00 | 23.01.2024 SINTEF Final version submitted
Disclaimer

Funded by the European Union. Views and opinions expressed are however those of the
author(s) only and do not necessarily reflect those of the European Union or Key Digital
Technologies Joint Undertaking (KDT JU). Neither the European Union nor the granting
authority can be held responsible for them.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.



& KDT JU

Co-funded by
the European Union

Table of contents

LI ¢ 1 (=R oo T 0 1= o 3
1 Publishable SUMMAKY .......iiiiiiiniinenninneesiesneeessssssssssessssssssssssssssssssssnsssens 4
2 Non-publishable SUMMAKY ...ttt sses e sanees 4
3 INtroduction and SCOPE.........eeiiiiireriiiiinntiiiinetieisssnsissssssssssssssssessesssssssssssssssssssssnaes 4
3.1 PUrpoSe and target SrOUP ...cceeueeerieeriieeieesiteeteesite et e sitesreesieesbeeseeesaneesbeesaneesbeesaneas 4
3.2 Contributions Of PArtNErs ......coviiiiiiiiieeeeee e s sb e saaesare s 5
3.3 Relation to other activities in the Project......cciieriinee e 8

4 Standardisation Plan and ActiVities.............cueiiiiiiviiiniiiieiinineetiecnecsccsneeceeeee 9
4.1 Standardisation Strategy and Plan..........ccecveiiiiiiiiniiinieieeneeeese e 9
4.2 Standardisation aCHIVILIES .......eeriieiiiieeeeee et 10
42,17 DigItal INAUSTIY . cviiiiiieiesiseetetere ettt sttt et et e st sbe st ebesbesaeessensenbesseessensenes 11
42,2 ENIEY ottt ettt ettt ettt st sttt sttt st st st st s ate st e et e et e eatesabesaaesateeateeane 31
4.2.3 AZIi OO & BEVEIAEE ...vovvvviienienieiisiisieieestistestestesestessessesessessessessesessessessessesessensensessesessensensones 47
4.2.3  MODITILY cvesieeieieiesecees ettt st sttt et b e s bbbt she et et e nbesbeesbenbenee 51
Rework, modification and repair of soldered electronic assemblies.........ccccccevveeneennen. 65
42,4  Digital SOCIBLY cviviriiieiteriseeterterie sttt sttt sbe sttt e st s besba et e st e sbe s st ensenbesbesssensensessesssensenes 65

4.3 Interaction with Standardisation BOdies...........ccecervieniienieniiinienieeeeeieeee e 66

S 6 4 od 1111 e T o 67
5.1 Contribution to overall PICLUIE .......covi i 67

L 1= =T 1= o T ol L 69
7  Authors and coNtribULOrS ........cueiiieiiiieiiiieiiintetieteeccsecsse e sessesesanes 70
8 List Oof tables ...ttt aes 71

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.



& KDT JU

1 Publishable Summary
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The main objective of Derivable D7.4 is to provide an overview regarding the
Standardization activities carried out by the partners within the project; indeed,
throughout the document, the standardization tasks applied by them will be listed.

This document has been structured according to the indications of the Grant Agreement
of the project; therefore, each standardization activity has been categorized according to
five different key application areas; each application area relates to related five Value
Chains, which in turn are composed of several demonstrators. In this document, the
partners’ contribution in terms of standardization has been categorized considering the
demonstrators they belong to. For each partner it has been reported the list of standards
applied within the tasks, with a brief description of the features of the standard (the year,
the scope, the Technical Committee they refer to, the Technology Blocks they belong to,
the keywords used to categorize it, etc.).

Throughout the document, it is also presented the role played by the Standardization
activities considering the expected goals of EdgeAl, also considering the profiles of
Standardization Bodies.

2 Non-publishable Summary

N.A. This document has dissemination level “Public”.

3 Introduction and Scope

3.1 Purpose and target group

The WP7 aims to define, implement, and address the activities related to Edge Al
ecosystem’s  orchestration, communication, dissemination, exploitation and
standardization. The latter point of this set of tasks (standardization) is indeed the main
topic of this deliverable (D7.4), which is precisely entitled as “Initial standardization plan”.

In fact, this document aims to illustrate the standardization activities done in EdgeAl, in
order to better define and measure the technological impact of the project. Since this
project aims to strengthen the European position in terms of edge ai processing, the
standardization activities can result as fundamental, given that they can improve the
activities related to several different fields (example are the mobility sector, the energy
efficiency, the digital industry, etc.).

This document reports the inputs that each EdgeAl partner brings to the project, in order
to better outline and classify the technological contribution of each one. According to this

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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methodology, through this report it is possible to harmonize the partners’ different
applications, since these often belong to different industrial sectors.
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Through the activity of reporting the standardization tasks, EdgeAl innovation'’s activities
are classified and valorised. Indeed, the application of standards is so important within
this project also because in this way it is possible to better identify the outcomes and the
most effective applications of the expected results.

The aim of this document is also to highlight the needs that each partner is meeting
throughout the project. Classifying the standardization activities of each partner, this
document is the first attempt to begin creating a way for the European standards to
become kind of global norms.

In addition, this document better outlines the structure of the so-called “Standardization
plan”. The integration of partner contributions into this plan enables a general overview
of the project's operational activities during its first year.

In this document, it will be explained how the standardization plan has been structured.
Indeed, this plan follows the framework given by EdgeAl at the beginning of the project,
considering five different key application areas (such as the Digital Industry, the Mobility
sector, the Energy sector, the Agri-food and Beverages sector and the Digital Society)
which relates to different industrial sectors. The standardization plan has been created
according to a structured methodology, which integrates the contribution of each partner
according to standards’ usage (such as ISO, IEC etc.) especially considering their
implementation on the value chains.

3.2 Contributions of partners

The role played by the partners is fundamental; reporting their activities in terms of
standardization, it is possible to better assess the innovative contribution of a project such
as EdgeAl on the European technological world.

The value chain included in the project comprises a set of demonstrators; the
demonstrators provide the integration of the technologies developed within the project
and are validated and tested in the industrial sector covered by the value chain. The
contribution of the demonstrators is crucial to better understanding the several
technologies, techniques and methods which are used throughout EdgeAl. Precisely for
this point, this deliverable provides to classify the best practices done by the partners
towards the standardization procedures also to align them with the expected goals and
challenges initially outlined by the project.

The standardization activities have been categorized according to five different key
application areas, which are mentioned above and that will be illustrated more forward

in the deliverable, in order to better categorize and assess each partner’s contribution.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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The inputs that will contribute to this deliverable are from SCM and CSR, EDI, INTRA, ITML,
AMS-AT, GNT, SINTEF, FE, PROLUX, IMEC, NXTEN, NXTECH, IFAT, SCUBE, TUWIEN, URCA.

Table 3.1: Partners' contribution

Application | Partner | Contribution
Area

Digital SCM SCM Group (ltaly) is a technological world leader in the sector of
Industry CSR wood processing and other materials.

It presides over the furniture manufacturing use case for the
integration of the EdgeAl solution. Considering its contribution
within the Digital Industry, the company will exploit the project
results with new product and services adding the EdgeAl
technology to its current technological offer.

Mobility EDI EDI (Latvia) is a research institute which conducts applied research
in the sector of information and communication technologies. This
research centre also occurs of intelligent materials, technologies
and engineering systems.

EDI offers deep learning-based methods/technologies for Mobile
agents for deep understanding and analysis of the environment. As
research institute the results will increase the offer in knowledge
regarding autonomous systems and robotics, autonomous
systems, computer vision.

Digital INTRA INTRA (Luxembourg) is an IT-Solutions and Services Group which
Industry, offers innovative and added-value solutions to a wide range of
Mobility public and private organizations.

In this project, INTRA provides the design of a software architecture
for transition of Al capabilities from the cloud to the edge enabling
real-time use. Also, the company provides machine-learning
methods and their optimization, and maintenance for perception
and data-fusion for inference on efficient edge platforms.

Mobility ITML ITML (Greece) is a User Experience and Software Agency which
designs and develops digital products in the field of Al-based big
data analytics, cybersecurity services.

Within the project ITML offers advanced data analytics tools for text
mining, as well as it leads the integration of all technology modules
into a single framework.

Digital AMS-AT AMS-OSRAM (Austria) is an electronics company which designs and
Industry (with manufactures sensors, interfaces, software for mobiles and for
AMS-CH) | small factors, low power, multi-sensor applications, for the
industrial, medical and automotive sector.

This company collaborates with SCUBE for the Digital Industry
Value chain to develop a demonstrator on Virtual Metrology. The
contribution of the company to the project will be exploited to
develop model for real-time data availability and prediction
systems.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Mobility

GNT

GNT (Greece) is a company which is focused on the development of
tailor-made software for various business sectors.

Within EDGE Al, GNT provides Al algorithms towards the edge,
focusing on security, reliability, data protection and trustworthy
real-time data analytics.

Energy

SINTEF

SINTEF (Norway) is an independent industrial research
organization. It focuses on generating impact within the project
through scientific journals and conferences. Its role helps to
implement and transfer the technological developments done in
EDGE Al.

Agri-food and
Beverage

URCA

URCA (France) is academic institution which is the main Al
developer for VC4 demonstrators within the project. It focuses on
developing solutions for end-users such as VPHV.

The main topics which URCA contributes to regard the academic
research applied Al to industrial and smart agriculture use cases.
Also, URCA integrates project's outputs into its activities in
education and research centers (enriched by PhDs, post-docs, etc.)

Digital
Industry

TUWIEN

TUWIEN (Austria) is academic institution which collaborates with
the partners for the development of the Smart Semiconductor
Manufacturing Assistant (SSMA), by extracting and analyzing
information from DoE diagrams. Also, TUWIEN contributes by
promoting the project’s topics into the research communities.

Energy

FE

FE (Norway) is an energy provider company which contributes
within the project by providing requirements and specifications for
the Al-based and edge processing technology. FE performs the
evaluation of the technology developed in the project and develops
new business models and services to the end users.

Digital
Industry

IFAT

IFAT (Austria) is a company which develops and manufactures
semiconductors; it contributes within the project by developing the
Smart Semiconductor Manufacturing Assistant (SSMA), with the
cooperation of the partners TUWIEN and SCUBE. IFAT aims to
create a digital tacit knowledge system, enabling automated
decision making and therefore reducing the probability of failures
in production.

Energy

NXTECH

NXTECH (Norway) is a lead company in the sector of manufacturing;
within the project, it designs the concepts for Al- based hardware
and software edge processing modules for energy management
systems, by collaborating with the energy companies such as FE.
The company diversifies the engineering services by including Al
and edge processing solutions into the company's engineering
portfolio.

Energy

NXTEN

NXTEN (Norway) is a lead company which offers new advanced
solutions to collect data from the home area networks gateways in
the power meter by using mobile technology combined with Al
techniques and edge processing.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Mobility IMEC IMEC (Belgium) is a world leader in the sector of microchip research;
it focuses on delivering neuromorphic HW/SW solutions for event-
based sensor fusion, enabling low-latency perception in highly
dynamic environments. The company will exploit scientific
publications and incorporate these into its scientific programs.

Co-funded by
the European Union

Energy PROLUX | PROLUX (Norway) contributes by designing and providing
engineering services for intelligent 1oT edge nodes integrated in the
lighting features that can monitor and control indoor and outdoor
spaces. Implement the results of the project into the new line of
products and intelligent l1oT devices for lighting applications.

Digital SCUBE SCUBE (Austria) focuses on the development of a specialized
Industry management tool for verification management, in collaboration
with TUWIEN and IFAT, and therefore developing the business field
of ML, Al and Edge Al.

3.3 Relation to other activities in the project

EdgeAl aims to provide a kind of technical framework to efficiently achieve the outcomes
and objectives of the project. Thus, exactly for this reason, the project implemented five
key application areas and five value chains to the six Work Packages provided by the
project.

Each Value Chain is connected to the WPs, to better assess the technological development
expected within the project.

This structured model is very effective, especially if considered within the Standardization
activities; in fact, in this way, it is possible to create an operational synergy between the
key application areas considered, the activities of the value chains and the set of tasks
required by the project which have been illustrated in the Work Packages. According to
this intersected methodology, it is possible to integrate the technologies developed in the
WP validating them and testing them, in relation to the different industrial sectors.

The outputs of the project, especially those related to the standardization activities, will
be very useful for the partners on many different terms. Main of beneficiaries, in fact,
aims to use the knowledge developed within the project to increase the collaboration with
relevant stakeholders, as in the case of INTRA and ITML. Also, some other contributors
will use EdgeAl implementations to increase their market share in their related industrial
sectors, therefore enhancing and marketing new product releases (as in the case of SCM).

The academic realities will benefit a lot from EdgeAl on various ways too; for example, the
outputs of the project will be exploited to implement the networking with the research
community and to disseminate the results in educational activities and courses. In the
case of research centres such as EDI, EdgeAl results in terms of standardization will

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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increase the involvement in projects with industry partners and within different industrial
fields.
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Considering all these aspects, the standardization activities result as incredibly useful,
because through them partners can integrate their innovative activities by leveraging on
their compliance with European standards. Since the activities and the tasks refer to the
Standardization Bodies, partners can widen their network showing their alignment with
the European requirements.

4 Standardisation Plan and Activities

4.1 Standardisation Strategy and Plan

As previously illustrated, this deliverable aims to outline and describe the standardization
activities performed within the project. Therefore, to outline a proper “standardization
strategy”, a kind of “Standardization Toolkit” has been used, to collect the inputs from the
partners.

On more specific terms, this toolkit aimed to categorize and better define the activities
done to implement the Value Chains. In fact, according to the main purposes set by EdgeAl
project, the activities of the partners align with the activities of the value chains, to
implement them and let them benefit from the technological improvement brought by
the project.

The toolkit has been crucial in the phase of standardization’s strategy; indeed, through it,
the partners have been able to categorize their contribution in relation to the value chain
activities, actively considering their impact on the industrial sector they belong to.

At first, the toolkit asks the partners to indicate which value chain they will contribute to
within the project; as previously mentioned, EdgeAl value chains are directly linked to five
different key application areas (which will be better illustrated in the following sections).
Subsequently, the partners have been called to gather their inputs also considering the
“key areas”, or also the “keywords” to indicate their activities, to build a common
terminology within the project. In addition, each value chain activity has been linked with
a specific Technological Block, according to related technologies, such as Al platforms and
toolchain, Al software algorithms, Al models in terms of design compression,
Virtualization etc.

Also, the Standardization toolkit integrates some other details about the standards used
by the partners, such as the year, the scope of the activity, the reference to the
Standardization Body (ISO or CEN or IEE).

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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The standardisation toolkit circulated to the partners in the format of an Excel file, to
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gather their inputs in a very structured way.

4.2 Standardisation activities

Among the key objectives of the EdgeAl project is to innovate and develop different
industrial areas. To better categorize the contribution of each partner in achieving this
objective, the project has considered various categories. This approach organizes the
project into an effective framework, and to better classify the settled technical objectives,
EdgeAl structured the program in this way: linking five different key application areas to
five related value chains.

In fact, each value chain has a set of demonstrators that integrates the projects’
technologies, validating them and testing them in the related industrial sector; in this way,
each value chain benefits from the knowhow of the innovations implemented by each
partner.

Standards are practically technical documents, which are designed to be used as a rule or
a guideline. A standard defines the way of doing something, to collect the interests of
different manufactures in terms of products, processes or services.

In this case, some European Standards Bodies have been considered, which consist in
technical documents according to approved guidelines. The standards of such Bodies are
regulated by the principles of transparency, consensus, and technical coherence.

In this deliverable the inputs gathered from the partners have been categorized according
to the standards belonging to the Standardization Bodies, to better assess the
technological impact of the overall project. Therefore, in this document, also considering
the grade of innovation of each technology, standards recommendations are categorized
according to Bodies such as the ISO (International Organization for Standardization), the
IEC (International Electrotechnical Commission), the CEN (European Committee for
Standardization), the IEE (Institute of Electrical and Electronic Engineers), etc.

The activities illustrated in this document provide an overview of the technological
developments that the partners will contribute to the project. In the future, these
contributions may offer an useful opportunity to enhance and enrich the existing
standards of each Standardization Body.

Within EdgeAl, referring to such relevant Standardization Bodies, and therefore
considering the activities within standardized parameters, it is possible to better monitor
and better evaluate the compliance of the activities within the objectives of the project.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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The standardization bodies are very important also to achieve long-term project results
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by providing the means for assessing the project’s usefulness, validating the quality and
the relevance of the outputs.

In the section below, the five application areas are presented, linking them with the above-
mentioned related value chain activities (1. Digital Industry, 2. Energy, 3. Agri-food and
Beverage, 4. Mobility, 5. Digital society).

Each application area is enriched with the set of demonstrators, and later with the
contribution of the partners in terms of standardization activities.

4.2.1 Digital industry
Digital Industry has been covered by value chain VC1.

Among the main objectives of this VC is to implement Al based sensors/image data to
improve the monitoring, processing, and analysis activities of the industrial production
activities.

This VC has the objective to digitalize control systems with tools such as advanced sensing,
automated defect classification, virtual metrology, etc. Also, other challenges of this VC
are related to the development of optimized HW/SW solutions, for efficient execution of
Al algorithms.

This VC aims also to improve autonomous engineering processes for more efficient data
forecasting, and, to implement systems related to quality control monitoring. This
application area aims also to implement the usability of systems which include human
interaction with Al instruments.

Six demonstrators are aligned with this Value Chain within the project:

Table 4.1: VC1 - Digital Industry

VC1 - DIGITAL INDUSTRY
VCD 1.1: Smart Semiconductor Manufacturing | (lead: IFAT, SCUBE, TUWIEN)
Assistant (SSMA)
VCD 1.2: Virtual Metrology (lead: AMS-AT, SCUBE)
VCD 1.3: Depth Computation at the Edge (lead: AMS-CH, SYNS)
VCD 1.4: Distributed sensing - Large-scale (lead: COGNI, INTRA, GNT)
Object Recognition
VCD 1.5: Al-based Quality Control for (lead: SCM, DEEPS, STM, UNIBO, UNICA, UMIL,
Woodwork Production Process XTE)
VCD 1.6: Al-based Defect Detection in SoM (lead: HTS, DEEPS, STM, UNIBO, UNICA, UMIL,
Assembly Process XTE)

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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VCD 1.1: Smart Semiconductor Manufacturing Assistant (SSMA)
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This demonstrator aims to establish Al standards relating quality, reliability and ethical
alignment. The standards used have been useful to guide the project through the
development process.

The standards relating ISO/IEC (which ensure ethical Al Principles and Data Governance
Standards) used are mainly:

e [ISO/IECJTC 1/SC 42, given that it covers aspects like quality, robustness.
e [ISO 25010 (System and Software Quality Models), in order to strengthen
performance metrics of Al systems.

Regarding the IEEE standards relating Al, especially considering those relating on ethics
and safety in Al Design, the standards used have been:
e |EEE P7000 series, to provide guidelines for ensuring Al systems in terms of ethical
consideration and user safety.
Also, the ISO 25012 (Data Quality model) and the ISO 25100 (System and Software Quality

Models) have been applied, to focus on relevant data and system quality.
VCD 1.2: Virtual Metrology

In this demonstrator these standards have been considered:

e SO 25010 (System and Software Quality Models).
e [SO 25012 (Data Quality model).

VCD 1.3: Depth Computation at the Edge

The standards used in this demonstrator, in order to define functional and non-functional
requirements, are primarily the:

e [SO 25010 (System and Software Quality Models)
e [SO 25012 (Data Quality model)

VCD 1.4: Distributed sensing - Large -scale Object Recognition
In this section the standards considered have been (already considered within the T1.2):

e Advanced Encryption Standard (AES)
e Public-Key Cryptography Standards (PKCS)

VCD 1.5: Al-based Quality Control for Woodwork Production Process

The standards considered to define the requirements of the VCD1.6 are primarily the:

e [SO 25010 (System and Software Quality Models)

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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e [SO 25012 (Data Quality model)
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VCD 1.6: Al-based Defect Detection in SoM Assembly Process

In this demonstrator referenced standards have been those relating Al technologies such
as GPU computing, Cloud computing and Neuromorphic computing.

TUWIEN
This partner contributes to the Digital Industry within the VCD1.1.

The VCD1.1 “Smart Semiconductor Manufacturing Assistant (SSMA) is the demonstrator
which aims to develop a decision support tool (SSMA), to establish Al-based causal links
between the databases of the three pillars; this activity aims to quickly identify, predict,
classify potential risks.

The standard used by this partner is:

Table 4.2: TUWIEN standards

1)

Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial
intelligence concepts and terminology (2022)

Description This document establishes terminology for Al and describes concepts in the
field of Al

Scope Al concepts

Technology Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020 01.040.35

Technical

Committee

Keywords DIGITALISATION, MULTI-MODAL LEARNING

AMS-AT (& AMS-CH)

This partner contributes to the Digital Industry within two demonstrators, the VCD1.2 and
the VCD1.3

The VCD1.2 “Virtual Metrology” is the demonstrator which aims to implement the use of
tool sensor data with Machine Learning algorithms, to predict the outputs and to increase
efficiency of the production line.

The VCD1.3 “Depth Computation at the Edge” focuses on the possibility to use ML in an
end-to-end manner to perform computation as close as possible to the sensor, to process
raw signals and to create depth representations.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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The standards used by the company are:

Table 4.3: AMS-AT standards

1)

Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial
intelligence concepts and terminology (2022)

Description This document establishes terminology for Al and describes concepts in the
field of Al

Tasks AMS-AT develops a demonstrator on Virtual Metrology in collaboration with
AMS-CH

Scope Al concepts

Technology Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/5C 42

Technical

Committee

Keywords VIRTUAL METROLOGY, PRODUCTION DATA

2)

Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial
intelligence concepts and terminology (2022)

Description This document establishes terminology for Al and describes concepts in the
field of Al

Tasks AMS-AT develops a demonstrator on Virtual Metrology in collaboration with
AMS-CH

Scope Al concepts

Technology Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020 01.040.35

Technical

Committee

Keywords VIRTUAL METROLOGY, PRODUCTION DATA

3)

Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial
intelligence concepts and terminology (2022)

Description This document establishes terminology for Al and describes concepts in the
field of Al

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Tasks AMS-AT develops a demonstrator on Virtual Metrology in collaboration with
AMS-CH

Scope Al concepts

Technology Training techniques - automated transfer learning, meta-learning, real-time

Blocks learning, federated learning

ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020 01.040.35

Technical

Committee

Keywords VIRTUAL METROLOGY, PRODUCTION DATA

4)

Standard ISO/IEC WD 23053: Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML) (2022)

Description This document establishes an Artificial Intelligence (Al) and Machine
Learning (ML) framework for describing a generic Al system using ML
technology. The framework describes the system components and their
functions in the Al ecosystem

Tasks AMS-AT develops a demonstrator on Virtual Metrology in collaboration with
AMS-CH

Scope Artificial Intelligence (Al) and Machine Learning (ML) framework

Technology Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020

Technical

Committee

Keywords VIRTUAL METROLOGY, PRODUCTION DATA

5)

Standard ISO/IEC WD 23053: Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML) (2022)

Description This document establishes an Artificial Intelligence (Al) and Machine
Learning (ML) framework for describing a generic Al system using ML
technology. The framework describes the system components and their
functions in the Al ecosystem

Tasks AMS-AT develops a demonstrator on Virtual Metrology in collaboration with
AMS-CH

Scope Artificial Intelligence (Al) and Machine Learning (ML) framework

Technology Training - architectures, acceleration, optimisation

Blocks

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020

Technical

Committee

Keywords VIRTUAL METROLOGY, PRODUCTION DATA

6)

Standard ISO/IEC TR 24029-1:2021: Artificial Intelligence (Al) - Assessment of the
robustness of neural networks - Part 1: Overview (2021)

Description This document provides background about existing methods to assess the
robustness of neural networks

Tasks AMS-AT develops a demonstrator on Virtual Metrology in collaboration with
AMS-CH

Scope Methods to assess the robustness of neural networks

Technology Training techniques - automated transfer learning, meta-learning, real-time

Blocks learning, federated learning

ISO/IEC ISO/IEC JTC 1/SC 42 1CS: 35.020

Technical

Committee

Keywords VIRTUAL METROLOGY, PRODUCTION DATA

7)

Standard ISO/IEC 29119: Software and systems engineering - Software testing - Part
1: General concepts (2022)

Description This document specifies general concepts in software testing

Tasks AMS-AT develops a demonstrator on Virtual Metrology in collaboration with
AMS-CH

Scope Software testing

Technology Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 7 ICS: 35.080

Technical

Committee

Keywords VIRTUAL METROLOGY, PRODUCTION DATA

8)

Standard ISO/IEC AWI 5259: Artificial intelligence - Data quality for analytics and
machine learning (ML)

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Description This document specifies concepts regarding artificial intelligence and its
application in data quality for analytics and machine learning
Tasks AMS-AT develops a demonstrator on Virtual Metrology in collaboration with
AMS-CH
Scope This standard is divided as follows:
Part 1: Overview, terminology, and examples.
Part 2: Data quality measures.
Part 3: Data quality management requirements and guidelines.
Part 4: Data quality process framework.
Part 5: Data quality governance.
Technology Training - architectures, acceleration, optimisation
Blocks
ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020 01.040.35
Technical
Committee
Keywords VIRTUAL METROLOGY, PRODUCTION DATA
9)
Standard ISO/IEC AWI 5259: Artificial intelligence - Data quality for analytics and
machine learning (ML)
Description This document specifies concepts regarding artificial intelligence and its
application in data quality for analytics and machine learning
Tasks AMS-AT develops a demonstrator on Virtual Metrology in collaboration with
AMS-CH
Scope The scope of this standard is divided as follows:
Part 1: Overview, terminology, and examples.
Part 2: Data quality measures.
Part 3: Data quality management requirements and guidelines.
Part 4: Data quality process framework.
Part 5: Data quality governance
Technology Training techniques - automated transfer learning, meta-learning, real-time
Blocks learning, federated learning
ISO/IEC ISO/IEC JTC 1/SC 42 I1CS: 35.020 01.040.35
Technical
Committee
Keywords VIRTUAL METROLOGY, PRODUCTION DATA
10)
Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial

intelligence concepts and terminology (2022)

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Description This document establishes terminology for Al and describes concepts in the
field of Al

Tasks AMS-CH provides the sensor, data, application, and will work closely with
SynSense to port and improve the ML algorithm close to the edge.

Scope Al concepts

Technology Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020 01.040.35

Technical

Committee

Keywords SIGNAL PROCESSING AT THE EDGE

11)

Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial
intelligence concepts and terminology (2022)

Description This document establishes terminology for Al and describes concepts in the
field of Al

Tasks AMS-CH provides the sensor, data, application, and will work closely with
SynSense to port and improve the ML algorithm close to the edge.

Scope Al concepts

Technology Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020 01.040.35

Technical

Committee

Keywords SIGNAL PROCESSING AT THE EDGE

12)

Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial
intelligence concepts and terminology (2022)

Description This document establishes terminology for Al and describes concepts in the
field of Al

Tasks AMS-CH provides the sensor, data, application, and will work closely with
SynSense to port and improve the ML algorithm close to the edge

Scope Al concepts

Technology Training techniques - automated transfer learning, meta-learning, real-time

Blocks learning, federated learning

ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020 01.040.35

Technical

Committee

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Keywords SIGNAL PROCESSING AT THE EDGE

13)

Standard ISO/IEC WD 23053: Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML) (2022)

Description This document establishes an Artificial Intelligence (Al) and Machine
Learning (ML) framework for describing a generic Al system using ML
technology. The framework describes the system components and their
functions in the Al ecosystem

Tasks AMS-CH: provides the sensor, data, application, and will work closely with
SynSense to port and improve the ML algorithm close to the edge

Scope Artificial Intelligence (Al) and Machine Learning (ML) framework

Technology Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42 ICS : 35.020

Technical

Committee

Keywords SIGNAL PROCESSING AT THE EDGE

14)

Standard ISO/IEC WD 23053: Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML) (2022)

Description This document establishes an Artificial Intelligence (Al) and Machine
Learning (ML) framework for describing a generic Al system using ML
technology. The framework describes the system components and their
functions in the Al ecosystem

Tasks AMS-CH: provides the sensor, data, application, and will work closely with
SynSense to port and improve the ML algorithm close to the edge

Scope Artificial Intelligence (Al) and Machine Learning (ML) framework

Technology Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42 ICS : 35.020

Technical

Committee

Keywords SIGNAL PROCESSING AT THE EDGE

15)

Standard ISO/IEC TR 24029-1:2021: Artificial Intelligence (Al) - Assessment of the

robustness of neural networks - Part 1: Overview (2021)

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Description This document provides background about existing methods to assess the
robustness of neural networks

Tasks AMS-CH: provides the sensor, data, application, and will work closely with
SynSense to port and improve the ML algorithm close to the edge

Scope Methods to assess the robustness of neural networks

Technology Training techniques - automated transfer learning, meta-learning, real-time

Blocks learning, federated learning

ISO/IEC ISO/IEC JTC 1/SC 42 1CS : 35.020

Technical

Committee

Keywords SIGNAL PROCESSING AT THE EDGE

16)

Standard ISO/IEC 29119: Software and systems engineering - Software testing - Part
1: General concepts (2022)

Description This document specifies general concepts in software testing

Tasks AMS-CH: provides the sensor, data, application, and will work closely with
SynSense to port and improve the ML algorithm close to the edge

Scope Software testing

Technology Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 7 1CS : 35.080

Technical

Committee

Keywords SIGNAL PROCESSING AT THE EDGE

17)

Standard ISO/IEC AWI 5259: Artificial intelligence - Data quality for analytics and
machine learning (ML)

Description This document specifies concepts regarding artificial intelligence and its
application in data quality for analytics and machine learning

Tasks AMS-CH: provides the sensor, data, application, and will work closely with
SynSense to port and improve the ML algorithm close to the edge

Scope The scope of this standard is organized as follows:

Part 1: Overview, terminology, and examples.

Part 2: Data quality measures.

Part 3: Data quality management requirements and guidelines.
Part 4: Data quality process framework.

Part 5: Data quality governance.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Technology Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020 01.040.35

Technical

Committee

Keywords SIGNAL PROCESSING AT THE EDGE

18)

Standard ISO/IEC AWI 5259: Artificial intelligence - Data quality for analytics and

machine learning (ML)

Description This document specifies concepts regarding artificial intelligence and its
application in data quality for analytics and machine learning

Tasks AMS-CH provides the sensor, data, application, and will work closely with
SynSense to port and improve the ML algorithm close to the edge

Scope The scope of this standard is organized as follows:

Part 1: Overview, terminology, and examples.

Part 2: Data quality measures.

Part 3: Data quality management requirements and guidelines.
Part 4: Data quality process framework.

Part 5: Data quality governance.

Technology Training techniques - automated transfer learning, meta-learning, real-time
Blocks learning, federated learning
ISO/IEC ISO/IEC JTC 1/SC 42 ICS: 35.020 01.040.35
Technical
Committee
Keywords SIGNAL PROCESSING AT THE EDGE
INTRA

This partner contributes to the Digital Industry application area in the demonstrator
VCD1.4, which is entitled “Distributed sensing - Large-scale Object Recognition”.

This VCD aims to develop a Distributed Multisensory System with integrated Al-
capabilities (including segmentation, feature extraction), capable of independent
functioning and data processing. In this way, it is possible to enable real-time use and to
improve user-privacy
(eliminating the need of cloud-based services and of a fast internet connection for
transferring large amounts of data).

The standards used by the company are the follows:
This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Table 4.4: INTRA standards

1)
Standard ISO 9001:2015 - Quality Management of Products and Services (2015)

Description This standard is a globally recognized standard that outlines the criteria for
a robust Quality Management System (QMS). Focused on ensuring the
consistent delivery of high-quality products and services, this standard
provides organizations with a framework to establish, implement, and
continually improve their quality processes. Emphasizing a process
approach, ISO 9001:2015 encourages a systematic and risk-based approach
to quality management, covering areas such as leadership commitment,
customer satisfaction, employee engagement, and continuous
improvement. By adhering to the principles of ISO 9001:2015, organizations
can enhance customer satisfaction, streamline their operations, and
demonstrate a commitment to quality and excellence in the increasingly
competitive global market

Tasks INTRA contributes with the realization of a data management platform that
enables efficient and low-latency communication across the various
components in the participating VC

Technology Virtualisation - at firmware, OSs, and middleware layer
Blocks

ISO/IEC ISO/TC 176/SC 2
Technical
Committee

Keywords DATA MANAGEMENT

2)
Standard ISO 27001:2013 - Information Security Management System (2013)

Description This standard is a globally recognized standard that outlines the
requirements for an Information Security Management System (ISMS). It
provides a systematic and comprehensive approach to managing
information security risks within an organization. ISO 27001:2013
emphasizes the importance of assessing and treating information security
risks systematically, ensuring the confidentiality, integrity, and availability of
information assets. It covers a range of areas, including risk assessment, risk
treatment, information security policy, organizational context, and continual
improvement. By adhering to ISO 27001:2013, organizations can establish a
robust framework for managing information security, build trust with
stakeholders, and demonstrate a commitment to protecting sensitive
information in an increasingly interconnected and digital world

Tasks INTRA contributes with the realization of a data management platform that
enables efficient and low-latency communication across the various
components in the participating VC

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Technology Virtualisation - at firmware, OSs, and middleware layer
Blocks

ISO/IEC ISO/IEC JTC 1/SC 27
Technical
Committee

Keywords DATA MANAGEMENT

Co-funded by
the European Union

SCM (& CSR)

This partner contributes to the Digital Industry in the demonstrator VCD1.5, “Al-based
Quality Control for Woodwork Production Process”. This VCD concerns a custom Al
algorithms application for identification of defects in furniture production processes. Aim
of this VCD is to enable a mass customization and to improve the existing production lines
and machines. The company contributes to this demonstrator with two standards:

Table 4.5: SCM (& CSR) standards

1)
Standard I[EC 61499-2:2012 - Function blocks - Part 2: Software tool requirements
(2021)
Description This standard defines requirements for software tools to support the
following systems engineering tasks enumerated in IEC 61499-1:
1. the specification of function block types;
2. the functional specification of resource types and device types;
3. the specification, analysis, and validation of distributed IPMCSs;
4.the configuration, implementation, operation, and maintenance of
distributed IPMCSs;
5. the exchange of information among software tools
This second edition cancels and replaces the first edition published in 2005
and constitutes a technical revision. This edition includes the following
significant technical changes with respect to the previous edition; the
contents of Annex A have been updated to conform to the technical changes
of the second edition of IEC 61499-1
Descriptors Software Tools Requirements
ISO/IEC IEC/TC 65 - Industrial-process measurement, control and automation
Technical IEC TC 65 Dashboard > Projects: Work programme, Up-to-Date Project plan,
Committee Publications, Maintenance cycle, Project files, TC/SC in figures [1]
Keywords SENSOR INTEGRATOR
2)
Standard IEC 63278-1 ED1 - Asset administration shell for industrial applications - Part
1: Administration shell structure (2020)

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Description

|[EC TC 65 Dashboard > Projects: Work programme, Up-to-Date Project plan,
Publications, Maintenance cycle, Project files, TC/SC in figures [1]

Descriptors

Asset Administration Shell

ISO/IEC TC 65

Technical

Committee

Keywords DIGITAL TWIN MODEL, INDUSTRIAL DATA
IFAT & SCUBE

The standards of IFAT and SCUBE are integrated together. Indeed, both companies
collaborate on the same demonstrator, the VCD1.1.

The VCD1.1 “Smart Semiconductor Manufacturing Assistant (SSMA) is the demonstrator
which aims to develop a decision support tool (SSMA), to establish Al-based causal links
between the databases of the three pillars; this activity aims to quickly identify, predict,
classify potential risks.

Table 4.6: IFAT & SCUBE standards

1)
Standard ISO 9001:2015 - Quality Management System (2015)
Description International standard that specifies requirements for a quality
management system
ISO/IEC ISO/TC 176/SC 2
Technical
Committee
Keywords QUALITY MANAGEMENT
2)
Standard VDA/AIAG FMEA Handbook
Description |Guideline for Failure Mode and Effects Analysis
Keywords FAILURE ANALYSIS, RISKS ANALYSIS
3)
Standard IATF 16949
Description [Technical specification aimed at the development QM system which provides for

continual improvement, emphasizing defect prevention and the reduction of
\variation and waste in the automotive industry supply

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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(This standard is now included in the ISO/TS 16949:2009 “Quality Management
Systems”)

ISO/IEC ISO/TC 176

Technical

Committee

Keywords QUALITY MANAGEMENT

4)

Standard IEEE 1012-2016 - IEEE standard for System, Software and Hardware Verification
and Validation (2016)

Description  |Verification and validation (V&V) processes are used to determine whether the
development products of a given activity conform to the requirements of that
activity and whether the product satisfies its intended use and user needs

IEEE Working |C/S2ESC - Software & Systems Engineering Standards Committee

Group

Keywords VERIFICATION, VALIDATION

5)

Standard IEEE P2961 - Guide for an Architectural Framework and Application for|
Collaborative Edge Computing (2020)

Description [This guide defines a machine learning framework that allows a computing task to
be decomposed and distributed across edge and cloud nodes; it provides a
blueprint for data usage, model learning, and computing collaboration in edge
computing environments while meeting latency, privacy, security, and regulatory|
requirements and it defines the architectural framework and application
guidelines for collaborative edge computing

IEE Working  |C/AISC - Artificial Intelligence Standards Committee

Group

Keywords ARCHITECTURAL FRAMEWORK, EDGE COMPUTING

6)

Standard IEEE P2805.3 - Cloud-Edge Collaboration Protocols for Machine Learning (2019)

Description [This standard specifies the collaboration protocols of enabling machine learning
on the edge computing node with support from industrial clouds; it provides
implementation reference of machine learning upon lower powered, cheaper,
embedded devices, a specific hardware-based method of accepting the introduced
machine learning models and then online optimization, i.e. comparing the models
with incoming live data

Tasks It results as relevant for integrating edge computing elements

IEE Working | I[ES/IES - Industrial Electronics Society Standards Committee

Group

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Keywords CLOUD-EDGE, MACHINE LEARNING

7)

Standard IEEE P3652.1 - Guide for Architectural Framework and Application of Federated
Machine Learning (2020)

Description |t defines the architectural framework and application guidelines for federated
machine learning, including description and definition of federated machine
learning

Tasks Federated learning results as significant for SSMA development, especially in a
distributed manufacturing environment

IEE Working  |C/AISC - Artificial Intelligence Standards Committee

Group

Keywords ARCHITECTURAL FRAMEWORK, MACHINE LEARNING

8)

Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial
intelligence concepts and terminology (2022)

Description  |Al Concepts

Technology |Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords Al, INFORMATION TECHNOLOGY

9)

Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial
intelligence concepts and terminology (2022)

Description |Al Concepts

Technology ([Training - architectures, acceleration, optimisation.

Blocks

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords Al, INFORMATION TECHNOLOGY

10)

Standard ISO/IEC 22989:2022: Information technology - Artificial intelligence - Artificial

intelligence concepts and terminology (2022)

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Description  |Al Concepts

Technology [Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords Al, INFORMATION TECHNOLOGY

11)

Standard ISO/IEC 29119: Software and systems engineering - Software testing (2022)

Description  |SW testing and concepts

Technology [Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/SC 7

Technical

Committee

Keywords SOFTWARE TESTING

12)

Standard ISO/IEC AWI 5259: Artificial intelligence - Data quality for analytics and machine
learning (ML)

Description [Part 1: Overview, terminology, and examples.
Part 2: Data quality measures.
Part 3: Data quality management requirements and guidelines.
Part 4; Data quality process framework.
Part 5: Data quality governance

Technology ([Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords Al, DATA QUALITY, MACHINE LEARNING

13)

Standard ISO/IEC AWI 5259: Artificial intelligence - Data quality for analytics and machine
learning (ML)

Description [Part 1: Overview, terminology, and examples.

Part 2: Data quality measures.
Part 3: Data quality management requirements and guidelines.

Part 4: Data quality process framework.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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Part 5: Data quality governance

Technology [Training techniques - automated transfer learning, metalearning, real-time

Blocks learning, federated learning

ISO/IEC ISO/IEC JTC 1/SC 42

Technical

Committee

Keywords Al, MACHINE LEARNING, DATA QUALITY

14)

Standard ISO/IEC WD 23053: Framework for Artificial Intelligence (Al) Systems Using Machine
Learning (ML) (2022)

Description  |Artificial Intelligence (Al) and Machine Learning (ML) framework

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords MACHINE LEARNING, Al

15)

Standard ISO/IEC WD 23053: Framework for Artificial Intelligence (Al) Systems Using Machine
Learning (ML) (2022)

Description  |Artificial Intelligence (Al) and Machine Learning (ML) framework

Technology [Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords MACHINE LEARNING, Al

16)

Standard ISO/IEC DTS 4213.2: Information technology (2022)

Description  |Artificial Intelligence (Al) - Assessment of machine learning classification
performance

Technology [Training - architectures, acceleration, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42

Technical

Committee

Keywords INFORMATION TECHNOLOGY, Al
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17)

Standard ISO/IEC DTS 4213.2: Information technology (2022)

Description  |Artificial Intelligence (Al) - Assessment of machine learning classification
performance

Technology [Training techniques - automated transfer learning, metalearning, real-time

Blocks learning, federated learning

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords INFORMATION TECHNOLOGY, Al

18)

Standard ISO/IEC TR 24028: Information technology (2020)

Description  |Artificial intelligence - Overview of trustworthiness in artificial intelligence

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords INFORMATION TECHNOLOGY, Al

19)

Standard ISO/IEC 25010: Systems and software engineering (2011)

Description  |Systems and software Quality Requirements and Evaluation (SQuaRE) - System and
software quality models

Technology |Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/SC7

Technical

Committee

Keywords Al, SQUARE, QUALITY MODELS

20)

Standard ISO/IEC 25012; Software engineering (2008)

Description  |Software product Quality Requirements and Evaluation (SQuaRE) - Data quality|
model

Technology |Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/SC7

Technical

Committee
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Keywords SOFTWARE ENGINEERING, SQUARE

21)

Standard ISO/IEC 25023: Systems and software engineering (2016)

Description |Systems and software Quality Requirements and Evaluation (SQuaRE) -
Measurement of system and software product quality

ISO/IEC ISO/IECJTC 1/SC 7

Technical

Committee

Keywords SOFTWARE ENGINEERING

22)

Standard ISO/IEC 25059: Software engineering (2023

Description  |Systems and software Quality Requirements and Evaluation (SQuaRE) - Quality|
model for Al systems

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords SOFTWARE ENGINEERING

23)

Standard ISO/IEC 25001:2014 - Systems and software engineering (2014)

Description |Systems and software Quality Requirements and Evaluation (SQuaRE) — Planning
and management

Technology |Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/SC7

Technical

Committee

Keywords SOFTWARE ENGINEERING

24)

Standard IEEE P2961

Description |Guide for an Architectural Framework and Application for Collaborative Edge
Computing
It results as relevant as this is central aspect of the demonstrator.

IEEE CEC - Collaborative Edge Computing

Working

Group

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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4.2.2 Energy
Energy has been linked to VC2.

The main objective of this value chain is to develop advanced Al-based technologies for
applications and services in the energy sector, thereby enhancing the efficiency and
sustainability of related industries.

One of the main challenges is to develop real time engineering Al-based solutions for
diagnostic and predictive models, combining historical data and technical patterns to
better optimize energy used by appliances and users. Also, this value chain aims to
develop decentralized or distributed Edge intelligent monitoring systems for energy
management systems. New analysis tools are also considered, in order to better detect
anomalies, and to better manage energy consumption and prediction. This application
area also considers implementing technologies in order to monitor, process, analyse and
control activities related to energy systems using embedded Al HW/SW platforms.

Four demonstrators belong to this value chain.

Table 4.7: VC2 - Energy

VC2 - ENERGY
VCD 2.1: Intelligent Water Tank Energy (lead: FE, NXTEN, NXTECH)
Optimisation
VCD 2.2: Embedded Edge Approaches for (lead: SINTEF, FE, NXTEN, NXTECH)
Intelligent Distributed Energy Systems
VCD 2.3: Mesh Intelligent Lighting (lead: PROLUX, SINTEF, NXTECH)

VCD 2.4 Efficient Attack-detection Based on (lead: NXP-DE, UZL)
Neural-networks for Security Sensitive
Systems

VCD 2.1: Intelligent Water Tank-Energy Optimisation

Some standards that are could be relevant to assess in this section, regarding the VCD
2.1, are:

e ISO/IEC 27001; a standard which regards information security management
systems.

e ONNX (Open Neural Network Exchange); an open standard that represents
machine learning models, allowing interoperability between different frameworks
and hardware.

o NIST Cybersecurity Framework - Guidelines for improving cybersecurity (applicable
to edge Al systems)

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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e GDPR (General Data Protection Regulation); relevant for ensuring data privacy in
terms of data processing at the edge.

o EN 61508; a standard that addresses the functional safety of electrical, electronic,
and programmable electronic systems. It is very useful given that it assesses the
safety of Edge Al systems.

o EN 303 645; a standard that focuses on cybersecurity for 10T devices.

Co-funded by
the European Union

In addition, it is considered the ISO/IEC JTC 1/SC 42: ISO/IEC JTC 1/SC 42, joint technical
committee of the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC). On more specific terms, these are
important for developing standards for artificial intelligence.

VCD 2.2: Embedded Edge Approaches for Intelligent Distributed Energy Systems

In this demonstrator, the standards considered are used to implement data collection,
interoperability, and seamless integration of AI/ML hardware and software tools.

The standard framework used is based on the ISO/IEC 25010, which gives a set of quality
characteristics with associated sub-characteristics and on the ISO/IEC 25023, to describe
how to apply the quality characteristics to measure product quality.

The standards which have been considered are mainly:

e ISO/IEC 22989:2022 standard "Information technology - Artificial intelligence -
Artificial intelligence concepts and terminology".
It provides terminology and concepts in the field of Al.

e ISO/IEC 23894:2023 standard "Information technology - Artificial intelligence -
Guidance on risk management".
It illustrates how organizations that develop, produce, deploy, or use products,
systems and services that utilize Al can manage Al-related risk.

e |ISO/IEC TR 24028:2020 technical report "Information technology Artificial
intelligence Overview of trustworthiness in artificial intelligence".
It surveys topics related to trustworthiness in Al systems, including approaches to
establish trust in Al systems through transparency, explainability, and
controllability and to assess possible mitigation techniques and methods.

e [SO/IEC 25059:2023 standard "Software engineering - Systems and software
Quality
Requirements and Evaluation (SQuaRE) - Quality model for Al systems”.
It outlines a quality model for Al systems, and it is an application-specific extension
to the standards of the SQuaRE.

ISO/IEC 23053:2022 standard "Framework for Artificial Intelligence (Al) Systems
Using Machine Learning (ML)".
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It establishes an Al and ML framework for describing a generic Al system based on
ML technology.

ISO/IEC TR 24372:2021 technical report "Information technology -
Artificial intelligence (Al) - Overview of computational approaches for Al systems".

It provides an overview of the state-of-the-art computational approaches for Al
systems and describes the main computational characteristics, algorithms and
methods used in Al systems.

ISO/IEC 24029 series on "Artificial intelligence (Al) - Assessment of the robustness
of neural networks (NNs)", where the three first parts contain:

(1) Overview, which provides the background of existing methods to assess the
robustness of NNs;

(2) Methodology for the use of formal methods to assess robustness properties of
NNs, focuson selecting, applying, and managing formal methods to prove
robustness properties;

(3) Methodology for the use of statistical methods to assess robustness properties
of NNs, focus on selecting, applying and managing statistical methods to assess
robustness Properties.

ISO/IEC 5259 series on "Artificial intelligence - Data quality for analytics and
Machine learning (ML)".
It includes six parts are under development that contain:

(1) Overview, terminology, and examples.

(2) Data quality measures.

(3) Data quality management requirements and guidelines.
(4) Data quality process framework.

(5) Data quality governance framework.

(6) Visualisation framework for data quality.

Also, a selection of relevant work of the IEEE Standard Association (SA) have been
considered, and below listed (standards, projects, guidelines, specifications and reports
published or under development):

IEEE P7001-2021 standard for Transparency of Autonomous Systems.
It describes measurable, testable levels of transparency, so that autonomous
systems can be objectively assessed, and levels of compliance determined

IEEE P3652.1-2020 guide for Architectural Framework and Application of
Federated
Machine Learning (ML).
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It defines the architectural framework and application guidelines for federated ML,
which include descriptions, definitions, categories, application scenarios and
performance evaluation of federated ML, and additionally associated the
regulatory requirements.

IEEE P2805.3 active project on Cloud-Edge Collaboration Protocols for Machine
Learning (ML).

It specifies the collaboration protocols of enabling ML on the edge computing
node with support from the cloud.

IEEE P2961 Guide for an Architectural Framework and Application for
Collaborative

Edge Computing.

Itis an active project authorisation request (Status Active PAR) which started within
the IEEE SA, and it defines an ML framework that allows a computing task to
be decomposed and distributed across edge and cloud nodes. It describes the
architectural framework and application guidelines for collaborative edge
computing.

IEEE P3123 Standard for Artificial Intelligence and Machine Learning (Al/ML)
Terminology and Data Formats

VCD 2.3: Mesh Intelligent Lighting

This demonstrator aims to protect data privacy; therefore, mostly of the standards
applied regard the ISO/IEC 25010 standards framework, which ensures a set of quality
characteristics, and the ISO/IEC 25023, which describes the methodology to apply the
quality characteristics to measure product quality.

The IEEE standards considered (relating Wireless Communication) are:

IEEE  802.15.4-2020 Standard for Low-Rate Wireless Networks.

It defines the physical layer (PHY) and medium access control (MAC) sublayer
specifications for low data rate wireless communication with fixed, portable, and
moving devices with no battery or very limited battery consumption
requirements.

IEEE 802.11s-2011 Standard for Information Technology - Telecommunications
and information exchange between systems - Local and metropolitan area
networks - Specific requirements Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) specifications Amendment 10: Mesh Networking.

This WLAN Mesh standard operates in the 2.4 GHz and 5 GHz frequency bands:
the amendment describes protocols for stations to form self-configuring multi-hop
networks in order to support both broadcast/multicast and unicast data delivery.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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e ISO/IEC TR 24028:2020 technical reports called “Information technology Artificial
intelligence - Overview of trustworthiness in artificial intelligence”.
It regards topics related to trustworthiness in Al systems and includes approaches
to establish trust in Al systems through transparency, explainability, and
controllability, possible mitigation techniques and methods, approaches to assess
and achieve availability, resiliency, reliability, accuracy, safety.

e ISO/IEC 5259 series on "Artificial intelligence - Data quality for analytics and
Machine learning (ML)".
The first six parts are under development and contain:

(1) Overview, terminology, and examples.

(2) Data quality measures.

(3) Data quality management requirements and guidelines.
(4) Data quality process framework.

(5) Data quality governance framework.

(6) Visualization framework for data quality.

e ISO/IEC 25059:2023 standard "Software engineering - Systems and software
Quality Requirements and Evaluation (SQuaRE) - Quality model for Al systems”.
A standard that outlines the application-specific extension to the standards of
SQuaRE.

VCD 2.4 Efficient Attack-detection Based on Neural-networks for Security Sensitive
Systems

The standards used in this demonstrator have been applied in order to standardize a way
of modeling Security in Industrial communication networks.

Among the considered standards:

e ISO/IEC 62443 acts to describe procedural and technical aspects for the definition
of Cybersecurity in such networks.

e [ISO/IEC 25010 standard, to describe a quality software product and
its characteristics.

The ONNX (Open Neural Network Exchange) has been used to define build blocks and
operators of machine learning and deep learning models.

SINTEF & FE, NXTECH, NXTEN, PROLUX

The standards of these companies are integrated together. Indeed, these companies
cooperate in the VC2 demonstrators in this way:

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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In the VCD2.1 “Intelligent Water Tank Energy Optimisation” (lead: FE, NXTEN, NXTECH).
This demonstrator aims to provide an intelligent, scalable, automated, user-friendly
energy monitoring analysing, and controlling solution. This activity is assessed through
the use of ML and DL algorithms, which are adapted to different configuration of a local
energy network. The goal of the demonstrator is to implement an edge computing
topology with embedded Al into the micro- and deep-edge nodes.
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In the VCD2.2 “Embedded Edge Approaches for Intelligent Distributed Energy Systems”
(lead: SINTEF, FE, NXTEN, NXTECH), whichis the demonstrator which focuses on
investigating embedded edge approaches to develop a system that provides automated
edge processing with Al capabilities. Also, this demonstrator aims to develop mesh
communication among devices, to enable the autonomous operation of appliances, solar
installations, storage, and electric vehicles to self-regulate and optimise the consumption
and exchange of energy.

In the VCD2.3 “Mesh Intelligent Lighting” (lead: PROLUX, SINTEF, NXTECH), which focuses
on developing Al-enabled hardware/software nodes to cooperate with the driver
electronics of the light fixture, and to reconfigure Al-based mesh architecture. This
demonstrator aims to develop such Al-nodes, given that these can provide human centric
lighting, auto commission systems, usage pattern recognition, recognition of individuals
and advanced sensor usage without high bandwidth networks and central processing.

The standards applied by SINTEF, FE, NXTEN, PROLUX, NXTECH are:

Table 4.8: SINTEF, FE, NXTEN, NXTECH, PROLUX standards

1)

Standard ISO/IEC 25010 - Systems and software engineering - Systems and software
Quality Requirements and Evaluation (SQuaRE) - System and software
quality models (2011)

Description This standard defines:

- A quality in use model composed of five characteristics (some of which are
further subdivided into sub characteristics) that relate to the outcome of
interaction when a product is used in a particular context of use. This system
model is applicable to the complete human-computer system, including
both computer systems in use and software products in use.

- A product quality model composed of eight characteristics (which are
further subdivided into sub characteristics) that relate to static properties of
software and dynamic properties of the computer system. The model is
applicable to both computer systems and software products.

This standard will be replaced by ISO/IEC PRF 25002, ISO/IEC 25010:2023,
ISO/IEC 25019:2023.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
36



& KDT JU

Co-funded by
the European Union

Descriptors

Software and systems engineering

ISO/IEC ISO/IEC JTC 1/SC 7 (Software and systems engineering)

Technical

Committee

Keywords DIGITAL TWIN MODEL, INDUSTRIAL DATA

2)

Standard ISO/IEC 25010 - Systems and software engineering - Systems and software
Quality Requirements and Evaluation (SQuaRE) - Product quality mode
(2023)

Description This standard defines a product quality model, which is applicable to ICT

(information and communication technology) products and software
products. The product quality model is composed of nine characteristics
(which are further subdivided into sub characteristics) that relate to quality
properties of the products. The characteristics and sub characteristics
provide a reference model for the quality of the products to be specified,
measured and evaluated

Descriptors

Software and systems engineering

ISO/IEC ISO/IEC JTC 1/SC 7 (Software and systems engineering)

Technical

Committee

Keywords SOFTWARE ENGINEERING, SQUARE, PRODUCT QUALITY

3)

Standard ISO/IEC 25023 - Systems and software engineering - Systems and software
Quality Requirements and Evaluation (SQuaRE) - Measurement of system
and software product quality (2016)

Description This standard defines quality measures for quantitatively evaluating system

and software product quality in terms of characteristics and sub
characteristics defined in ISO/IEC 25010 and is intended to be used together
with ISO/IEC 25010. It can be used in conjunction with the ISO/IEC 2503n and
the ISO/IEC 2504n standards or to more generally meet user needs
regarding software product or system quality. ISO/IEC 25023:2016 contains
the following:

- a basic set of quality measures for each characteristic and sub
characteristics;

- an explanation of how to apply software product and system quality
measures.

This standard includes, as informative annexes, considerations for the use
of quality measures (Annex A), QMEs used to define product or system

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
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quality measures (Annex B), and detailed explanation of measurement
types (Annex Q)

Descriptors

Software and systems engineering

ISO/IEC ISO/IEC JTC 1/SC 7 (Software and systems engineering)
Technical

Committee

Keywords SOFTWARE ENGINEERING, SQUARE, PRODUCT QUALITY

4) PARTNERS INVOLVED WITH SINTEF: NXTEN, PROLUX, NXTECH

Standard ISO/IEC 25059 - Software engineering - Systems and software Quality
Requirements and Evaluation (SQuaRE) - Quality model for Al systems (2023)
Description This standard outlines a quality model for Al systems and is an application-

specific extension to the standards on SQuaRE. The characteristics and sub-
characteristics detailed in the model provide consistent terminology for
specifying, measuring and evaluating Al system quality. The characteristics
and sub-characteristics detailed in the model also provide a set of quality
characteristics against which stated quality requirements can be compared
for completeness

Descriptors

Artificial Intelligence (Al)

ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)

Technical

Committee

Keywords SOFTWARE ENGINEERING, SQUARE, PRODUCT QUALITY, Al

5) PARTNERS INVOLVED WITH SINTEF: FE, NXTEN, PROLUX, NXTECH

Standard ISO/IEC TR 24028 - Information technology Artificial intelligence - Overview
of trustworthiness in artificial intelligence (2020)
Description This standard surveys topic related to trustworthiness in Al systems,

including the following:

- approaches to establish trust in Al systems through transparency,
explainability, controllability, etc.;

- engineering pitfalls and typical associated threats and risks to Al systems,
along with possible mitigation techniques and methods;

- approaches to assess and achieve availability, resiliency, reliability,
accuracy, safety, security and privacy of Al systems.

The specification of levels of trustworthiness for Al systems is out of the
scope of this document

Descriptors

Artificial Intelligence (Al)

ISO/IEC
Technical
Committee

ISO/IECJTC 1/SC 42 (Artificial intelligence)
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Keywords INFORMATION TECHNOLOGY, Al

6)

Standard ISO/IEC 22989 - Information technology - Artificial intelligence - Artificial
intelligence concepts and terminology (2022)

Description This standard establishes terminology for Al and describes concepts in the

field of Al. This document can be used in the development of other
standards and in support of communications among diverse, interested
parties or stakeholders. It is applicable to all types of organizations (e.g.
commercial enterprises, government agencies, not-for-profit organizations)

Descriptors

Artificial Intelligence (Al)

ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)

Technical

Committee

Keywords TERMINOLOGY, INFORMATION TECHNOLOGY, Al

7)

Standard ISO/IEC 23053 - Framework for Artificial Intelligence (Al) - Systems Using
Machine Learning (ML) (2022)

Description This standard establishes an Artificial Intelligence (Al) and Machine Learning

(ML) framework for describing a generic Al system using ML technology. The
framework describes the system components and their functions in the Al
ecosystem.

This document is applicable to all types and sizes of organizations, including
public and private companies, government entities, and not-for-profit
organizations, that are implementing or using Al systems

Descriptors

Artificial Intelligence (Al)

ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)
Technical

Committee

Keywords Al, MACHINE LEARNING

8) PARTNERS INVOLVED WITH SINTEF: NXTEN, PROLUX, NXTECH

Standard

ISO/IEC DIS 5259-1 - Artificial intelligence - Data quality for analytics and
machine learning (ML) - Part 1: Overview, terminology, and examples

Descriptors

Artificial Intelligence (Al)

ISO/IEC
Technical
Committee

ISO/IEC JTC 1/SC 42 (Artificial intelligence)
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Keywords

DATA QUALITY

9) PARTNERS INVOLVED WITH SINTEF: NXTEN, PROLUX, NXTECH

Standard

ISO/IEC DIS 5259-2 - Artificial intelligence - Data quality for analytics and
machine learning (ML) - Part 2: Data quality measures

Descriptors

Artificial Intelligence (Al)

ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)
Technical

Committee

Keywords DATA QUALITY

10) PARTNERS INVOLVED WITH SINTEF: NXTEN, PROLUX, NXTECH

Standard

ISO/IEC DIS 5259-3 - Artificial intelligence - Data quality for analytics and
machine learning (ML) - Part 3: Data quality management requirements and
guidelines

Descriptors

Artificial Intelligence (Al)

ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)
Technical

Committee

Keywords DATA QUALITY

11) PARTNERS INVOLVED WITH SINTEF: NXTEN, PROLUX, NXTECH

Standard

ISO/IEC DIS 5259-4 - Artificial intelligence - Data quality for analytics and
machine learning (ML) - Part 4: Data quality process framework

Descriptors

Artificial Intelligence (Al)

ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)
Technical

Committee

Keywords DATA QUALITY

12) PARTNERS INVOLVED WITH SINTEF: NXTEN, PROLUX, NXTECH

Standard

ISO/IEC DIS 5259-5 - Artificial intelligence - Data quality for analytics and
machine learning (ML) - Part 5: Data quality governance framework

Descriptors

Artificial Intelligence (Al)

ISO/IEC
Technical
Committee

ISO/IECJTC 1/SC 42 (Artificial intelligence)
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Keywords

DATA QUALITY

13) PARTNERS INVOLVED WITH SINTEF: NXTEN, PROLUX, NXTECH

Standard ISO/IEC DIS 5259-6 - Artificial intelligence - Data quality for analytics and
machine learning (ML) - Part 6: Visualization framework for data quality
Description This standard provides a data quality governance framework for analytics

and machine learning to enable governing bodies of organizations to direct
and oversee the implementation and operation of data quality measures,
management, and related processes with adequate controls throughout the
data life cycle. This document can be applied to any analytics and machine
learning. This document does not define specific management
requirements or process requirements specified in 5259-3 and 5259-4
respectively

Descriptors

Artificial Intelligence (Al)

ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)

Technical

Committee

Keywords DATA QUALITY

14)

Standard ISO/IEC TR 24029-1 - Artificial Intelligence (Al) - Assessment of the
robustness of neural networks - Part 1: Overview (2021)

Description This standard provides background about existing methods to assess the

robustness of neural networks

Descriptors

Artificial Intelligence (Al)

ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)

Technical

Committee

Keywords NEURAL NETWORKS

15)

Standard ISO/IEC 24029-2 - Artificial intelligence (Al) - Assessment of the robustness
of neural networks - Part 2: Methodology for the use of formal methods
(2023)

Description This standard provides methodology for the use of formal methods to

assess robustness properties of neural networks. The document focuses on
how to select, apply and manage formal methods to prove robustness
properties

Descriptors

Artificial Intelligence (Al)
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ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)

Technical

Committee

Keywords NEURAL NETWORKS

16)

Standard ISO/IEC AWI 24029-3 - Assessment of the robustness of neural networks -
Part 3: Methodology for the use of statistical methods

Description This standard provides methodology for the use of statistical methods to
assess robustness properties of neural networks. The document focuses on
how to select, apply and manage statistical methods to assess robustness
properties.
The descriptors of the standard concern Artificial Intelligence (Al)

ISO/IEC ISO/IEC JTC 1/SC 42 (Artificial intelligence)

Technical

Committee

Keywords NEURAL NETWORKS

17) PARTNERS INVOLVED WITH SINTEF: FE, PROLUX, NXTECH

Standard

IEEE  802.11s - IEEE Standard for Information Technology--
Telecommunications and information exchange between systems--Local
and metropolitan area networks--Specific requirements Part 11: Wireless
LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications
Amendment 10: Mesh Networking (2011)

Description

The Amendment describes protocols for IEEE 802.11 stations to form self-
configuring multi-hop networks that support both broadcast/multicast and
unicast data delivery

Descriptors

Wireless communication

IEEE Working 802.11 WG - Wireless LAN Working Group
Group
Keywords INFORMATION TECHNOLOGY, WLAN, MAC, PHY

18) PARTNERS INVOLVED WITH SINTEF: PROLUX

Standard

IEEE 802.15.4 - IEEE Standard for Low-Rate Wireless Networks (2020)

Description

The physical layer (PHY) and medium access control (MAC) sublayer
specifications for low-data-rate wireless connectivity with fixed, portable,
and moving devices with no battery or very limited battery consumption
requirements are defined in this standard. In addition, the standard
provides modes that allow for precision ranging. PHYs are defined for
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devices operating in a variety of geographic regions. (The document is
available at IEEE Xplore [2]).

Descriptors

Wireless communication

IEEE Working 802.15 WG - Wireless Specialty Networks (WSN) Working Group

Group

Keywords PHY, MAC

19)

Standard IEEE P2805.3 - Cloud-Edge Collaboration Protocols for Machine Learning
(2019)

Description Specifies the collaboration protocols of enabling machine learning on the
edge computing node with support from industrial clouds. This standard
provides implementation reference of machine learning upon lower
powered, cheaper, embedded devices, a specific hardware-based method
of accepting the introduced machine learning models and then online
optimization, i.e. comparing the models with incoming live data.

IEEE Working ECN - Edge Computing Node

Group

Keywords MACHINE LEARNING

20)

Standard |IEEE P2961 - Guide for an Architectural Framework and Application for
Collaborative Edge Computing (2020).

Description Defines a ML framework that allows a computing task to be decomposed
and distributed across edge and cloud nodes. Provides a blueprint for data
usage, model learning, and computing collaboration in edge computing
environments while meeting latency, privacy, security, and regulatory
requirements. Defines the architectural framework and application
guidelines for collaborative edge computing, including 1) description and
definition of collaborative edge computing, 2) the types of collaborative
edge computing, 3) the application scenarios to which each type applies, and
4) performance evaluation of collaborative edge computing in the real
application system.

IEEE Working CEC - Collaborative Edge Computing

Group

Keywords ARCHITECTURAL FRAMEWROK, EDGE COMPUTING
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21)

Standard IEEE P3652.1 - IEEE Guide for Architectural Framework and Application of
Federated Machine Learning (2020).

Description Federated machine learning defines a ML framework that allows a collective
model to be constructed from data that is distributed across repositories
owned by different organizations or devices. A blueprint for data usage and
model building across organizations and devices while meeting applicable
privacy, security and regulatory requirements is provided in this guide. It
defines the architectural framework and application guidelines for
federated machine learning, including description and definition of
federated machine learning; the categories federated machine learning and
the application scenarios to which each category applies; performance
evaluation of federated ML; and associated regulatory requirements.

IEEE Working FML - Federated Machine Learning

Group

Keywords ARCHITECTURAL FRAMEWORK, MACHINE LEARNING

22)

Standard ISO/IEC TS 4213 - Information technology - Artificial intelligence -
Assessment of machine learning classification performance (2022).

Description ISO/IEC TS 4213:2022 specifies methodologies for measuring classification
performance of ML models, systems and algorithms.

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords INFORMATION TECHNOLOGY, Al

23) PARTNERS INVOLVED WITH SINTEF: FE

Standard I[EEE 7001 - IEEE Standard for Transparency of Autonomous Systems (2021).

Description EEE 7001-2021 standard is broadly applicable to all autonomous systems,
including both physical and non-physical systems. Examples of the former
include vehicles with automated driving systems or assisted living (care)
robots. The purpose of this standard is to set out measurable, testable levels
of transparency for autonomous systems. The general principle behind this
standard is that it should always be possible to understand why and how
the system behaved the way it did.

IEEE Working ASV WG_P7001 - Autonomous Systems Validation Working Group

Group

Keywords Autonomous systems
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24) PARTNERS INVOLVED WITH SINTEF: FE

Standard ISO/IEC 14908-1 - Information technology - Control network protocol - Part
1: Protocol stack (2012)
Description ISO/IEC 14908-1:2012 specifies a communication protocol for local area

control networks. Provides peer-to-peer communication for networked
control and is suitable for implementing both peer-to-peer and master-slave
control strategies. Describes services in layers 2 to 7. In the layer 2 (data link
layer) specification, it also describes the Medium Access Control (MAC)
sublayer interface to the physical layer. The physical layer provides a choice
of transmission media. The interface described supports multiple
transmission media at the physical layer. In the layer 7 specification, it
includes a description of the types of messages used by applications to
exchange application and network management data.

Descriptors

Communication

ISO/IEC ISO/IECJTC 1/SC6

Technical

Committee

Keywords INFORMATION TECHNOLOGY

25) PARTNERS INVOLVED WITH SINTEF: FE

Standard ISO/IEC 14908-2 - Information technology - Control network protocol - Part
2: Twisted pair communication (2012)
Description ISO/IEC 14908-2:2012 specifies the control network protocol (CNP) free-

topology twisted-pair channel for networked control systems in local area
control networks and is used in conjunction with part 1. The channel
supports communication at 78,125 kbit/s between multiple nodes, each of
which consists of a transceiver, a protocol processor, an application
processor, a power supply, and application electronics. Covers the complete
physical layer (OSI Layer 1), including the interface to the Media Access
Control (MAC) sublayer and the interface to the medium. Parameters that
are controlled by other layers but control the operation of the physical layer
are also specified.

Descriptors

Communication

ISO/IEC ISO/IEC JTC 1/SC 6

Technical

Committee

Keywords INFORMATION TECHNOLOGY

26) PARTNERS INVOLVED WITH SINTEF: FE

Standard

ISO/IEC 14908-3 - Information technology - Control network protocol - Part
3: Power line channel specification (2012).

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.

45



& KDT JU

Co-funded by
the European Union

Description

ISO/IEC 14908-3:2012 specifies the control network Power Line (PL) channel
and serves as a companion document to part 1. It presents the information
necessary for the development of a PL physical network and nodes to
communicate and share information over that network. Covers the
complete physical layer (OSI layer 1) including the interface to the Medium
Access Control (MAC) sublayer and the interface to the medium. It includes
parameters specific to the PL channel type, even though the parameters
may be controlled at an OSI layer other than layer 1. Provides a set of
guideline physical and electrical specifications for the power line
environment as an aid in developing products for that environment.

Descriptors

Communication

ISO/IEC ISO/IEC JTC 1/SC 6

Technical

Committee

Keywords INFORMATION TECHNOLOGY

27) PARTNERS INVOLVED WITH SINTEF: FE

Standard ISO/IEC 14908-4 - Information technology - Control network protocol - Part
4: I[P communication (2012)
Description ISO/IEC 14908-4:2012 specifies the transporting of the Control Network

Protocol (CNP) packets for commercial local area control networks over
Internet Protocol (IP) networks using a tunnelling mechanism wherein the
CNP packets are encapsulated within IP packets. It applies to both CNP
nodes and CNP routers. The purpose is to ensure interoperability between
various CNP devices that wish to use IP networks to communicate using the
CNP.

Descriptors

Communication

ISO/IEC ISO/IEC JTC 1/SC 6

Technical

Committee

Keywords INFORMATION TECHNOLOGY

28) PARTNERS INVOLVED WITH SINTEF: PROLUX

Standard LoRaWAN

Description The LoRaWAN specification is a Low Power, Wide Area (LPWA) networking
protocol designed to wirelessly connect battery operated ‘things’ to the
internet in regional, national or global networks, and targets key Internet of
Things (loT) requirements such as bi-directional communication, end-to-end
security, mobility and localization services.

Keywords WIRELESS, INTERNET OF THINGS, MOBILITY
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4.2.3 Agri food & Beverage
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Agri-food and Beverage has been linked to VC3.

The main challenges of this value chain are related to the development of technologies
and procedures to make European agri-food and beverage industry innovative in terms
of sustainable production. Indeed, this section aims to face the problems related to the
production of agri-food and beverages, safeguarding the quality of the products and of
the environment. On more specific terms, this value chain, within the project, aims to
implement the usage of Al to protect the quality of the product and to positively impact
the manufacturing processes of the production chain.

Four demonstrators belong to VC3:

Table 4.9: VC3 - Agri-food and Beverage

VC3 - AGRI-FOOD AND BEVERAGE
VCD 3.1: Vineyard - Yield Prediction (lead: URCA, VPHYV, CV, STM-FR)
VCD 3.2: Vineyard - Environment Monitoring | (lead: STM-FR, VPHV, CV, URCA, TECX, HMU)
VCD 3.3: Vineyard - Disease ldentification (lead: URCA, VPHYV, CV, STM-FR)
VCD 3.4: The “Prise de Mousse” (lead: VPP, CV, URCA, STM-FR, STMR-FR, TECX)

VCD 3.1: Vineyard - Yield Prediction

Several standards have been considered and evaluated in this demonstrator, among
these in ISO 25010, ISO 25012 and corresponding measures defined in ISO 25023 and ISO
25024, which are also relevant for Al-based systems have been studied and evaluated.

Other standards considered:

e |ISO/IEC 22989:2022: “Information technology — Artificial intelligence — Artificial
intelligence concepts and terminology”

e [SO/IEC TR 24030:2021: "Information technology — Artificial intelligence (Al) —
Use cases”

e |ISO/IEC 23053:2022: “Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML)"

e [SO/IEC TR 24372:2021: “Information technology — Artificial intelligence (Al) —
Overview of computational approaches for Al systems”

Also, the ISO/IEC TS 4213:2022: “Information technology — Artificial intelligence —
Assessment of machine learning classification performance” has been considered for the
validation procedures.

VCD 3.2: Vineyard - Environment Monitoring
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Several standards have been considered and evaluated in this demonstrator, among
these in ISO 25010, ISO 25012 and corresponding measures defined in ISO 25023 and ISO
25024, which are also relevant for Al-based systems have been studied and evaluated.

Co-funded by
the European Union

Other standards considered:

e |ISO/IEC 22989:2022: “Information technology — Artificial intelligence — Artificial
intelligence concepts and terminology”

e |ISO/IEC TR 24030:2021: "Information technology — Artificial intelligence (Al) —
Use cases”

e |ISO/IEC 23053:2022: “Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML)"

e ISO/IEC TR 24372:2021: “Information technology — Artificial intelligence (Al) —
Overview of computational approaches for Al systems”

Also, the ISO/IEC TS 4213:2022: “Information technology — Artificial intelligence —
Assessment of machine learning classification performance” has been considered for the
validation procedures.

VCD 3.3: Vineyard - Disease Identification

Several standards have been considered and evaluated in this demonstrator, among
these in ISO 25010, ISO 25012 and corresponding measures defined in ISO 25023 and ISO
25024, which are also relevant for Al-based systems have been studied and evaluated.

Other standards considered:

e [SO/IEC 22989:2022: “Information technology — Artificial intelligence — Artificial
intelligence concepts and terminology”

e |ISO/IEC TR 24030:2021: "Information technology — Artificial intelligence (Al) —
Use cases”

e |ISO/IEC 23053:2022: “Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML)"

e [SO/IEC TR 24372:2021: “Information technology — Artificial intelligence (Al) —
Overview of computational approaches for Al systems”

Also, the ISO/IEC TS 4213:2022: “Information technology — Artificial intelligence —
Assessment of machine learning classification performance” has been considered for the
validation procedures.

VCD 3.4: The “Prise de Mousse”

Several standards have been considered and evaluated in this demonstrator, among
these in ISO 25010, ISO 25012 and corresponding measures defined in ISO 25023 and ISO
25024, which are also relevant for Al-based systems have been studied and evaluated.
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Other standards considered:
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e |ISO/IEC 22989:2022: “Information technology — Artificial intelligence — Artificial
intelligence concepts and terminology”

e |ISO/IEC TR 24030:2021: "Information technology — Artificial intelligence (Al) —
Use cases”

e ISO/IEC 23053:2022: “Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML)"

e |ISO/IEC TR 24372:2021: “Information technology — Artificial intelligence (Al) —
Overview of computational approaches for Al systems”

Also, the ISO/IEC TS 4213:2022: “Information technology — Artificial intelligence —
Assessment of machine learning classification performance” has been considered for the
validation procedures.

URCA
This partner contributes to the all the demonstrators of the VC.
More specifically:

The VCD 3.1 “Vineyard - Yield Prediction”, the demonstrator which aims to develop a
reliable edge Al framework to perform yield forecast with a below 15% error margin, using
RGB cameras mounted in a robotic tractor to collect images from the plants and fruits.

The VCD 3.2 “Vineyard - Environment Monitoring”, the demonstrator which aims to
develop multi-objective Al models that can predict several threats and harmful conditions
using self-powering by combining the WSN architecture.

The VCD 3.3 “Vineyard - Disease lIdentification”, the demonstrator that focuses on
advancing on an edge Al framework for in-field and real time disease detection, allowing
champagne manufacturers and winegrowers to rationalize the application of
phytosanitary products.

The VCD 3.4 “The “Prise de Mousse”, the demonstrator which aims to develop and test
edge Al solutions to monitor and to localize bottle explosions during the second
fermentation/ageing phase of Champagne production.

Table 4.10: URCA standards

1)

Standard ISO/IEC 22989:2022: “Information technology — Artificial intelligence —
Artificial intelligence concepts and terminology” (2022)

Description General design principles for Al usage in software application development.
As we stand in reduced TRL levels (mostly academic research), URCA does
not need to commit strictly to these standards.

Descriptors Artificial Intelligence and Information Technology
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Technology Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42, Intelligence artificielle [3]

Technical

Committee

Keywords AI-BASED APPLICATION INTEGRATION

2)

Standard ISO/IEC TR 24030:2021: "Information technology — Artificial intelligence (Al)
— Use cases” (2021)

Description General design principles for Al usage in software application development.

As we stand in reduced TRL levels (mostly academic research), URCA does
not need to commit strictly to these standards.

Descriptors

Artificial Intelligence and Information Technology

Technology Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42, Intelligence artificielle [3]

Technical

Committee

Keywords Al-BASED APPLICATION INTEGRATION

3)

Standard ISO/IEC 23053:2022: “Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML)" (2022)

Description General design principles for Al usage in software application development.

As we stand in reduced TRL levels (mostly academic research), URCA does
not need to commit strictly to these standards.

Descriptors

Artificial Intelligence and Information Technology

Technology Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42, Intelligence artificielle [3]

Technical

Committee

Keywords AI-BASED APPLICATION INTEGRATION

4)

Standard ISO/IEC TR 24372:2021: “Information technology — Artificial intelligence (Al)

— Overview of computational approaches for Al systems” (2021)
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Description General design principles for Al usage in software application development.
As we stand in reduced TRL levels (mostly academic research), URCA does
not need to commit strictly to these standards.

Descriptors Artificial Intelligence and Information Technology

Technology Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42, Intelligence artificielle [3]

Technical

Committee

Keywords Al-BASED APPLICATION INTEGRATION

5)

Standard ISO/IEC TS 4213:2022: “Information technology — Artificial intelligence —

Assessment of machine learning classification performance” (2022)

Description General design principles for Al usage in software application development.
As we stand in reduced TRL levels (mostly academic research), URCA does
not need to commit strictly to these standards.

Descriptors Artificial Intelligence and Information Technology
Technology Al models - design, compression, optimisation
Blocks

ISO/IEC ISO/IEC JTC 1/SC 42, Intelligence artificielle [3]
Technical

Committee

Keywords AI-BASED APPLICATION INTEGRATION

4.2.3 Mobility
Mobility has been linked to VC4.

EdgeAl aims to develop Al-based monitoring technologies, to advance the mobility sector
according to three main different agents: the mobile agent (drones, UGVs, UAVs and other
vehicles), the stationary and the mobile multi-agent ones. Indeed, these technologies can
implement the automated mobility sector, contributing to the efficiency, reliability,
privacy, reusability of both indoor and outdoor applications.

Also, among the main challenges of this application area there is the development of
efficient energy methods, through the help of multi-sensors perceptors, interconnected
mobile robots, scheduling systems; these interventions would be very useful to allow
mobile agents to anticipate events. The implementation of mobility systems through
HW/SW is also considered, and also, the implementation of data acquisition systems into

embedded Al control systems.
This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
51



& KDT JU

Three demonstrators belong to the VC4.
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Table 4.11: VC4 - Mobility

VC4 - MOBILITY

VCD 4.1: Cognitive Mobile Multi-Agent (lead: EDI, IMEC)
Platform

VCD 4.2: Roadside Perception Units (RSPU) (lead: EDI, IMST, GNT, HUA, INTRA, ITML)
Connected with a LoRa 2.4 GHz Mesh Network

VCD 4.3: Condition Monitoring for Mobile (lead: NEURO, INTRA)
Agents

VCD 4.1: Cognitive Mobile Multi-Agent Platform

Several standards have been considered and evaluated in this demonstrator, among
these in ISO 25010, ISO 25012 and corresponding measures defined in ISO 25023 and ISO
25024, which are also relevant for Al-based systems have been studied and evaluated.

Other standards considered:

e ISO/IEC 22989:2022: “Information technology — Artificial intelligence — Atrtificial
intelligence concepts and terminology”

e |ISO/IEC TR 24030:2021: "Information technology — Artificial intelligence (Al) — Use
cases”

e ISO/IEC 23053:2022: “Framework for Artificial Intelligence (Al) Systems Using
Machine Learning (ML)"

e |ISO/IEC TR 24372:2021: “Information technology — Artificial intelligence (Al) —
Overview of computational approaches for Al systems”

Also, the standard ISO/IEC TS 4213:2022: “Information technology — Artificial intelligence
— Assessment of machine learning classification performance” has been important to
assess the performance of the trained models.

VCD 4.2: Roadside Perception Units (RSPU) Connected with a LoRa 2.4 GHz Mesh
Network

The relevant standards for this demonstrator that have taken into consideration are:

e ISO/IECTS 4213:2022
e |SO/IEC 23053:2022

e |SO/IEC 22989:2022

e [SO 25010

e [SO 25012
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e [SO 25023
e [SO 25024
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VCD 4.3: Condition Monitoring for Mobile Agents
No specific standards have been considered for this demonstrator.

GNT

This partner contributes to the Mobility sector within the project in VCD4.2: “Roadside
Perception Units (RSPU) Connected with a LoRa 2.4 GHz Mesh Network”.
This demonstrator aims to provide stationary agents interconnected by LoRa 2.4 GHz
mesh network, equipped with energy-efficient edge platforms for Al-based multi-sensor
processing. Also, the aim is to decentralize wireless communication to enable the
transmission of non-safety critical messages.

On these terms, GNT contributes with technologies related to cyber-security, i.e., a
certificate-based authentication and encryption module applied for securing data
transfers and a secure ML model transfer module applied in the context of Federated
Learning.

The standards used by this partner are:

Table 4.12: GNT standards

1)

Standard NIST FIPS 197 1: Advanced Encryption Standard (AES) (2021/2023)

Description In 2000, NIST announced the selection of the Rijndael block cipher family as
the winner of the Advanced Encryption Standard (AES) competition. Block
ciphers are the foundation for many cryptographic services, especially those
that provide assurance of the confidentiality of data. Three members of the
Rijndael family are specified in this Standard: AES-128, AES-192, and AES-
256. Each of them transforms data in blocks of 128 bits, and the numerical
suffix indicates the bit length of the associated cryptographic keys.

Descriptors Data transfer encryption

Technology Al platforms and toolchains

Blocks

ISO/IEC Information Technology Laboratory and the National Institute of Standards

Technical and Technology

Committee

Keywords CYBER-SECURITY, AUTHENTICATION, ENCRYPTION

2)
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Standard ISO/IEC  18033-3:2010: Information technology, Security techniques,
Encryption algorithms (2010)
Description ISO/IEC 18033 specifies encryption systems (ciphers) for the purpose of data

confidentiality, whereas ISO/IEC 18033-3:2010 specifies block ciphers, which
are a symmetric encipherment system with the property that the encryption
algorithm operates on a block of plaintext, i.e. a string of bits of a defined
length, to yield a block of ciphertext.

This standard specifies following algorithms:
- 64-bit block ciphers: TDEA, MISTY1, CAST-128, HIGHT;
- 128-bit block ciphers: AES, Camellia, SEED

Descriptors

Data transfer encryption

Technology Al platforms and toolchains

Blocks

ISO/IEC ISO/IECJTC 1/SC 27

Technical

Committee

Keywords CYBER-SECURITY, AUTHENTICATION, ENCRYPTION

3)

Standard RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile (2008)

Description The Certificate is indicated by the company at IETF Datatracker [4].

This document indicated the standard, which profiles the X.509 v3 certificate
and X.509 v2 certificate revocation list (CRL) for use on the Internet. In this
certificate, an overview of this approach and model is provided as an
introduction. The X.509 v3 certificate format is described in detail, with
additional information regarding the format and semantics of Internet
name forms. Standard certificate extensions are described, and two
Internet-specific extensions are defined. A set of required certificate
extensions is specified. The X.509 v2 CRL format is described in detail along
with standard and Internet-specific extensions. An algorithm for X.509
certification path validation is described. An ASN.1 module and examples
are provided in the appendices.

Descriptors

Client authentication

Technology Al platforms and toolchains

Blocks

ISO/IEC Network Working Group, Internet Engineering Task Force (IETF)
Technical

Committee

Keywords CYBER-SECURITY, AUTHENTICATION, ENCRYPTION
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4)
Standard RFC 7292 PKCS #12: Personal Information Exchange Syntax v1.1
Description More details about the standard used at IETF Datatracker [5].

The standard PKCS #12 v1.1 describes a transfer syntax for personal identity
information, including private keys, certificates, miscellaneous secrets, and
extensions. Machines, applications, browsers, Internet kiosks, and so on,
that support this standard allow a user to import, export, and exercise a
single set of personal identity information. This standard supports direct
transfer of personal information under several privacy and integrity modes

Descriptors

Client authentication

Technology Al platforms and toolchains

Blocks

ISO/IEC Internet Engineering Task Force (IETF)

Technical

Committee

Keywords CYBER-SECURITY, AUTHENTICATION, ENCRYPTION

5)

Standard ISO/IEC  9594-8:2020: Information  technology, Open  systems
interconnection, The Directory: Public-key and attribute certificate
frameworks (2020)

Description This standard address some of the security requirements in the areas of

authentication and other security services through the provision of a set of
frameworks upon which full services can be based.

Specifically, this Recommendation of the International Standard defines
frameworks for:

- public-key certificates;
- attribute certificates

Descriptors

Client authentication

Technology
Blocks

Al platforms and toolchains

ISO/IEC
Technical
Committee

ISO/IECJTC 1/5C6

Keywords

CYBER-SECURITY, AUTHENTICATION, ENCRYPTION

INTRA

This company contributes to the Mobility industry within one demonstrator, the VCD4.3
entitled “Condition Monitoring for Mobile Agents”. This demonstrator aims to develop Al-
based hardware/software solutions and the Al algorithms to use condition monitoring of
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selected mobile agent components (e.g., UAV motor bearings and other vehicle

components).

The standards applied by INTRA are the follows:

Table 4.13: INTRA standards

1)

Standard

ISO 9001:2015 - Quality Management of Products and Services (2015)

Description

This standard is a globally recognized standard that outlines the criteria for
a robust Quality Management System (QMS). Focused on ensuring the
consistent delivery of high-quality products and services, this standard
provides organizations with a framework to establish, implement, and
continually improve their quality processes. Emphasizing a process
approach, ISO 9001:2015 encourages a systematic and risk-based approach
to quality management, covering areas such as leadership commitment,
customer satisfaction, employee engagement, and continuous
improvement. By adhering to the principles of ISO 9001:2015, organizations
can enhance customer satisfaction, streamline their operations, and
demonstrate a commitment to quality and excellence in the increasingly
competitive global market.

Tasks

INTRA will contribute to the EdgeAl project with the realization of a data
management platform that will enable efficient and low-latency
communication across the various components in the participating value
chains

Technology
Blocks

Virtualisation - at firmware, OSs, and middleware layer

ISO/IEC
Technical
Committee

ISO/TC 176/SC 2

Keywords

DATA MANAGEMENT

2)

Standard

ISO 27001:2013 - Information Security Management System (2013)

Description

This standard is a globally recognized standard that outlines the
requirements for an Information Security Management System (ISMS). The
standard provides a systematic and comprehensive approach to managing
information security risks within an organization. 1SO 27001:2013
emphasizes the importance of assessing and treating information security
risks systematically, ensuring the confidentiality, integrity, and availability of
information assets. It covers a range of areas, including risk assessment, risk
treatment, information security policy, organizational context, and continual
improvement. By adhering to ISO 27001:2013, organizations can establish a
robust framework for managing information security, build trust with
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stakeholders, and demonstrate a commitment to protecting sensitive
information in an increasingly interconnected and digital world
Tasks INTRA will contribute to the EdgeAl project with the realization of a data
management platform that will enable efficient and low-latency
communication across the various components in the participating value
chains
Technology Virtualisation - at firmware, OSs, and middleware layer
Blocks
ISO/IEC ISO/IEC JTC 1/SC 27
Technical
Committee
Keywords DATA MANAGEMENT
EDI

In this application are, EDI play the role of lead of the VC4. Also, EDI is the lead of VCDA4.1
and VCD4.2.

VCDA4.1 “Cognitive Mobile Multi-Agent Platform” aims to develop deep learning-based
perception and acting system, including system for UGV control, to utilize observation
made by UAV. Also, this demonstrator aims to develop hardware that provides mobile
agents with the perceiving, comprehending, and reasoning abilities, complemented with
modular classical low-level reactive and deep-learning-based components on the deep-
edge level. On more specific terms, within this demonstrator, EDI focuses on activities
concerning the perception and acting system for mobile robots, deep-learning-based
deliberative planning and task orchestration.

VCD4.2 “Roadside Perception Units (RSPU) Connected with a LoRa 2.4 GHz Mesh Network”
aims to provide stationary agents interconnected by LoRa 2.4 GHz mesh network,
equipped with energy-efficient edge platforms for Al-based multi-sensor processing. Also,
the aim is to decentralize wireless communication to enable the transmission of non-
safety critical messages.
On more specific terms, within this demonstrator EDI deals with the provision of the
demonstrator infrastructure (physical place and roadside perception units - RSPU),
gateway developments to accommodate LoRa 2.4GHz multipath mPCle concentrator card
and the ability to host Al accelerators, RSPU interconnection and integration.

The standards used by EDI are:

Table 4.14: EDI standards

1)
Standard ISO/IEC 25010:2011 Systems and software engineering (2011)
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Description

This standard defines a quality in use model composed of five
characteristics (some of which are further subdivided into sub
characteristics) that relate to the outcome of interaction when a product is
used in a particular context of use. This system model is applicable to the
complete human-computer system, including both computer systems in use
and software products in use.

A product quality model composed of eight characteristics (which are
further subdivided into sub characteristics) that relate to static properties of
software and dynamic properties of the computer system. The model is
applicable to both computer systems and software products. The
characteristics defined by both models are relevant to all software products
and computer systems. The characteristics and sub characteristics provide
consistent terminology for specifying, measuring, and evaluating system
and software product quality. They also provide a set of quality
characteristics against which stated quality requirements can be compared
for completeness

Descriptors

Software quality

Technology Al software algorithms across the edge continuum, Al middleware

Blocks

ISO/IEC ISO/IECJTC 1/SC7

Technical

Committee

Keywords MOBILE AGENTS, STATIC AGENTS, LORA MESH, MOBILE MANIPULATION,
NLP-BASED PLANNING, CONDITION MONITORING, ROADSIDE PERCEPTION

2)

Standard ISO/IEC 25012:2008 Software engineering (2008)

Description This standard defines a general data quality model for data retained in a

structured format within a computer system. It can be used to establish data
quality requirements, define data quality measures, or plan and perform
data quality evaluations. It could be used, for example, to define and
evaluate data quality requirements in data production, acquisition and
integration processes, to identify data quality assurance criteria, also useful
for re-engineering, assessment and improvement of data, to evaluate the
compliance of data with legislation and/or requirements

Descriptors

Software quality

Technology Al software algorithms across the edge continuum, Al middleware

Blocks

ISO/IEC ISO/IECJTC 1/SC7

Technical

Committee

Keywords MOBILE AGENTS, STATIC AGENTS, LORA MESH, MOBILE MANIPULATION,

NLP-BASED PLANNING, CONDITION MONITORING, ROADSIDE PERCEPTION
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3)
Standard ISO 10218-2:2011 Robots and robotic devices (2011)
Description This standard specifies safety requirements for the integration of industrial

robots and industrial robot systems as defined in ISO 10218-1, and
industrial robot cell(s). The integration includes the following: the design,
manufacturing, installation, operation, maintenance and decommissioning
of the industrial robot system or cell; necessary information for the design,
manufacturing, installation, operation, maintenance and decommissioning
of the industrial robot system or cell; component devices of the industrial
robot system or cell

Descriptors

Robotics devices

Technology Al software algorithms across the edge continuum, Al middleware

Blocks

ISO/IEC ISO/TC 299

Technical

Committee

Keywords MOBILE AGENTS, STATIC AGENTS, LORA MESH, MOBILE MANIPULATION,
NLP-BASED PLANNING, CONDITION MONITORING, ROADSIDE PERCEPTION

4)

Standard ISO/IEC CD 23053:2022 Framework for Artificial Intelligence (Al) Systems
Using Machine Learning (ML) (2022)

Description This document establishes an Artificial Intelligence (Al) and Machine

Learning (ML) framework for describing a generic Al system using ML
technology. The framework describes the system components and their
functions in the Al ecosystem. This document is applicable to all types and
sizes of organizations, including public and private companies, government
entities, and not-for-profit organizations, that are implementing or using Al
systems

Descriptors

Al

Technology Al software algorithms across the edge continuum, Al middleware

Blocks

ISO/IEC ISO/IECJTC 1/5C 42

Technical

Committee

Keywords MOBILE AGENTS, STATIC AGENTS, LORA MESH, MOBILE MANIPULATION,
NLP-BASED PLANNING, CONDITION MONITORING, ROADSIDE PERCEPTION

5)

Standard ISO/IEC 22989:2022: “Information technology — Artificial intelligence —
Artificial intelligence concepts and terminology" (2022)

Description This document establishes terminology for Al and describes concepts in the

field of Al; it can be used in the development of other standards and in
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support of communications among diverse, interested parties or
stakeholders. It is also applicable to all types of organizations (e.g.
commercial enterprises, government agencies, not-for-profit organizations)

Descriptors

Al

Technology Al software algorithms across the edge continuum, Al middleware

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42

Technical

Committee

Keywords MOBILE AGENTS, STATIC AGENTS, LORA MESH, MOBILE MANIPULATION,
NLP-BASED PLANNING, CONDITION MONITORING, ROADSIDE PERCEPTION

6)

Standard ISO/IEC TR 24030:2021: “Information technology — Artificial intelligence (Al)
— Use cases” (2021)

Description This document provides a collection of representative use cases of Al

applications in a variety of domains

Descriptors

Al

Technology Al software algorithms across the edge continuum, Al middleware

Blocks

ISO/IEC ISO/IEC JTC 1/SC 42

Technical

Committee

Keywords MOBILE AGENTS, STATIC AGENTS, LORA MESH, MOBILE MANIPULATION,
NLP-BASED PLANNING, CONDITION MONITORING, ROADSIDE PERCEPTION

7)

Standard ISO/IEC TR 24372:2021: “Information technology — Artificial intelligence (Al)
— Overview of computational approaches for Al systems (2021)

Description This document provides an overview of the state of the art of computational

approaches for Al systems, by describing:
a. main computational characteristics of Al systems.

b. main algorithms and approaches used in Al systems, referencing use
cases contained in ISO/IEC TR 24030

Descriptors

Al

Technology Al software algorithms across the edge continuum, Al middleware
Blocks

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee
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Keywords MOBILE AGENTS, STATIC AGENTS, LORA MESH, MOBILE MANIPULATION,
NLP-BASED PLANNING, CONDITION MONITORING, ROADSIDE PERCEPTION
8)
Standard ISO/IEC TS 4213:2022: “Information technology — Artificial intelligence —
Assessment of machine learning classification performance” (2022)
Description This document specifies methodologies for measuring classification
performance of machine learning models, systems and algorithms
Descriptors Al
Technology Al software algorithms across the edge continuum, Al middleware
Blocks
ISO/IEC ISO/IECJTC 1/SC 42
Technical
Committee
Keywords MOBILE AGENTS, STATIC AGENTS, LORA MESH, MOBILE MANIPULATION,
NLP-BASED PLANNING, CONDITION MONITORING, ROADSIDE PERCEPTION
ITML

This partner contributes to the Mobility sector within the project in VCD 4.2: “Roadside
Perception Units (RSPU) Connected with a LoRa 2.4 GHz Mesh Network”, the
demonstrator which aims to provide stationary agents interconnected by LoRa 2.4 GHz
mesh network, equipped with energy-efficient edge platforms for Al-based multi-sensor
processing. Also, it aims is to decentralize wireless communication to enable the
transmission of non-safety critical messages.

On these terms, ITML focuses on the design and training of sequential learning models
for time series sensor data, ensuring their accuracy will not be compromised when
deployed to constrained edge devices. ITML will also contribute to the federated learning
architecture by designing the data contracts and data validation aspects of data and
model weights exchanged.

The standards used are:

Table 4.15: ITML standards

1)
Standard ISO/IEC AWI TR 24372:2021 Information technology — Artificial intelligence
(Al) — Overview of computational approaches for Al systems (2021)

Description This standard is a technical report that provides an overview of the state of

the art of computational approaches for Al systems. While it may not

officially be updated as a standard, the information within the report

remains relevant due to the continuous advancements in the field of

artificial intelligence. The document provides a comprehensive overview of
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the main computational characteristics, algorithms, approaches, and use
cases of Al systems. It also discusses future trends in Al, making it a valuable
resource for organizations and individuals interested in understanding and
implementing Al technologies

Descriptors

Al

Technology Al models - design, compression, optimisation

Blocks

ISO/IEC ISO/IECJTC 1/SC 42

Technical

Committee

Keywords COMPUTATIONAL APPROACHED FOR Al SYSTEMS

2)

Standard ISO/IEC CD 23053:2022 Framework for Artificial Intelligence (Al) Systems
Using Machine Learning (ML) (2022)

Description This standard is a draft standard that provides a framework for describing

a generic Al system using ML technology. The framework describes the
system components and their functions in the Al ecosystem. The company
underlines that the draft standard is still under development and is not yet
finalized. However, it is expected to be published as an International
standard soon.

Descriptors

Al

Technology
Blocks

Al models - design, compression, optimisation

ISO/IEC
Technical
Committee

ISO/IECJTC 1/SC 42

Keywords

FRAMEWORKS FOR Al SYSTEMS USING MACHINE LEARNING

IMEC

This company contributes to the VCD4.1 “Cognitive Mobile Multi-Agent Platform”, the
demonstrator which aims to develop the deep learning-based perception and acting
system, in order to provide the mobile agents with the perceiving, comprehending, and
reasoning abilities complemented with modular classical low-level reactive and deep-
learning-based deliberative planning and task allocation components on the deep-edge

level.
Table 4.16: IMEC standards
1)
Standard NEN-EN-ISO 9001:2015 (2015)
Description Quality assurance process
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ISO/IEC NEN-EN-ISO 9001:2015

Technical

Committee

CEN Technical NEN-EN-ISO 9001:2015

Committee

Keywords QUALITY ASSURANCE

2)

Standard ECC Report 282: Point-to-Point Radio Links in the Frequency Range

Description Point-to-Point Radio Links in the Frequency Ranges 92-114.25 GHz and 130-
174.8 GHz

ISO/IEC ECC Report 282

Technical

Committee

CEN Technical ECC Report 282

Committee

Keywords RADIO FREQUENCY

3)

Standard ISO/IEC 25000

Description Software and data quality

Descriptors

ISO/IEC 25000 series of standards [6]

ISO/IEC ISO/IEC 25000

Technical

Committee

CEN Technical ISO/IEC 25000

Committee

Keywords QUALITY SOFTWARE

4)

Standard I[EEE 1012-2016: IEEE standard for System, Software (2016)

Description IEEE standard for System, Software and Hardware Verification and

Validation

Descriptors

IEEE SA - IEEE 1012-2016 [7]

ISO/IEC
Technical
Committee

IEEE 1012-2016
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CEN Technical

IEEE 1012-2016

Committee

Keywords VALIDATION, VERIFICATION

5)

Standard IEEE 1012-2016: IEEE standard for System, Software (2016)

Description IEEE standard for System, Software and Hardware Verification and

Validation

Descriptors

IEEE SA - IEEE 1012-2016 [7]

ISO/IEC IEEE 1012-2016

Technical

Committee

CEN Technical IEEE 1012-2016

Committee

Keywords VALIDATION, VERIFICATION

6)

Standard SEMI global industry association representing the electronics manufacturing
supply chain

Description Documents for specification, test methods, terminology, practices in the
field of manufacturing supply chain

ISO/IEC SEMI Standards Committee

Technical

Committee

CEN Technical SEMI Standards Committee

Committee

Keywords SUPPLY CHAIN

7)

Standard ISO/TC 44/SC 12: Soldering materials

Description Standardization in the field of soft solders and fluxes for soldering materials

Descriptors

ISO/TC 44/SC 12 - Soldering materials [8]

ISO/IEC ISO/TC 44/SC 12

Technical

Committee

CEN Technical ISO/TC 44/SC 12

Committee

Keywords SOLDERING, SOLDERING MATERIALS
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8)

Standard ISO/TC 44/SC 12: Soldering materials

Description Standard about soldering materials

Descriptors ISO/TC 44/SC 12 - Soldering materials [8]

ISO/IEC ISO/TC 44/SC 12

Technical

Committee

CEN Technical ISO/TC 44/SC 12

Committee

Keywords SOLDERING, SOLDERING MATERIALS

9)

Standard IEC 61192-5: Workmanship requirements for soldered electronic assemblies
Description Rework, modification and repair of soldered electronic assemblies
ISO/IEC TC 91

Technical

Committee

Keywords WORKMANSHIP, SOLDERED ELECTRONICS

4.2.4 Digital society
Digital society has been linked to VC5.

The main challenge of this key application area is to better integrate the interaction
between technology and human users. More specifically, this area aims to better interpret
the stimuli of digital systems with the help of Al. Since such stimuli are often generally
poorly differentiated and sometimes contradictory, this value chain aims to enable and
implement reactive processes to better integrate humans' interactions within the digital
infrastructures.

This VC increases the Al's ability to interpret information for the purpose of triggering
autonomous responses; by doing so, three sensed environments have been considered
(an industrial machine room, a home/office area, a robotized manufacturing area). This
project aims to implement such cooperation between Al and human responses, in order
to optimize actions over time by learning the best strategy. From a more technical
perspective, the main objectives of this VC relate to the development of Al platforms,
integrating them with a large variability of sensor-data (continually self-supervised).

This VC5 includes three demonstrators:
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Table 4.17: Digital Society

VCS - DIGITAL SOCIETY
VCD 5.1: Machine Room (lead: TECHNO, NXP-NL, TUE)

VCD 5.2: Human Activity Inference in (lead: SIG, ALMENDE, TUE, NXP-NL)
Office/Home/Industrial Facilities

VCD 5.3: Shared Human and Robot Operating | (lead: TUE, NXP-NL, TECHNO)
Spaces

VCD 5.1: Machine Room

No specific standards have been considered for this demonstrator now.
VCD 5.2: Human Activity Inference in Office/Home/Industrial Facilities
The standards considered are those of ZigBee & Matter standards.

VCD 5.3: Shared Human and Robot Operating Spaces

No specific standards have been considered for this demonstrator now.

4.3 Interaction with Standardisation Bodies

At now, there have not been interactions with Standardization Bodies, considering that
the status of the activities is still at the beginning. The objective for the future is to involve
and engage, further, these bodies to better assess the direction of the activities. Further,
within the project, there will be the attempt to understand how to implement new inputs
to the standards that concern Artificial Intelligence.

The Standardization Bodies which have considered by the partners are:

e CEN: European Committee for Standardization
It is an association which brings together the National Standardization Bodies of
33 European countries. CEN is active in multiple sectors, including ICT, services,
packaging, chemicals, construction, consumer products, energy, environment,
health and safety ones. The CEN provides a platform for the development and the
consultation of the European Standards and other technical documents,
depending on the kind of products produced and of processes applied.

e ISO: International Standardization Organization
This is an international standard development organization which has published
over 24.500 international standards. The organization organizes and develops
standards, especially in the technological and manufacturing sectors.

e |EC: International Electrotechnical Commission
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technical area. It is a global organization whose work monitors the quality
infrastructure and the international trade in electrical and electronic goods.
Among its main objectives there is to facilitate technical innovation, to enhance
efficient infrastructures and to develop affordable and sustainable access to
energy. This organization also operates to implement the smart urbanization of
cities, of transportation systems, to mitigate climate change and to increase safety
of people and environment.

5 Conclusion

5.1 Contribution to overall picture

VC1 - Digital Industry:

Within the Value Chain 1 (Digital Industry) the standardization activities reveal as
fundamental to better assess the expected outcomes of the project. Within this VC
standards are indeed applied in several sectors, to implement Al-based systems, which
will result very useful to better monitor and process the activities to be done.

The standards used by the companies in this VC are mainly referred to the world of
Information technologies; within this field, in fact, standards are mainly used by partners
to apply and to create a common terminology in the field of data management. The
standards result as very useful in this key application area, given that they are used to
provide and improve the management of data; partners apply standards to provide a kind
of structured framework in data management, considering the complexity of the
digitalized world.

VC2 - Energy:

Within the Value Chain 2 (Energy), the inputs gathered by the companies indicate a great
engagement within the project in terms of technological innovation.

Considering the standards indicated by the partners, these result as a very important
references to use, to better assess and define the measurements to be done. The
standards used within this demonstrator result as very important especially to create a
common terminology among the activities to be done, and therefore, to better formalize
them; the standards serve to assess their effectiveness, but also to better define the
transparency, explainability, safety and privacy issues regarding Al technologies.

VC3 - Agri-food and Beverage:
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Within the Value Chain 3 (Agri-food and Beverage), the inputs collected by the partners
result as fundamental to develop Al-based technologies, which the entire project Edge Al
aims to implement. The standards used, indeed, aim to contribute to the new
technologies used in the sector.
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Quite all of the standards used are connected with the world of Information technology;
through standards, partners are trying to improve the monitoring and the tracking of their
activities, in order to reduce human errors and to fuel innovation in production.

VC4 - Mobility:

Within the Value Chain 4 (Mobility), the inputs collected by the partners result important
to develop and monitor Al-based technologies.

More specifically, also here the standards used are mainly related to the world of
Information technology and Information exchange. Standards are used to allow users to
exercise information in a correct way, especially considering the elements of privacy,
security, and integrity. By adhering to standards, partners show they are trying to
establish a robust methodology to manage information systems, to better protect
sensitive information.

The standards relating the software sector are very important too, considering they help
partners to define and plan data acquisition and integration and to evaluate their
compliance.

Also, standards are often relating to the quality management sector; they are used within
this VCD4 by partners to establish a kind of framework, in order to assess a systematic
and risk-based approach. Also here, the main ambition is the usage of standards to create
a common way of operating and a common terminology to be used in the sector of Al.

VCS5 - Digital Society:

Within the Value Chain 5 (Digital Society) the main challenge related to standardization
mainly includes the integration of technology with human users; at the moment, partners
involved in this VC have not considered standardization’s tools yet.
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