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A project of the scale of EdgeAl is exposed to specific technical, managerial, and
administrative risks during its execution. It is essential that the overall project
management keeps track on potential risks, their potential impact and continuously seeks
for mitigation.

Certain risks and their potential impact can be identified upfront, and appropriate
mitigation strategies can be defined.

In advance, the EdgeAl consortium identified a set of potential risks for the project, which
were adopted by the Project Management Board (PMB) together with a concrete
methodology for assessing risks.

The deliverable presents the risk management plan, including a set of risks identified
upfront, the Failure Mode and Effect Analysis (FMEA) strategy for assessing and mitigating
risks that will be used during project execution, and potential risk follow-up and reporting
procedures. The risk management plan defines how EdgeAl project's risk management
process is executed. This includes the tools and approaches for risk identification,
assessment, mitigation, and monitoring activities.

2 Introduction and scope

EdgeAl is a large and complex research and development project requiring adequate
management structures for risks.

During the proposal preparation phase, the consortium had already identified a list of
potential risks for the project, whereas after the project start, the PMB has decided to
adopt a concrete methodology for assessing risks. To this extent, this deliverable
presents:

e The set of risks identified in the proposal preparation phase.

e The Failure Mode and Effect Analysis (FMEA) strategy for assessing and mitigating
risks that will be used during project execution.

e FMEA and potential risk follow-up and reporting procedures.

Regarding the process that will be followed within the project, the VC and WP leaders will
at regular time intervals inform the PMB during the PMB telcos, on any potential risks
identified, to decide early on the mitigation.

The risks will also be reported on the participants portal, as well as in the midterm and
periodic reports, using the FMEA.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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A research and innovation project can be exposed to specific technical, managerial, and

administrative risks during its execution. It is therefore important that the overall project
management keeps track on potential risks, their potential impact and permanently seeks
for mitigation. Certain risks and their potential impact can be identified upfront, and
appropriate mitigation strategies can be defined. Table 3.1 contains a list of risks already

identified, their potential impact and their EdgeAl project risk mitigation strategy already
foreseen to be followed [1]. The probability and severity of each risk is classified as low

(L), medium (M) and/or high (H).

Table 3.1: Identification of risks and proposed mitigation measures

Descriptions and

consequences of risks

Probability

Severity

Related
WPs / VCs

Proposed risk mitigation
measures

Data (Technical level)

Description: Training Data

insufficient (quality, amount,

content) Quality check on the dataset.
’ WP4, WP5/

01 Consequence: Training does M/H M/H Early : sgarch of _ datasets.

. : VC1, VC4, vcs |[Modification of demonstrator

not deliver trustworthy NNs. and/ or methodology.

The training method chosen

may be inappropriate.

Description: Insufficient

Iabell‘e‘d data conta.ining trigger Trigger conditions will be

COI’.ld.ItIOI’lS are available for Al inserted into the data to create

02 training purposes. H L WP4, WP5/ |realistic fault conditions. The

Consequence: EdgeAl are not VC1, VC4, VCs |Use .Of syr?thetic data  for
sufficiently well trained to training will also be
discriminate real and false investigated.
triggers conditions.
Description: Weather Some techniques can be used
conditions  may lead to to counterbalance unbalance
unbalanced datasets, especially datasets. such as SMOTE or the
. . . WP4, WP5, '

03" the case of disease detection. M " WPe/  |generation of artificial datasets
Consequence:  Unbalanced ve3 (using GAN). We also count on
datasets tend to reduce the the data gathering over
accuracy of the models, different years to account for
threatening the KPIs. different weather conditions.
Description: Data gathering Al models can be started using
may be hindered due to public datasets and raw
restricted access to the vineyard material from previous

04 during the growing phase. L M Wp4/ experiments. Nonetheless, we
Consequence: This may VC3 need a fuII-timg coverage to
postpone the development of follow th.e Vine — growing,
models as the time frame is espeCIaI!y in the case of yield
limited each year. forecasting.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Description: Climatic accident:
frost or hail: Total loss of
flowers and grapes or no bottle
explosion around sensors, no
data collection.

Consequence: No data is
available for NN model and
training.

WP4, WP5,
WP6/

vCa3

Postpone the data collection
by one year.

Electronic components (Technical level)

06

Description: Equipment
acquisition procedure delayed.

Consequence: The missing
components need to be
substituted with alternatives
that possibly is not meeting the
requirements defined in WP1.

WP1, WP2,
WP3, WP4,
WP5, WP6/

VC1, vC2, VC3,
VC4, V(5

Critical equipment acquisition
is planned at the beginning of
the project, so that the impact
of delays is minimized.

07

Description: Electronics
components not available.

Consequence: The missing
components needs to be
substituted with alternatives
that possibly is not meeting the
requirements defined in WP1.

WP3, WP4,
WP5/

VC2, V(a3

Alternative components will be
planned at the beginning of
the project to enable demo
with limited/reduced
functionality.

08

Description: The Al edge
platform for the
implementation of  deep
learning techniques will not be
available in the expected time.

Consequence: The deployment
and validation of models may
be delayed.

WpP4/
VC2, V(a3

Most models are pretrained in
high-performance
infrastructures to accelerate
this step. The adaption to Al
edge platforms may be
delayed if these platforms are
not available, but the risk is
minimum as most platforms
are already available
(STM32+TPU, Nvidia Jetson).

Al-based hardware developments (Technical level)

Description: Power
consumption of Al on edge
device are too high for full

EdgeAl device will be deployed

autonomous operation (due to WP3, Wp4, |With suppleme'n.tal . power

09 |early build state of HW). WP5, wpe/ [source and  mitigations  to
ensure power source do not

Consequence: Intended VC4,VC5 |5 ffect sensed data will be

deployment model of made.

autonomous device cannot be

realised.

Description: Silicon samples

manufacturing delayed. WP3/ Planning fine-tuning and usage
10 |consequence: Deliverable may VC2 V3 of rush modes processing to

be delayed; not full validation
can be achieved.

recover the delays.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Description: Design integration
for the qualification of new
eNVM will be carried out for the
first time and may present
unanticipated problems.

Consequence: Deliverable may
be delayed; not full validation
can be achieved.

WP3/
V(3

Adaptation of technology
and design to achieve
desired specifications. A delay
of 6 months is possible.

12

Description: Modularity and
miniaturisation for the lighting
features.

Consequence: Can  affect
seamless integration and costs.

WP1, WP2,
WP5, WP6/

vC2

Market research and focus on
most common available
standards, and at the same
time consider different
interfaces in the development.

13

Description: Mesh and swarm
intelligence.

Consequence: Negative
influence on the compatibility,
connectivity, and  wireless
interference, and thus the
functionality.

WP1, WP2,
WP5, WP6/

VC2,VC4

Use standard wireless
interfaces; and ensure
approved frequency and
power use according to
regulatory authorities.

Al-based Software, Algorithms, and

middleware developments (Technical level)

14

Description: Tool chain
availability delay.

Consequence: People cannot
implement Al at the edge.

WpP4/
V3

Refine planning using previous
generation of devices or
adding an Al coprocessor.

15

Description: The chosen and
developed Al tools, methods
and algorithms are not able to
cope with the wide variety of
unknown real-life
circumstances.

Consequence: Possible
decrease in precision/
confidence when Al models are
deployed in harsh/ unknown
conditions.

WP4, WP5,
WP6/

VC2,VC4

The methods will be chosen
carefully by considering the
possible risks, usability and
most importantly the
generalization aspects. The
respective
systems/demonstrators will be
built as modular as possible
which covers an efficient
adaptation to changes by
respective component change
such that change to this
component has  minimal
impact on other components
and the overall performance of
the system. High attention will
be devoted to training data
acquisition  for which a
synthetic data generation
approaches will be explored.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Description: The chosen and
developed Al tools, methods

This risk may occur when the Al
tools, methods and algorithms

are deployed in real life
production scenarios.
Preventive actions: The
methods will be chosen

carefully by considering the

and algorithms are not
sustainable enough for the possible risks, usability and
envisioned demonstrator most importantly the
. . . WP1, WP4/ ; il
16 |properties of industrial LM M sustainability factors.
processes. VC1 Corrective actions: The
framework will be built as
Consequence: Rework would modular as possible which
be time consuming or could covers an efficient adaptation
lead to refinement of the to changes by respective
demonstrator. component change such that
change to this component has
minimal impact on other
components and the overall
performance of the system.
Ensure that the threshold for
Description: User interfaces using the equipment must not
with near real-time be too high or heavy in use, by
information/ actuation in the developing an intuitive user-
energy domain. WP1, WP2, Ifriendly interface based on
17 |consequence:  Bad  user M M WPS5, WP6/ |\vell-known design principles,
experience, may result in new vC2 test results by relevant
services not being purchased, reference groups, and always
put into service, or used include available updated
incorrectly. energy related information in
near real-time.
Integration (Technical level)
Description: Integration of
technologies too time-
consuming/ failing/ too low WPS/ Aspects of technology are
18 |quality. M M validated in more a standalone
Consequence: Not all aspects VC1, VC4, VS lenvironment.
of the WP developments come
together in demonstrator.
Description: Al and [0/ lloT Demonstrators were designed
system integration of the with the knowledge of the
demonstrators is not compliant WP/ infrastructure and deployment
19 |with the existing infrastructure. L M environment. Mitigation
VC2, VC3, VC5 involves basically the

Consequence: Redefinition of
demonstrator objectives and
KPIs.

restructuring of some stack
levels (communication
gateways, power sources).

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Description: Developed

In the demonstrators we
expect to use communication
technologies adapted to the
requirements of Edge Al (Lora,

communication  technologies mesh), and some scgnarios
are not able to support the pus'h t'he.se technologies tp
distributed intelligence. WP5/ their limit to study their
20 L L behaviour in harsh
Consequence: Need to use VC2,VC3  |environments. While this is
more  expensive and less part of the objectives, the
efficient communication usage of alternative
technologies. communication technologies
such as Wi-Fi or 5G can be
considered in case of real
necessity.
Validation and demonstration (Technical level)
Description: Development of )
demonstrators in use cases is Continuous  updates  of
more expensive and need more WP4, wps, |expected development costs
21 |efforts than planned. M L/M WP6/ based on continuous
N monitoring;  switching  to
Consequence: [nitial planned VC1,VC2, VG5 (5iternative and  less  cost-
demonstrator goals cannot be intensive resources.
achieved.
Description:  Demonstrator Continu.ous documentation
specific domain expert of required expert knowledge
knowledge is unavailable. wp4, wps, [for 'demons'trators to avoid
o WP6/ "brain drain" during the
22 |consequence: Validation ~of M M project; refer to similar experts
models not achievable in time. vCi from other
Learning cycles are companies/domains; identify
endangered. "key informants".
Description: Al-platform has Validate: (1) Neural networks
insufficient maturity (quality) and training methpdologywmh
for long-duration deployment in previous generation HW. (2)
live use-case Scenarios. WP4, WP5, " |Record Data with new and old
23 ‘ M L/M Wpe/ generation HW but process
Conseqyence: .Al-platfolr'm is vc2,ves  |offline in lower  TRL
not validated in live ("semi- environment. Demo- only in
production") use case / is live environment, no long-
validated at a lower TRL only. duration deployment.
Description: Performance Expert committee team within
goals of thg demonstrators Wp3, wps/ [the VC to find the best
24 |cannot be achieved. M L compromise. Implementation
Consequence: Project goals ves of ‘"reduced version" of
cannot be reached. demonstrators.
Description: Demonstrators'
implementation cannot match WP5, WP6/
i Requirements review iteration
o5 |all requirements. L L
> VC1, VEz, Va3, by VC expert team.
Consequence: Implementation VC4, V(5

plan adjustment.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Description: Final
demonstrators' integration )
requires  additional  skills/ WP5/ New skills and resources
26 L L identification (in the
resources.
V3, VC4, VG5 | consortium or outside).
Consequence: Implementation
plan adjustment.
Description: System platform
has insufficient number of
devices for live use-case
57 |scenarios. M LM Wpé/ Demo-only in live environment
VC3, VC4 |covering a smaller area.
Consequence: Al-platform is '
not validated in validated at a
lower TRL only.
Global (Project level)
Description: Cannot. access Alternate deployment
target deployment gnwronment environment will be selected.
due. to change in pglltlcal, The techniques developed are
environmental (pandemic, .or WP1, wp2, |generally applicable, so this is
o.ther reasons), or technical WP3.Wpa [not considered to present a
28 |cIrcumstances. L M WP5, Wpe/ |major  problem.  Pro-active
C - Dat t b behaviour for labs activities
onsequence: Data cannot be VC3, VC4, VCS | A Y. Virtual .
collected  from  intended usage). virtual meeting,
deployment environment for alternatives demo-scenarios,
the purpose of training or possible extension of the
testing the developed Al. project period.
Description:  Privacy  and
anonymisation of data as are
add're55|rjg the private spaces WP1, WP2,
59 (residential). M H WP5, Wp6/ |Follow the GDPR and any local
. regulations.
Corfsequence. Lack of.data VC2,VC4
basis for the algorithms

development can affect the
accuracy/ results.

Dissemination, exploitation, and impact (Project level)

30

Description: The
demonstration and
dissemination activities are not
adequate to ensure optimal use
of the project results.

Consequence: Not efficient
exploitation of project results.

H VC1,VC2, VC3,
VC4, VC5

WP7/

Exploitation tasks in WP7. Each
partner has a strong network
of potential end-users that
encourages dissemination and

exploitation. In addition,
dissemination,

communication, and
exploitation tasks will be
carried out according to
specific dissemination and

exploitation plans identified at
an early stage in the project
(updated plan) to ensure
knowledge  transfer  and
concrete and efficient use of
project results.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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The pilot applications were
carefully selected in domains
where the significant market

o growth is prognosed
Description: Une.xpected (according to all available
market  stagnation in  key WP7/ studies) in the project horizon.

31 |application areas. M M VC1,VC2, VC3, Qne of the key roles of EdggAI
Consequence: Change of vC4,ves  |is to look for new perspective

application domains and adapt
the proposed framework for

EdgeAl market impact.

them according to the
continuous market
monitoring.

Note that during the GA preparation, those risks have been already entered in the ECAS
participant portal.

Apart from those risks and considering several risks might be coming up during project
execution, the PMB has decided to adopt and utilize a specific method for tackling all
those risks, described in the following section.

4 Risk assessment during project execution - the failure mode
and effect analysis (FMEA)

EdgeAl will use a risk assessment and mitigation plan per value chain (VC), as well as per
work package (WP), which is detailed and based on the internationally most well-known
and accepted risk assessment methodology namely Failure Mode and Effect Analysis
(FMEA) [2][3][4].

According to the FMEA rationale, each risk can be assessed through the product of its
severity (S), occurrence probability (O) and detectability (D). The FMEA methodology for
assigning risks are shown in the tables below. This is one of the most well-established
methodologies for assessing risks at an international level and EdgeAl uses this
methodology to ensure timely and effective execution of work.

Table 4.1: Failure Mode Effect Analysis (FMEA)

Risk priority number

Severity level

Mitigation possibility

(Sx0OxD)

Disastrous 513-1000 Very high
Severe 217 -512 High
Moderate 65-216 Medium
Slight 64 -9 Low
Insignificant 0-8 Improvable

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Table 4.2: Risk severity (S)

Risk of unmitigated risk Technical/Organisational issue

The most serious effect of the failure mode would result

9-10 Disastrous . . .
in project failure.
The most serious effect of the failure mode would result
in disruption of one or more of the items in terms of the
7-8 Severe

project's scope, time, and/or resource definition and
require serious reorganisation.

Failure would result in considerable delays, reworking or
5-6 Moderate reorganisation. Some changes to roles and
responsibilities may be required.

Failure would cause some minor delays or

3-4 Slight reorganisation.

There would be no discernible effect in terms of the

1-2 Irrelevant .
project's end goal.

Table 4.3: Risk occurrence probability (O)

Occurrence probability (O) Technical/Organisational issue
9-10 High This failure mode is almost certain to occur.
7_g Moderate There is a moderate possibility for the failure mode to
occur.
5.6 Occasional There is a possibility of occasional occurrence of the
failure mode.
3-4 Remote There is a slight probability that the fault will occur.
1-2 Improvable It is unlikely that a fault will occur.

Table 4.4: Risk detectability (D)

Detectability (D) Technical/Organisational issue
It is impossible or improbable that the technical/
9-10 Low - . .
organisational failure will be detected.
7-8 Fail The issue is detected only in particular cases.
5.6 Moderate It is probable that the technical/ organisational issue will
be detected.
3.4 Good |t.IS highly likely that the technical/ organisational issue
will be detected.
1-2 High It is certain that the risk outcome will be detected.

The risk mitigation is an iterative process and may involve:
e Reducing the probability of the hazard occurring.
e Increasing failure detection speed and probability.
This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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e Reducing the severity (magnitude) of the consequences of the potential hazard
protecting against the risk - mitigating strategies to compensate for a failure (e.g.,
back-up).
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Figure 4.1 shows a screenshot of the initial EdgeAl project template for the risk monitoring
(follow-up) Excel tool using FMEA.

Requirement =G ) REEEE Risk cause Risk detection  Risk severi D((L'?:::I’I(E [ RI:KLTY s Relevans [ C:"::_’;:EL‘::‘“
eq mode (risk) of failure mode ity detectability measures WP/VC caretaker

probabili (RPN) examples
| | - IR B B [
0

Figure 4.1: EdgeAl FMEA - risk analysis template in Excel

Regarding the process that will be followed within the project, the VC and WP leaders will
at regular time intervals inform the PMB during the PMB telcos, on any potential risks
identified, to decide early on the mitigation.

The risks will also be reported on the participants portal, as well as in the midterm and
periodic reports using the FMEA.

5 Conclusion

A project of the size of EdgeAl is exposed to specific technical, managerial, and
administrative risks during its execution, and clear definitions of processes are mandatory
for the stringent implementation and successful execution of the project.

The PMB team will track potential risks and their impact and permanently seek mitigation.
Specific risks and their potential impact can be identified upfront, and appropriate
mitigation strategies can be defined.

EdgeAl requires that the potential risks are identified early in the project to assess the
risks and take action to mitigate and recover. High-impact/-probability risks will be under
special supervision by the PMB team. The overall operational management approach will
implement processes for identifying and resolving project risks, which follow established
best practices of project management.

The risk identification involves all WPs and VCs and is naturally carried out as a sequence
of moderated project meetings. The risk analysis at the management level will be
monitored continuously during the project's lifetime. All project risks will be constantly
monitored and managed during VCs and WPs activities.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl KDT JU project consortium without prior permission of the beneficiaries in written form.
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Risk management mechanisms are among the most important to ensure smooth project
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execution. In this respect, this deliverable has presented the process that EdgeAl will
follow to identify and manage risks. The FMEA risk assessment methodology has been
analysed, and the EdgeAl consortium will use this methodology for assessing and
mitigating risks that will arise during project execution.
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