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1 Publishable summary

This deliverable document (D8.06) is the first update of the initial Data Management Plan
(DMP) (D8.03) [1] prepared in task T8.1 under work package WP8 in the Chips JU EdgeAl
project. It aims to inform and guide the project beneficiaries, affiliated entities and
associated partners concerning the management and administration of data produced in
the project. The DMP is based on the FAIR data principles, which describe how research
data/metadata should be organised to be easily findable, accessible, interoperable, and
reusable (FAIR) during the project lifetime and after the project ends.

Data and metadata must be findable to enable effective use or reuse. They should also
be relatively easy for stakeholders (both persons and computers), to locate and access.
[2]. Clear information on how the data can be accessed, including details on
authentication and authorisation if required, should be provided. Additionally, the data
must be interoperable with the relevant applications and workflows for analysis, storage,
processing, and possible integration with other datasets. Finally, and the data and
metadata should be well-documented, enabling replication and combination in different
contexts to optimise their potential for reuse.

The DMP is a dynamic document. This initial revised version will receive a second update
during the preparations of deliverable D8.8, based on the progress and experiences
achieved in the project. To be in line with the FAIR principles, the DMP include information
on [3]:

e How the research data/metadata will be handled during and after the end of the
project.

e What kind of data/metadata will be collected, processed, and generated in the
project.

e Which types of methodologies and standards will be applied in the project.

¢ Whether the data/metadata will be shared though open access.

e How the data/metadata will be curated and preserved during the project and for
the future.

2 Non-publishable summary

N.A. (This deliverable has dissemination level "Public").

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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3 Introduction and scope

3.1 Purpose and target group

Research and innovation projects such as Chips JU EdgeAl, produce a large amount of
data in various type of categories, which also can include sensitive data. The data might
be produced in laboratory testing, field studies, during several types of observations or
by reuse of already existing data, etc. The project's DMP addresses all project partners
and possible future stakeholders interested in the project results and outcomes.

The EdgeAl DMP describes how research data will be managed both during and after the
project’'s completion. It describes the entire data management life cycle, including the
collection, processing, and generation of data within the project. The European
Commission (EC) supports findable, accessible, interoperable, re-usable (FAIR) research
data as a framework to follow when designing a DMP and has published a set of guidelines
and a template for FAIR data management [3][4].

The four collaborating international data organisations [5]: CODATA, GO FAIR, RDA, and
WDS are collectively referred to as Data Together, and have a joint commitment on
collaboration to optimise the global research data ecosystem and to identify
opportunities that will trigger federated infrastructures to service the new reality of data-
driven science.

The data management plan is based on the FAIR data principles which describe how
research data should be organised, so they are more easily findable, accessible,
interoperable, and reusable (FAIR). In this context, we also elaborate on research data
types, preservation, and quality assurance.

To be in line with the FAIR principles, the DMP includes information on [3]:

e How the research data/metadata will be handled during and after the end of the
project.

e What kind of data/metadata will be collected, processed, and generated in the
project.

e Which types of methodologies and standards will be applied in the project.

¢ Whether the data/metadata will be shared though open access.

e How the data/metadata will be curated and preserved during the project and for
the future.

The DMP is designed as a living document, allowing for the inclusion of more detailed
information through updates as the project evolves and/or if significant changes occur.
This version represents the first update of the initial DMP [1], and a second update is
planned during project period, in deliverable D8.08.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
5
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3.2 Contributions of partners

The partner(s) described in the table below contributed to the description of the various
sections of this deliverable.

Table 3.1: Partner contribution

Chapter | Partner | Contribution

ALL SINTEF | SINTEF as project coordinator is responsible for the preparation and
updates of D8.06.

4.3.4; ITML Including new chapters/topics, contribution on quality assurance, and

Multiple updates on several chapters.

431 EDI Contribution to data types.

43.1; [FAT Contributions to data types and contributions to publications.

4.3.4.1

43.1; SCUBE Contributions to data types and contributions to publications.

4.3.4.1

Multiple | TECHNO | Small updates and clarifications.

3.3 Relations to other activities in the project.

This document is part of the deliverables in WP8 (Coordination and operational
management) and task T8.1 "Project Coordination", which represents the first update of
the initial DMP to be followed in all the EdgeAl project work package and value chain
activities.

The DMP is intended to be a living document and updated twice during the project period
based in the project progress and partners evolved experience during the project period.

4 Research data management

4.1 Purpose of data collection/generation

The intention of the data collection and generation is to enable the EdgeAl project and its
participants to conduct the intended tasks.

The purpose of the data collection and generation during the project implementation can
be divided into three main categories:

e Data related to development, simulation, testing, and evaluation, like circuit
design, programming codes, calculations/ derived data, or measurement/
experimental results.

e Data related to research dissemination like project deliverables/reports,
publications, or presentations.

e Data related to contractual conditions like consortium or grant agreements.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
6
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4.2 Fair data principles

The management plan is based on the FAIR data principles which describe how research
data should be organised to be findable, accessible, interoperable, and reusable in the
given order as illustrated in Figure 4.1.

How to make
data Accessible?

5

How to make data How to make
Interoperable? INTEROPERABLE REUSABLE data Reusable?

03 04 ’&
c? Lo

How to make data
Findable?

FINDABLE ACCESABLE

Figure 4.1: How to make your data FAIR

4.2.1 Findability of research data

The data/metadata need to be found to be able to use or reuse the data and should be
relatively easy to find for the stakeholders (both persons and computers) [2]. The FAIR
data guiding principles to be findable are:

o Data/Metadata are assigned a globally unique and persistent identifier.

o Data are described with rich metadata.

e Metadata clearly and explicitly include the identifier of the data they describe.
o Data/Metadata are registered or indexed in a searchable resource.

These principles are essential in ensuring that data generated or utilised in the project is
managed correctly, facilitating effective collaboration and knowledge sharing among
research partners.

In the project, unique and persistent identifiers will be used, together with trusted
repositories. Articles published will be assigned digital object identifiers (DOIs) to ensure
that data and research results are easily citable and findable. DOIs indeed provide a
reliable and permanent link to where the work is available online, the ability to find all
publications associated with a single author and include the publishing date of the
research. A naming convention is already in place for the deliverables and other
documents such as interim/periodic reports in this project. All documents, including
deliverables, reports, and minutes, etc., have a tracking feature in the template to ensure
versions can be easily monitored. These documents can be initially saved to the project
web site platform before finalisation and upload to project portals.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
7
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4.2.2 Accessibility of research data

When the data/metadata are found, clear information on how to access the data must be
provides, including also details about authentication and authorisation requirements [2].
The FAIR data guiding principles to be accessible are:

e Data/Metadata are retrievable by their identifier using a standardized
communications protocol.
o The protocol is open, free, and universally implementable.
o The protocol allows for an authentication and authorization procedure,
where necessary.
e Metadata are accessible, even when the data are no longer available.

Open access to scientific publications resulting from the project will be promoted in
accordance with European Regulations. The consortium will use the "green access" model
creating a self-archived version of any article published by the project partners in any
journal for free public use, in a repository accessed through the EdgeAl Web site. The
project partners will also use their institutional services. Online repositories used within
the project are:

e HAL: Repository for self-archiving of scientific publications of researchers and
laboratories.

e ArXiv: Widely used in the scientific community (https://arxiv.org).

e OpenAlRE: Open access repository initiative (https://www.openaire.eu).

e Zenodo: Multidisciplinary repository accepting multiple data types, publications,
and software (https://zenodo.org).

Partners will be asked to make data and results available through the Open Research Data
and Open Access models. However, the consortium will, always, respect the
confidentiality of users’ and participants data in relation to commercially sensitive
information on knowledge, products and methodologies and will apply the same criteria
for protection of knowledge. If open access not provided, it shall be explained why.
Including intellectual property rights (IPR) considerations, timeline for open access, and
possibly provisions for access to restricted data for verification purposes.

4.2.3 Interoperability of research data

When the data/metadata are accessed, the data need to be interoperable with the
relevant applications and workflows for analysis, storage, and processing; and possibly
integrated with other data [2]. The FAIR data guiding principles to be interoperable are:

o Data/Metadata use a formal, accessible, shared, and broadly applicable language
for knowledge representation.
o Data/Metadata use vocabularies that follow FAIR principles.
This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
8
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o Data/Metadata include qualified references to other (meta)data.

Interoperability regarding standards, formats and vocabularies for data and metadata. In
principle, all data that are not imposed by restrictions will be interoperable, that is
exchangeable and re-usable between project partners, etc.

Further guidance and details on interoperability of data are given in the project
consortium agreement (CA) and in future updates of the DMP. As already mentioned, the
DMP will be updated a second time during the project period, through the deliverable
D8.08.

4.2.4 Reusability of research data

When interoperability is enabled, the goal is to optimise the reuse of the data [2]. The
data/metadata should be well described to be able to replicate and combine the data in
different settings. The FAIR data guiding principles to be reusable are:

e Data/Metadata are richly described with a plurality of accurate and relevant
attributes.
o Data/Metadata are released with a clear and accessible data usage license.
o Data/Metadata are associated with detailed provenance.
o Data/Metadata meet domain-relevant community standards.

Reusability regarding licenses for data sharing and re-use, availability of tools/ software/
models for data generation and validation/interpretation of data and datasets will on a
general basis be kept confidential and only made accessible to consortium members, for
confidentiality reasons. Requests to access data/datasets will be sent to the
corresponding author/data owner and the decision as to whether grant or revoke access
to data will be made on a case-by-case basis by the data owner/project coordinator/WP
leader/VC leader. A repository for sharing datasets among the consortium partners are
established on BOX workspace. The project consortium agreement sets forth data access,
sharing and restrictions rules.

4.3 Data types, preservation, and quality assurance

4.3.1 Types of data

Data types in the project can vary widely, encompassing structured data (e.g., databases),
unstructured data (e.g., text, images), and semi-structured data (e.g., JSON, XML formats).
Identifying and classifying these data types early in the project was important, with the
partners involved in the different value chain and technology demonstrators clarifying the
data types collected and their intended use.

This classification aids in implementing proper data handling practices tailored to the

specific requirements of each data type.
This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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During the distinct phases of the project, the following data processing levels must be
considered: Raw data, cleaned data, processed data, analytical data, and publishable data.
The data collected were foreseen in the project preparation phase and are in the following
formats:

e Presentations and formulated text files: .pdf, .doc/.docx, .ppt/.pptx, .tex; text and
binary files.

e Numeric (tables, charts, counts, measurements, simulation results and waveform
graphs): .xlsx.

e Audio-visual (images, sound recordings, video): .jpeg, .png and .tiff formats.

e The design & layout data format: schematics, GDS2, etc.

e Test and Characterization output will be data in csv-format: characterization,
tester, or test-setup output.

e Codes: C, C++, Python, Autosar, Verilog, Verilog A etc.

e Machine readable data formats: json, xml, etc.

e Other equipment proprietary format.

4.3.2 Curation and preservation

To manage the data generated in the project, the leader of work package WP7 will oversee
the process and advise the project on all aspects of knowledge management and patent
filing. The WP7 leader will also maintain a schedule of knowledge produced during the
project and, in conjunction with the partners involved, assess the opportunities to apply
for patents or declare copyrights. This activity will comprise the:

e Description of the innovative elements of the work conducted in the work
packages.

e Review of existing patents databases and other scientific databases for similar
developments using available resources from the technology transfer offices of
the partners’ institutions.

e Reporting to the management team about the innovation status of the project
results.

4.3.3 Data security

All partners of the EdgeAl consortium plan to implement good practices regarding data
security as defined in the consortium agreement. This will ensure prevention of data
breach including unauthorized and/or unlawful disclosure, use, alteration, and
modification of data.

All data collected and generated by the various EdgeAl tasks will be (if applicable) safely

stored at the responsible partners’ (demo partners or technology providers) repositories.

These repositories should be secure and non-accessible to the public. Access controls and
This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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authentication mechanisms are implemented to limit data access to authorised personnel
only. Responsible partners should follow appropriate and GDPR-compliant procedures
for recovery, secure storage, and transfer of data.

The partners are also encouraged to use appropriate repositories and carry out regular
back-ups for any work conducted for the purpose of the project realisation. Selection of
appropriate repositories should include due diligence of the company/entity that offers
repository service.

All security measures should be in-depth considered with caution. The responsibility of
the service provider, configuration settings, functionalities of the service should be
considered. All partners may store local copies of research data on their institutional
servers and or business cloud-based servers with appropriate access controls, encryption
and/or password protection.

The main responsibility regarding security of data collected and processed during the
project realization, as well as after its completeness lies with the owners/managers of the
repositories where these data are stored.

After the end of the project, any open data will be archived and preserved in open access
repositories, such as Zenodo. Regarding confidential data, they will be retained as agreed
in the consortium agreement. However, the final decisions regarding long-term
preservation and curation will be take/confirmed in due time.

As the minimum threshold for ensuring data security each partner should:

e Ensure that data processed for the purpose of project realization are stored at
institutional serves and are regularly backed up.

e Ensure devices and data are safely and securely stored, and access control
measures are defined at the user level (e.g., encryption is implemented, password
protection is applied, and there is restriction regarding access privileges).

e Support good security practices by protecting their own devices and installing and
updating anti-malware software, anti-virus software and enabling firewalls.

e Ensure appropriate security and confidentiality of data, including for preventing
unauthorised access to or use of such data and the equipment used for the
processing (this is relevant when/if personal data is processed).

e Evaluate the risks inherent regarding processing and implement measures
necessary to mitigate risks, where necessary, by the controller or processor of
sensitive data.

o Apply appropriate technical and organisational measures to ensure security and
confidentiality will be applied; when assessing appropriateness of the measures,
the state-of-the-art, the costs of implementation in relation to the risks and the
nature of the personal data to be protected will be considered.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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4.3.4 Quality assurance

Quality assurance as a bottom-up approach is managed in the Project Handbook and
Quality Assurance (EdgeAl deliverable D8.01). In addition, the WP7 leader has a special
role in managing the research data generated in the project as described above. Quality
assurance is essential for maintaining the integrity and reliability of data used in edge Al
applications. In adherence to the FAIR principles, the value chain and technology
demonstrators are encouraged to report issues related to data quality, providing a
feedback loop for ongoing improvement.

Chips JU funding needs to be acknowledged in all communication, dissemination, and
exploitation activities as well as on all equipment, infrastructure and major results
financed by the action by using the wording and criteria specified in the Grant Agreement
(Articles 17, and 18):

“Unless the JU requests or agrees otherwise or unless it is impossible, any dissemination
of results must:

e Display the JU logo.

e Display the EU emblem.

¢ Include the following text:
“The EdgeAl project has received funding from Chips JU under grant agreement No
101097300. The Chips JU receives support from the European Union's Horizon
Europe research and innovation program and Austria, Belgium, France, Greece,
Italy, Latvia, Netherlands, Norway.”

The Chips JU logo and the EU emblem can be downloaded from the EdgeAl BOX
workspace, 03-Templates/ Logos (EdgeAl, EdgeAl, Beneficiaries) folder.

4.3.4.1 Publications

Results may be published in international peer reviewed journals and conferences. Use
of names, logos and trademarks need to have a written approval prior to publication as
outlined in the process below.

Publication approval process

All planned publications and presentations are subject to approval by the EdgeAl
partners.

Publications (e.g., conference papers or scientific papers in journals):

1. When you are planning to submit a publication with a deadline, give prior notice
to ITML - WP7 Leader and EdgeAl partners as soon as possible, stating.

e The topic
e Type of publication

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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2.

4.

e Related WP(s)/task(s) where the work has been done.
e Partners involved or likely to have interest.

e The day when you expect to send the publication material for approval
to the consortium.

e The deadline for the publication

Send a secure link to the publication material for approval to EdgeAl partners
and WP7 Leader at least 30 calendar days [7] before the planned
publication/dissemination submission date as agreed in Consortium agreement
(CA). Secure link sharing is creating and sending a secure link that connects the
EdgeAl partners to the publication material document or files. The link refers to
the Chips JU EdgeAl internal BOX repository where the document is uploaded.
Sending a secure link via email to clients can involve using encryption options
for the email or attaching files through secure services, ensuring that sensitive
information remains confidential and accessed only by the Chips JU EdgeAl
consortium members.

e Any objections/comments are given by other partners as soon as
possible, latest 21 calendar days [7] from receiving the approval request.
Revise accordingly and send the revised version for approval.

e If the revised version is approved by the objecting partner(s) before the
deadline, publication is approved - if revised version is not completed
and/or approved by the objecting partner(s) before the deadline, the
publication will not be submitted.

If no objections/comments are received from partners within 21 calendar days
as stated above [7], the publication is approved.

The objecting Party can request a publication delay of not more than 60 calendar
days [7] from the time it raises such an objection. After 60 calendar days the
publication is permitted, provided that the objections of the objecting Party have
been addressed.

The publication approval requests must be sent by email (including a secure link - where
the user access only the resource/location assigned to them) to EdgeAl partners, with a
copy to Coordinator and WP7 Leader. Email addresses of EdgeAl partners are available
on EdgeAl BOX web repository.

Objections to planned publication.

Any objection to the planned publication shall be made by email to the partner(s)
proposing the dissemination, and with the copy to the Coordinator and WP7 Leader,
within the time limit stated above. If no objection is made within the time limit, the
publication is approved.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the

EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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Justifiable objections:

e The protection of the objecting Party's Results or Background would be adversely
affected.

e The proposed publication includes Confidential Information of the objecting Party.

e The objecting Party's legitimate academic or commercial interests in relation to the
Results or Background would be significantly harmed.

If an objection has been raised, the involved partners shall discuss how to overcome the
justified grounds for the objection on a timely basis.

Paper approval and publication

Once a “green access” paper is approved and published in the partner's journal or
conference of interest, it should also be included in the EdgeAl Zenodo Community. In
order for the paper to be included and published on Zenodo under the EdgeAl profile, the
partner who is responsible for the paper needs to fill out a “New Upload” form, regarding
the publication details and follow the instructions as listed below.

Instructions:

e Open EdgeAl “New Upload” form that can be found here:
https://zenodo.org/deposit/new?c=edgeai_project

e Upload minimum one file and fill-in required fields (marked with a red star).
e Press "Save" to save your upload for editing later.
e When ready, press "Publish" to finalize and make your upload public.

NOTE: It is strongly advised that the publication references follow the IEEE reference
format and comply with the IEEE reference formatting guidelines, to provide full
information on the source in a clear and consistent way. Variation from this requirement
shall only be agreed with the EdgeAl project coordinator.

5 Ethical aspects

Currently the project partners have not identified any issue of ethical dimension in
accordance with the guidelines "How to Complete your Ethics Self-Assessment”, (Ref.
EdgeAl Technical Annex Part B, Section 4 - Ethics self-assessment.

The research activity envisaged in the project will be conducted applying fundamental
ethical principles and relevant national, EU and international legislation, including the
Charter of Fundamental Rights of the European Union, the European Convention on
Human Rights, and the General Data Protection Regulation (GDPR - Regulation EU
2016/679) [6].

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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The collection and the processing of personal data will be conducted in full compliance
with GDPR and the related national implementing regulations, and in accordance with the
relevant provisions of the national Supervisor Authorities. All beneficiaries involved in
personal data processing confirm to the coordinator and WP7 leader, that they have
appointed a Data Protection Officer (DPO) to manage all GDPR and data related issues
and their contact details are made available to the coordinator.

The processing of personal data will be conducted only for the specific purposes of the
project and according to the correct legal bases. In compliance with the principle of
minimization, only the personal data necessary for the pursuit of the indicated research
purposes will be collected during the project and will be kept for the time necessary to
achieve them, as will be specified to the data subjects.

The most rigorous security measures will be adopted to ensure the integrity,
confidentiality, and control of them, in accordance with the provisions of GDPR and with
rules established by the European Data Protection Supervisor and Art. 29 Working Party.

The data will be kept only for the time necessary to carry out the research and subsequent
verification activities. The additional keeping of such data for future research activities will
take place only if the data subject expressly authorizes in writing such keeping, as it will
be indicated in a specific section of the privacy information notice.

The project will monitor if ethical or privacy implications arise and use a general strategy
for the monitoring of the implications. Should ethical implications arise, the project shall
follow the GDPR act [6] on the protection of natural persons regarding the processing of
personal data and on the free movement of such data.

In addition, ensuring compliance with regulatory frameworks like the EU Al Act [8], and
implementing robust data management practices, researchers are implemented to
enhance the project data's utility, integrity, and ethical compliance.

The project DMP aligns to the Al act requirements that the data sets are accurate,
representative, and free from biases. This is to prevent discriminatory outcomes and
ensure the fairness of Al applications while supporting the development of Al
technologies that are trustworthy.

6 Informed consent

For managing the consortium and being able to disseminate the project information, the
project coordinator and/or WP7 leader will request the involved partners’ and personnel’s
consent on:

e Taking photos of individuals during meetings, events, social dinners, etc.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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e Publishing photos of individuals at the project’s website, social media, newsletters,
leaflets, posters, etc.

e Uploading photos at the projects’ internal and external repository.

e Mentioning individuals’ names and organisations at project’s website, social media,
newsletters, articles, etc.

e The project will not use personnel names unless agreed on beforehand.

When dealing with personnel external to the consortium, similar request for informed
consent shall be made prior to storage or publication of any personal identifiable
information.

7 Conclusion

This deliverable D8.06 "First updated data management plan" (DMP) is produced within
work package WP8 "Coordination and operational management" of the Chips JU EdgeAl
project under Task T8.1 "Project Coordination" and defines the data management plan
based on the FAIR data principles which describe how research data/metadata should be
organised to be easily findable, accessible, interoperable, and reusable (FAIR) during the
project lifetime and after the project ends.

The use of FAIR principles improves the discoverability of data and fosters a culture of
collaboration and innovation by ensuring that data can be efficiently shared and reused,
addressing the data management in the project. The systematic approach supports the
Chips JU EdgeAl project's technology development by adhering to the existing standards
and regulatory requirements, reflecting the commitment to transparency and
reproducibility in research practices for the project beneficiaries and the external
stakeholders.

The DMP document aims to inform and guide the EdgeAl beneficiaries, affiliated entities
and associated partners concerning the management and administration of data
produced in the project. The DMP is intended to be a living document.

The current version is the first updated DMP and will be updated a second time during
the project period, based on the progress and experiences achieved in the project, and
prepared in the deliverables D8.08 "Second updated data management plan".

This deliverable document complements the legal and contractual documents, i.e., the
GA, the National Grant Agreements (NGA) and the CA employing practical project
management and quality assurance.

This document and the information contained may not be copied, used, or disclosed, entirely or partially, outside of the
EdgeAl Chips JU project consortium without prior permission of the beneficiaries in written form.
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